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4	Premises	
1.  Terrorism	will	be	a	part	of	the	foreseeable	future,	and	it	is	

likely	that	terrorist	groups	will	discover	or	create	new	
capabili+es,	as	they	have	throughout	history	

2.  Terrorism	is	a	contextual	phenomenon,	with	a	wide	range	
of	ideologies,	grievances,	capabili@es,	etc.	

3.  Countering	terrorism	requires	focus	on	contexts	(enablers,	
mo@vators,	organiza@onal	aFributes);	No	single	
counterterrorism	strategy	will	be	effec@ve	across	many	
instances	

4.  The	nature	of	terrorism	has	changed	in	recent	decades,	
with	the	rise	of	decentralized,	“do	it	yourself”	models	of	
terror	aFacks	



•  Domes@c	counterterrorism	requires	interagency	
coopera@on	(federal,	state	and	local),	especially	regarding	
intelligence	and	criminal	inves@ga@ons	

•  Also	requires	involvement	of	the	general	public	
–  Community	vigilance	and	resilience	
–  Indicators	of	suspicious	behavior;	“See	something,	say	

something”;	law	enforcement	–	community	rela@ons	

Countering	Terrorism	

•  Interna@onal	counterterrorism	requires	integra@on	of	all	
dimensions	of	a	na@on’s	power	



Different	Kinds	of	Power	

Domestic CT International CT 
Monopoly of legal use of force 
within sovereign territory, but:  
 

- Government accountability 
- Legal/court systems 
- Civil liberties, free press 
 

No monopoly; must compel, 
incentivize other sovereign 
countries to act in certain ways 
 

- Legal traditions vary widely 
- Power, leverage, sharing 
- Intelligence in hostile areas 
 

Constraints on the use of power 

•  Hard	Power	“Warheads	on	foreheads”;	Does	“toughness”	or	
“coercive	policy”	deter	terrorism?		

•  So3	Power	(diplomacy,	economic	leverage,	informa@on,	and	
intelligence);		-	cf	Joseph	Nye,	(former	Dean,	HKS)	



Different	Kinds	of	Power	

•  Grievances	and	Sources	of	Discontent	
–  Oppressive,	corrupt,	incompetent	regimes;	no	rule	of	law	
–  Demographic	changes	(popula@on	growth,	urbaniza@on,	etc.)	
–  Deep	ethnic	fissures	(Sudan,	Yemen,	Kurdish	regions,	Chechnya,	etc.)	
–  Economic	trends	(globaliza@on,	resource	distribu@on	inequi@es,	etc.)	

•  Facilitators	
–  Porous	borders	and	zones	with	limited	government	influence	
–  Vibrant	global	trafficking	networks	–	human,	drugs,	weapons	

•  Transi@oning	States	
–  Governments	and	poli@cal	systems	in	transi@on	are	oaen	distracted	

and	disorganized	(impact	of	“Arab	Spring”?)	
–  Transi@on	to	democracy	can	be	fragile,	difficult,	violent	@mes	

How can various forms of national power help us deal with . . .  



Elements	of	Na@onal	Power	
Diplomacy	 Need	long-term	interna+onal	CT	coopera+on	

Intelligence	 Need	to	learn	the	enemy’s	strong	and	weak	points	

Military	 Massive	military	forma+ons	not	useful;	Need	precise	opera+ons	
(SOF),	understand	culture,	behavior	

Economic	 Help	countries	address	economic	grievances	
Impose	sanc+ons	against	state	sponsors	

Financial	 Iden+fying	and	targe+ng	new	funding	streams	

Informa+on	 Counter	the	terrorist	group	narra+ves	
Maintain	credibility,	moral/ethical	high	ground	

Legal	 Arrest,	prosecute,	imprison	terrorists;	Moral	and	ethical	
constraints	across	all	DIMEFIL	dimensions	

Need strategic framework, national plan to guide tactics, integrate all elements  



Diplomacy	

•  What	do	we	know	about	state-sponsored	or	state-
facilitated	terrorism?	And	what	is	being	done	about	it?		

•  Who’s	responsible	for	diploma@c	efforts	in	CT?	

•  How	can	our	ac@ons	in	the	diploma@c	arena	help	(or	hurt)	
our	counterterrorism	efforts?	



Intelligence	
•  Any	effec@ve	deterrence	or	preven@on	of	terrorism	requires	quality	

intelligence	

•  6	basic	intelligence	sources,	or	“collec@on	disciplines”:	

–  Signals	Intelligence	(SIGINT)	
–  Imagery	Intelligence	(IMINT)	
–  Measurement	and	Signature	Intelligence	(MASINT)	
–  Human-Source	Intelligence	(HUMINT)	
–  Open-Source	Intelligence	(OSINT)	
–  Geospa@al	Intelligence	(GEOINT)	

Source:	U.S.	Directorate	of	Na@onal	Intelligence	



Intelligence	
•  Inherent	Uncertainty	
•  Defining	Intelligence	

–  Derive	meaning	&	understanding		
from	all	sources	of	informa@on	

•  Products,	consumers	
–  President’s	Daily	Brief	

•  Es@mates	(predic9ng	the	future?)	
–  NIC	Global	Trends	2030	

•  Threat	Assessment	
•  NCTC,	DNI,	NIC,	Fusion	Centers	
•  Counterintelligence,	covert	ac@on	

•  Everyone	spies	on	everyone	

Source: ISE.Gov  
(Information Sharing) 



Intelligence	

•  What	does	Daniel	Byman	describe	in	his	“Intelligence	War	
on	Terrorism”	ar@cle?	

•  What	does	Jennifer	Sims	point	to	as	the	challenges	of	
counterterrorism	intelligence?	

•  What	are	some	key	intelligence-related	challenges	in	
Europe,	in	rela@on	to	recent	incidents	in	Paris,	Brussels,	
etc.?	

•  What	are	some	common	intelligence	mistakes	in	CT?	



Military	

•  What	should	military	forces	do	as	part	of	an	effec@ve	
counterterrorism	strategy?	

•  What	should	military	forces	absolutely	not	do	when	
implemen@ng	a	counterterrorism	strategy?	

•  What	can	your	country	reasonably	expect	from	military	
forces	in	other	countries?	How	can	your	forces	help	them,	if	
necessary?	

•  Do	we	rely	too	much	on	military	forces	for	CT?	



Economic	

•  Role	of	shadow	economy,	black	markets	

•  What	does	Joby	Warrick	say	about	the	“economic	
war”	against	the	Islamic	State?	

•  In	what	ways	are	poverty,	economic	condi@ons	
related	to	terrorism?	



Economic	Contexts	

•  Our	world	is	rarely	the	way	we	want	it	be	

•  Sense of crisis, intense grievances is particularly 
acute for young people searching for jobs 

Aspirations & Desires 

Opportunities 

Source of  
frustration 
and anger 

•  Government or 
society unable or 
unwilling to provide 
enough opportunities 

•  Perceived 
illegitimacy 



Economic	Responses	

•  How	does	the	World	Trade	Organiza@on,	the	U.S.	
Department	of	Commerce,	or	other	such	organiza@on	
contribute	to	a	counterterrorism	strategy?	

•  Development	assistance?	Jobs?	What	else?	

•  How	can	the	private	sector	contribute	to	an	effec@ve	
counterterrorism	strategy?	

	



Finance	

•  Who	takes	the	lead	in	comba@ng	terrorism	financing	in	the	
U.S.?	Europe?	

•  What	do	we	know	about	terrorists	earn,	move.	store,	and	
distribute	finances?	What	do	we	need	to	know	and	do?	

•  What	are	the	responsibili@es	of	the	private	sector	in	
comba@ng	terrorism	finance?	

•  What	are	the	responsibili@es	of	individual	consumers	in	
comba@ng	terrorism	finance?	

Good	reading:		Paul	J.	Smith,	“Terrorism	Finance:	Global	Responses	to	the	Terrorism	
Money	Trail,”	in	Essen%als	of	Counterterrorism,	p.	105-127.	



Informa@on	

•  Who	is	in	charge	of	the	informa@on	dimension	of	CT?	

•  What	kinds	of	things	are	some@mes	done	in	terms	of	public	
discourse	that	could	be	counterproduc@ve	to	CT	objec@ves?	

•  What	is	meant	by	the	term	“BaFle	of	Ideas	against	ISIS”?	
– Who	is	figh@ng	this	baFle?	



Informa@on	

•  What	does	Stephen	Walt	say	about	“Our	Own	Imagining”?	

•  How	are	terrorists	portrayed	by	poli@cal	leaders,	
mainstream	media,	others?	

•  What	are	we	doing	about	countering	terrorist	ideologies	
and	narra@ves?	

•  What	does	Eric	Rosand	suggest	should	be	done	to	
promote	a	global	effort	to	“counter	violent	extremism”?	



Law	Enforcement	

•  Courts,	legal	framework	
•  What	kinds	of	legisla@on	could	have	the	greatest	posi@ve	(or	

nega@ve)	impact	on	countering	terrorism	effec@vely?	
•  Note:	Emergency	legisla@on,	powers,	have	almost	never	led	

directly	to	decline	in	terrorism	(HewiF,	1984)	
	

•  Law	enforcement		&	community	policing	

•  Intersec@on	with	organized	criminal	networks,	drug	
trafficking,	money	laundering,	etc.	

•  Counterterrorism	efforts	must	be	viewed	as	consistently	
applied	within	the	rule	of	law	



Summary	

•  Diplomacy	

•  Intelligence	

•  Military	

•  Economic	

•  Financial	

•  Informa@on	

•  Legal	

Massive military formations not useful; Need precise 
operations (SOF), understand culture, behavior 

Identifying and targeting new funding streams 

Need to learn the enemy’s strong and weak points 

Need long-term international CT cooperation 

Help countries address economic grievances 
Impose sanctions against state sponsors 

Counter the terrorist group narratives 
Maintain credibility, moral/ethical high ground 

Arrest, prosecute, imprison terrorists; Moral and 
ethical constraints across all DIMEFIL dimensions 

Need integrative strategic framework, national plan to guide tactics 



Break	



We	are	doomed	.	.	.	?	

•  “The	best	laid	diploma@c,	economic,	legal,	and	even	military	plans	will	
only	contain	terrorism,	not	defeat	it.”	

-	Mar9n	and	WalcoD,	1988	

•  Terrorism	can	neither	be	stopped	nor	absolutely	prevented,	only	
contained.	

-  Ian	O.	Lesser,	Bruce	Hoffman,	John	Arquilla,	David	Ronfeldt,	and	Michele	Zanini,	Countering	the	
New	Terrorism	(Santa	Monica,	CA:	Rand,	1999),	

	
•  “We	must	learn	to	contain	and	regulate	the	anarchy	that	foments	both	

the	destruc@veness	of	terrorists	and	the	injus@ces	of	global	capital.”	
	 	 	 		-	Benjamin	Barber,	2005	

	
•  “The	United	States	must	adopt	a	strategy	of	containment	and	address	

the	underlying	causes	of	discontent.”	
-	Steven	Simon,	2003	

Next week’s class: Containment & Deterrence 



CT	Lessons	

 What lessons do Andrew Liepman and Philip Mudd 
suggest the U.S. should learn from the last 15 years of 
fighting terrorism? 



CT	BaFlefields	

Battlefield Counterterrorism Terrorist Groups 

Kinetic  
aspects 

Military, law 
enforcement 

Bombings, violence 
against civilians 

Endurance  
of society 

Managing 
expectations 

Use fear to compel 
behavior, policies 

Narrative 
(Influence Warfare) 

Must counter and 
discredit the narrative 
of terrorists 

Convince population that 
the CT effort is 
repression, unjust 

Legitimacy Must be perceived as 
legitimate, credible 

Must be perceived as 
legitimate, credible 

Challenge for either side: Be successful in all battlegrounds 



Legi@macy	

“The provision of governance and institutions that serve the 
people, not just the elites . . . “ 

 
As legitimacy declines, likelihood for political violence 

increases 
-  Ted Robert Gurr, 1960  
-  Max Manwaring, 1992 

•  Legitimacy is a perception-based phenomenon 

•  Perceptions of legitimacy, justice are central to success 
•  Perceived lack of legitimacy undermines all other efforts 



Legi@macy	

•  What	does	Jennifer	Holmes	describe	as	the	key	challenges	
to	developing	and	implemen@ng	counterterrorism	policy	
in	a	liberal	democracy?	

•  What	do	Crenshaw	and	LaFree	say	about	“over-
responding”	to	terrorism?	



How	Legi@mate?	
•  Must pursue counterterrism objectives within ethical 

and legal frameworks; avoid exacerbating grievances 

•  Just War Theory:  Morality of the use of force 
•  jus ad bellum – when is it justified to use armed force? 
•  jus in bello – What constraints should be placed on how 

force is used 

•  Must not over-react; terrorist strategy may be to 
provoke over-reaction 

•  Must not under-react, as this creates space for the 
possible emergence of militants, vigilantes 



Miller:	Contexts	are	Cri@cal	

•  Terrorist	groups	have	different	goals	

•  Government	CT	policies	thus	have	different	effects	on	different	groups	
–  Some	policies	are	more	effec@ve	than	others	against	a	specific	group	

•  Responses	can	include:	
–  Do	nothing:	ignore	it	
–  Concilia@on:	nego@ate,	address	grievances	
–  Legal	reform:	new	laws,	ins@tu@ons,	police	powers,		
–  Restric@on:	mar@al	law,	sanc@ons,	target	hardening	
–  Violence:	kill	or	injure	terrorists	and	supporters	

•  Combina@ons	of	responses	work	beFer	than	a	single	type	

•  Group	ideology	and	enabling	environments	impact	how	effec9ve	a	
par@cular	kind	of	government	response	can	be	



Mul@ple	Levels	of	Effort	

•  Evaluate	poten@al	capabili@es	and	inten@ons,	trends,	and	
provide	an	opera@onal	net	assessment	of	the	group	(local	
HUMINT	is	cri@cal)	

•  Iden@fy	and	interdict	financing	streams,	assets	

•  Develop	a	credible	ideological	counter-narra@ve:	make	
fundraising,	recruitment	more	difficult	

•  Must	be	ethically	&	legally	defensible	in	all	ac@ons	



Mul@ple	Levels	of	Effort	

•  Need	to	constrain	a	terrorist	group’s	ability	to	influence	
others	(affiliates,	individuals)	to	commit	terrorist	acts	on	
behalf	of	their	ideology	

•  Need	to	understand	and	curtail	radicaliza@on	processes	

•  Undermine	the	resonance	of	the	mo@va@ng	ideology	

•  Discredit	the	ideological	entrepreneurs,	influencers	



Summary	

•  Comba@ng	terrorism	is	a	complex,	mul@faceted	challenge		

•  Legi@macy	is	essen@al	for	both	domes@c	and	interna@onal	
counterterrorism	

•  U@lize	all	DIMEFIL	assets:	Whole	of	government	approach	
needed	to:	

1.  Diminish	the	capabili@es	of	today’s	terrorist	groups	
2.  Diminish	the	environmental	enablers	that	facilitate	the	daily	

opera@ons	and	ideological	resonance	of	the	terrorist	groups	



Examples	of	Final	Ques@ons	

•  How	and	when	does	a	country	know	if	terrorism	has	been	
defeated?	What	are	the	appropriate	assessment	metrics?	What	
does	success	look	like	and	is	it	possible?		

•  What	are	the	limits	of	counterterrorism,	especially	in	a	liberal	
democracy?	

•  What	ac@ons	could	a	government	take	in	response	to	terrorism	
that	might	actually	make	things	worse	instead	of	beFer?	

•  Does	an	effec@ve	counter	terrorism	policy	necessarily	require	a	
reduc@on	in	ci@zens’	civil	liber@es?	Why	or	why	not?		



Ques@ons?	


