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Words of Welcome

Dear Reader,

We are pleased to announce the release of Volume XIX, Issue 1 (March 2025) of Perspectives on
Terrorism (ISSN 2334-3745). This Open Access journal is a joint publication of the International
Centre for Counter-Terrorism (ICCT) in The Hague, Netherlands; the Handa Centre for the Study
of Terrorism and Political Violence (CSTPV); and the Institute of Security and Global Affairs
(ISGA) at Leiden University. All past and recent issues can be found online at https://pt.icct.nl/.

Perspectives on Terrorism (PT) is indexed by JSTOR, SCOPUS, and Google Scholar, where it ranks
No. 3 among journals in the field of Terrorism Studies. Jouroscope™, the directory of scientific
journals, has listed PT as one of the top ten journals in the category “free open access journals
in social sciences”, with a Q1 ranking. Now in its 19th year of publication, PT has close to 8,000
registered subscribers and many more occasional readers and website visitors in academia,
government, and civil society worldwide. Subscription is free and registration to receive
an e-mail of each quarterly issue of the journal can be done at the link provided above. The
Research Articles published in the journal’s four annual issues are fully peer-reviewed by
external referees, while Research Notes and other content are subject to internal editorial
quality control.

In the first article of this issue, James Page examines key details about Hamas’ drone-related
innovations, and draws implications for the future threat posed by violent non-state actors
who can or might employ drones and related technologies. Next, Stephane Baele, Lewys Brace,
and Elahe Naserian demonstrate how computer vision methods—including unsupervised deep
clustering and supervised object identification—can be successfully applied to strengthen the
study of extremist and violent political actors’ online ecosystems. In the following article, a team
of authors—Jade Hutchinson, David Yuzva Clement, Ruxandra M. Gheorghe, Lorraine Kellum,
and Alexander Shuttleworth—explore the role of online misogyny and its psychological appeal
to children and adolescences in digital media environments, and offer recommendations for
addressing children’s exposure to online extremist content. And in our last research article,
Leoni Heyn examines the digital convergence of distinct extremist milieus involved in the
Patriotic Union’s December 2022 plot to overthrow the German government.

In our Research Notes section, Sarah Carthy and Yannick Veilleux-Lepage describe a pedagogical
approach designed to enhance data collection skills using open-source data amongst students
studying social movements and political violence. Our Resources Section begins with an
extensive bibliography on Critical Infrastructure Security (Prevention, Preparedness, and
Response to Terrorist Attacks) compiled by Associate Editor Judith Tinnes. Then our Book
Review Editor Joshua Sinai provides a comparative overview of three recent books that focus
on similar and different aspects of the psychology of terrorism. And finally, the issue concludes
with several brief announcements about Perspectives on Terrorism from the Editorial Team.
This issue of the journal has been produced in collaboration between James Forest and Anna-
Maria Andreeva, with considerable assistance from Evi Konstantinopoulou, for which we are
very grateful.

Prof James Forest, Editor-in-Chief
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Abstract: The Hamas-led attack against Israel on 7 October 2023 marked an important
watershed in non-state actor/terrorist capability with its sophisticated and integral use of
innovated drones in concert with related technologies as part of a combined arms assault.
Although combined arms are typically associated with conventional forces, closer attention to
Hamas-led forces’ combined arms use demonstrates that terrorist groups are increasingly able
to employ them to considerable effect. Hamas-led forces’ combined arms use differs from ISIS’
preceding use in important respects, including drones’ central and integral role, the drone-
related innovations demonstrated, and its particularly devastating effects. Hamas-led forces
demonstrated two key drone innovations: (1) the use by a non-state actor of small drones to
precisely strike sensitive, high-value defences with a novel drone-delivered munition (featuring
smoke-emission/target marking and delayed detonation); (2) the use of drones as a central part
of a combined-arms assault by a non-state actor. A further possible innovation is the first use of
a particular modification to (small commercial) drones by a non-state actor to help enable them
to evade electronic countermeasures. Hitherto, important details about Hamas’ drone-related
innovations, and the significant implications arising from them, have remained substantially
unaddressed. Therefore, this article endeavours to fill these lacunae. Consequently, conclusions
are drawn regarding the threat posed by Hamas-led forces and other non-state actors who
can or might employ drones and related technologies, and what might be done to effectively
address them. Moreover, because these technologies and associated training and techniques
are likely to continue to rapidly proliferate.
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Introduction

Drones! played a leading, and often daring, role in the 7 October 2023 Hamas-led? surprise
attack against Israel (termed by Hamas “Al-Agsa Flood”®). Consequently, considerable political,*
media,® and scholarly attention® followed. A severe attack by a terrorist’ or insurgent group using
drones against a state had long been ‘feared’ by analysts,® academics,’ media,'° policymakers,!!
and members of the public.'? The attack was triply shocking and significant because (a) it caught
off-guard arguably the world’s leading drone state'® '* that is also a leader in counter-drone
technology,’® (b) the attack was savagely conducted by a terrorist group,'® and (c) drones had
a leading, integral, and central role.’” Furthermore, Israeli Defence Force (IDF) drones neither
forewarned of the attack nor were they able to help bring it under swift control. (However,
IDF drones later proved helpful in pursuing assailants.'®) Moreover, on 7 October 2023, IDF
air-defence and associated counter-drone technology proved largely ineffectual despite their
sophistication.

Particularly concerning are what Hamas-led forces were able to achieve on 7 October 2023 with
innovation?® and novelty,*! including with drones and related technologies. This was further to
the support these terrorist groups* are known to have received largely from Iran,? including
for Hamas’ drone programme, as part of a collection of proxy forces that possess growing
transnational influence.? Consequently, the question arises: how did Hamas-led forces employ
drones and related technologies that day, and what are the implications of this, including for
preventing and combatting them? The attack’s political significance is underlined by its having
resulted in the third largest recorded loss of life from a single terrorist attack, and the largest
loss of life in a single attack against Israel since its modern (re-) establishment, and by being the
deadliest known terrorist attack assessed by the number of fatalities per capita.?® Furthermore,
it occurred despite Israel possessing cutting-edge counter-terrorism,?® drone,?” and counter-
drone capabilities?®** that, combined, might have been considered to have protected Israel
from an attack of the size, scale, and scope of that on 7 October 2023- but did not.

Considering this question - and the issues it raises - reveals that Hamas-led forces demonstrated
the ability to execute offensive operations utilising small ground units employing small drones
in a combined arms assault. This constitutes a major step in Hamas’ and associated forces’
capability that others, including various terrorist groups, may now seek to emulate.

Leo Blanken et al. have recently argued that “Hamas’ surprise operation [on 7 October 2023]
... is best understood as a non-state version of a raid” and involved “strategic” and “doctrinal
surprise.” Regarding the latter, they assert: “Hamas achieved this by combining many elements
of what the military refers to as a multi-domain operation - and did so with a level of precision,
coordination, and planning that shocked observers.” These are significant points. Nonetheless,
[ argue that it was not only Hamas that was part of the 7 October attack; personnel from other
groups participated, too. Also, although Blanken et al. refer to the US Department of Defence’s
(US DoD) conceptualisation of “multi-domain operation[s] [MDO]” regarding non-state actor
drone use that in turn refers to “combined arms”, both MDO and combined arms (as defined
by the US DoD) are considerably less analytically precise, informative, and revealing than the
more specific conceptualisation of combined arms developed and employed in this article that
is drawn from historical usage.®° This conceptualisation is also more specific than that offered
by Kerry Chavez and Ori Swed regarding the 7 October 2023 attack and helps to identify its
significance more specifically. [ also argue, in effect, that Hamas-led forces’ use of combined
arms has implications that go beyond those entailed in Blanken et als definition of “special
operations”3!
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Austin C. Doctor and James I. Walsh have importantly observed “militant[t]...combined arms
capability” involving drone use by ISIS in Iraq and Syria.?> However, their use of the term
“combined arms” israther broad and equated by them with “theatre air attacks to supportground
force operations” and “close air support”, as conceptualised by Robert Pape.** Consequently,
I find Hamas-led forces on 7 October 2023 demonstrated a considerably more sophisticated
capability than what Doctor and Walsh or Thomas Maurer?* have termed “combined arms”
regarding ISIS. Hamas-led forces’ combined arms assault®* comprised: indirect fires utilising
rockets, missiles, and possibly loitering munitions;*® and direct and indirect fires utilising
drones, powered paragliders, and sea and ground units. Indeed, by various measures, Hamas-
led forces demonstrated substantial sophistication and achieved considerable tactical and
strategic effects despite significant limitations.

Two of the most important innovations demonstrated by Hamas-led forces on 7 October 2023
were: (1) the use of a novel drone munition enabling precision strikes against IDF observation
and communication towers, which were key to the assault (and arguably its success); (2) the
use of combined arms by a terrorist group, in which drones possessed a central and integral
role. To date, no other terrorist group has demonstrated combined arms capability in which
drones had such a critical role and to such political effect.

Detailed attention to Hamas-led forces’” 7 October 2023 assault also further reveals the
importance of the threat posed by smaller drones and loitering munitions, including from non-
state actors, that in the scholarly literature, and more broadly, have received considerably less
attention than state-employed Medium Altitude Long Endurance (MALE) drones (such as the
Predator).’” Furthermore, it shows that the use of these technologies can also occur on a large
scale, resultinlarge numbers of dead and wounded (including civilians) with high-profile results,
38and have a major political effect when used by non-state actors.?* These aspects underline the
serious threat and challenge these technologies now pose, including to states with advanced
air-defence, including counter-drone, capabilities. Moreover, although technologically based
defences and countermeasures will need to be improved against all drone-types and loitering
munitions, the 7 October attack paradoxically demonstrates the need for less reliance on
high-technology to combat them and re-establish deterrence. Nonetheless, improvements in
counter-drone and counter-loitering munitions technology are clearly necessary.

Article Outline

To respond to the above questions and issues concerning Hamas-led forces’ use of drones and
related technologies on 7 October 2023, this article proceeds in three parts. In doing so, it
endeavours to separate drone-related developments of enduring importance from those that
are ephemeral. This is important because counter-drone and counter-loitering capabilities are
becoming increasingly important and challenged as drone and loitering munition development
and use, including by non-state actors, rapidly develops. Indeed, with the 7 October 2023 attack,
drone use as part of combined arms conducted by non-state actors has become increasingly
evident, sophisticated and lethal. This stands in notable juxtaposition to the United States’*
among a growing number of other states’*! desire to effectively employ drones to address
terrorist threats (in addition to those of a more conventional character*?). Consequently, clarity
and precision regarding these respective threats, and what can and ought to be done about
them, are at a premium.

As a detailed official account of events on 7 October 2023 has yet to emerge, and the few extant
accounts providing a detailed reconstruction of events lack sufficient focus on Hamas-led
forces” and IDFs’ use of drones and related technologies,*® Part [ provides an overview utilising
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a wide range of open sources, including: official statements, video footage, news media articles,
videos and documentaries, analytical, policy and scholarly articles.

Thesehave been carefully pieced togetherand cross-checked wherever possible. This constitutes
an important evidential basis and contribution to understanding what unfolded that day and
preceding it and reveals significant synchronisation and coordination in Hamas-led forces’
assault, including their use of drones and other related technologies. It appears unlikely that
Israel will hold a public enquiry fully disclosing what unfolded on and prior to 7 October 2023,
which underlines the pertinence of this approach.

Accordingly, this article does not aim to recreate or explain every detail of what occurred; asin all
accounts of war and conflict, gaps exist in our understanding of events. Nonetheless, important
analysis and conclusions may still be drawn from extant evidence as is often necessary. Part II
addresses Hamas-led forces’ drone use innovations and novelty, and related implications, which
includes detailed articulation and analysis of Hamas-led forces’ employment of combined arms
and its limitations. Part III considers the efficacy of Hamas-led forces’ drone use on 7 October
in detail and discusses what can be learned from it, followed by the conclusion.

Part I: Hamas’ and Associated Forces’ Drone Use on 7

October

At approximately 6 a.m.** (local time) on 7 October 2023, the initial phase of the Hamas-led
attack against Israel commenced. Substantial preparations preceded it; some assailants were
disguised as farmers and approached Israeli border defences to check whether IDF foot patrols
were nearby.*> The Hamas-led assault near Kerem Shalom, the most southerly border crossing
between Israel and Gaza, reportedly began at 5:50 a.m., when the BBC reported*® a Hamas
commander posted images, and at Kibbutz Be’eri, when Hamas-led fighters were filmed (with
a time-stamp) approaching it.*’

At approximately 6:20 a.m.,*® the first of an enormous barrage of rockets, missiles, mortars,
drones, and possibly loitering munitions was launched against Israel by Hamas-led forces,** in
what may be regarded as the main commencement of the assault. It is estimated that this initial
barrage numbered approximately 2,500 rockets, mainly al-Qassam, and lasted approximately
twenty minutes.>® 5! The initial salvo of this barrage was probably an attempt to: (a) overwhelm
Israel’s Iron Dome air defence system (widely regarded as one of the most capable);* (b)
over-stimulate wider Israeli defences; and (c) clear a path for and cover Hamas-led assaults
against border locations to maximise shock and sow confusion among defenders or potential
defenders. >

Concurrent with the initial salvo (and in some locations before and after), Hamas-led forces
approached and, in some cases, assaulted Israeli border defences. The fourteen visually
confirmed®* border breach points effected by Hamas-led forces were distributed roughly
evenly along the length of the Israel-Gaza border (Israel claims there were approximately 29
border breach points®®). Initial breaches were made by between 200°¢ and 400’ fighters, either
through forcing open gates (e.g. near®® Kisufim crossing), or by cutting fencing (e.g. near>® Kerem
Shalom crossing and near® Nir 0z), or by blasting (e.g. near® Be’eri and at Erez®* crossing®*).6*
Therefore, these breaches were synchronised with the initial salvo, even if the precise timing of
each breach differed, apparently for maximum shock effect. As will be detailed shortly, this is
also consistent with a combined arms assault.
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Several analyses note that, as a first step, at some border locations small modified commercial
droneswereemployed by Hamas-led forcesto drop novel munitionsonarmed Israelimanned and
unmanned observation and communication towers in a coordinated and broadly synchronised
manner;® four of five IDF defence posts that were filmed being attacked by Hamas featured
drones being used to do so. % This is thought to be the first time Hamas used drones in this
role.®’ It meant unusual activity detected by Israeli agents could not be effectively disseminated
to alert and/or activate Israeli border defences,®® and sensors and remotely operated machine
guns in some towers were rendered inoperable.

Analysed footage indicates that over 100 small drones were involved in Hamas’ assault® and
were launched from various locations, and flown into Israel.’ The numbers are difficult to
confirm provided the circumstances and as Israel has not released a detailed account of what
unfolded on 7 October; however, it is highly likely that significant numbers of such drones were
employed given their utility and extant reports. Meantime, cameras along the Israeli border
were targeted by snipers, apparently to further reduce Israel’s defences’ efficacy.”

Reports have also emerged, including video footage, of modified small commercial (D]I and
Autel)’? drones dropping munitions directly on Israeli troops and tanks early in the Hamas-
led assault. The former occurred at the IDF base at Nahal Oz, and the latter against one of
Israel’s most advanced tanks, a Merkava IV Main Battle Tank (MBT),’* near the Kisufim border
crossing.”> An armour-piercing munition appears to have been drone-delivered in the latter
strike. Hamas-released footage, apparently of the latter, features a DJI Matrice 600 drone with
what appears to be a modified RPG munition.”® These strikes appear to have helped enable the
breaching of Israeli defence lines in force, and the latter militated against a formidable mobile
armoured response to counter such penetrations in the immediate and wider area. Hamas-
affiliated media channels have featured another drone type, a Radiolink AT10 II; however,
confirmatory evidence of its use on 7 October has not yet emerged.”’

It is within the above events and associated actions that the most important innovation
concerning drone use on 7 October occurred; drone use in combination with other specific
actions and (closely related) weapons, which been characterised as “combined arms”’® by
Kerry Chavez and Ori Swed in their detailed article,’® and others such as Mark Cancian of the
Center for Strategic and International Studies, Michael Knights of the Washington Institute in
interviews,?® and the Soufan Center in a briefing report.?! This will be assessed in further detail
after more details regarding what unfolded on 7 October 2023 are presented, facilitating in-
depth discussion and analysis.

Significantly, once Hamas-led forces breached the Israeli border fences, ‘elite’ ‘Nukhba’ elements
proceeded to assault IDF outposts and bases, whence they mostly killed, and in some cases
captured, IDF troops and disabled IDF communications and other substantial technological
capabilities.®? Typically,smallerassaultforcesfirstconcentrated on IDF outpostsand basesbefore
attacking civilian dwellings in Israel. Subsequently, Hamas-led assault elements proceeded to
other targets deeper into Israel, including sites of strategic national importance such as the
Israeli Unit 8200 signals intelligence and fusion centre at Urim.®® Detailed visualisation of the
geography and major locations of civilian deaths can be seen here.?*

Synchronisation and Further Details about the Attack

The synchronisation of Hamas-led forces - a key aspect of their assault and directly relevant to
combined arms - was considerably dispersed over a large geographical area. Further details
and evidence of this follow.
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Hamas-led forces employed drones to strike Israeli border defences as missile, rocket, and
possibly loitering munition salvoes began at approximately 6:20 a.m.®> This includes, for
example, Kibbutz Kisufim,® that was assaulted by Hamas-led forces at approximately 6:35 a.m.,
shortly after the combined barrage began; Hamas-led forces forced open a border fence gate,
entered Israel, and subsequently attacked targets.

At Kibbutz Be’eri, Hamas-led forces arrived at 5:55 a.m.,*” and after the initial barrage, during
which they infiltrated the area,®® commenced their assault at approximately 6:55 a.m.?® The
first shots from this assault were heard at the Nova music festival,’® the site of the single largest
loss of life on 7 October. Therefore, Hamas-led forces used the initial barrage as cover and
commenced their main assault on the Kibbutz, as assaults in other locations were unfolding,
maximising impact and militating against a swift and robust Israeli response. During the next
few hours, Hamas-led forces converged °! on this area from the north and south,’? guided by
motorised paragliders that had been launched together with early missiles, rockets and possibly
loitering munition (MRLM) salvoes.??

At 7 a.m., Hamas-led forces attacked Kfar Aza kibbutz, near Nahal Oz that also involved powered
paragliders to guide assault forces.”* At approximately the same time, Hamas forces attacked
the largest Israel-Gaza border crossing at Erez,°® causing extensive damage®® and enabling
numerous fighters to enter Israel.”’

At 7:19 a.m., Hamas forces were recorded as having penetrated Zikim base®® from the sea;
fighting broke out shortly afterwards.”” Motorised paragliders were also in the area and
were among those earliest recorded to be launched beneath MRLM salvoes.!® Not far from
either Zikim or Erez, at Netiv HaAsera, the Hamas-led attack began with powered-paraglider-
borne'® Hamas fighters,'? approximately three'® to six'°* of whom landed in the settlement
and began Killing. Other assailants later arrived on foot,'* possibly from or near the breached
Erez crossing. At 7:30 a.m.,'*attacks occurred on the Kerem Shalom kibbutz!*” and the Sufa
kibbutz,'°® approximately five kilometres from one another.

Hamas-led forces eventually penetrated approximately 25 kilometres into Israel and attacked
Ofakim.' Onthe way,aspecial Hamas unitsuccessfully assaulted'!°the sensitive and strategically
important Israeli 8200 unit signals intelligence and fusion centre at Urim,'* which was an
especially embarrassing blow to the IDF (as were reports that it had ceased eavesdropping
on militant networks a year earlier).!'? Targeting of it, and the ability of Hamas-led forces to
penetrate this high-value target, was a clear demonstration of the intelligence gathering and
planning that went into the 7 October attack and informed its efficacy.

Hamas has claimed that in the barrage preceding the ground assault it employed approximately
35 modified versions!!® of the al-Zouari surveillance drone.!** These modifications meant it was
a loitering munition.'*® Purportedly, they were launched either from the open (as portrayed
in their online released video)''® or from covered structures.'’” However, so far, it has not
proven possible to obtain independent evidence or corroboration of these launches.!'® Notably,
these loitering munitions can be harder to spot and intercept than rockets or other missiles
because they can fly at a lower trajectory and in the littoral''® or seam between where ground
forces operate and jet bombers.'?° Their modification suggests that, as in earlier versions of
the al-Zouari drone, these loitering munitions possess surveillance capabilities.’** Although
unconfirmed, these could have helped warn if Israeli forces were in positions along the route
that Hamas planned to penetrate the border. Therefore, and as Hamas has claimed, they may
have been used to “facilitate[e] the crossing” of Hamas terrorists “into Gaza”.!*2
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It is also possible that Shehab-2 loitering munitions'?® were launched on 7 October as part of
Hamas-led forces’ barrages from residential buildings. However, so far, confirmatory evidence
of this has not emerged. Notably, these munitions have since been targeted by IDF, as has a
leading Hamas commander of its aerial array, Atsam Abu Raffa, who was reportedly responsible
for such capabilities.’** Hamas has published pictures of a supposed drone coordination centre;
however, its existence has yet to be verified.'?°

If modified al-Zouari drones or modified Shehab-2 loitering munitions were employed, they
mighthave helped to “clear” further,lowerlevels of airspace of Israeli drones and manned aircraft
that may have been used to defend against them and generated intelligence, surveillance, and
reconnaissance (ISR), target acquisition (TA), and strike options. Notably, loitering munitions,
drones, and missiles can be difficult to electronically jam, depending on their sophistication (as
has been seen in Ukraine!?¢). If IDF did detect them, they could have added to the strain on IDF
air defences, such as Iron Dome, including detection and targeting functions and ready supplies
of missiles. Should Hamas or other terrorist groups use such munitions in the future as part of
a similar attack, it could prove even more destructive and difficult to repel.

Part II: Hamas'’ Drone-Related Innovations and their
Implications

According to Don Rassler, Hamas has run a drone programme since c. 2003 with substantial
technical support from Iran’s Iranian Revolutionary Guard Corps (IRGC).*?” 128 Therefore, Hamas’
drone programme is notably older than the drone programmes of most states that are assessed
to currently possess one, although their respective scope and scale often differ.'** Significantly,
Hamas has used commercial drones!*’ and loitering munitions for military operations since at
least 2018 and 2021, respectively,'®' although reports exist of Hamas operating drones over
Israel from Gaza in 2012,'3%? and intensifying use in 2014.!3* Consequently, it has considerable
experience in drone and loitering munition use including in combat conditions.

As Yannick Veilleux-LePage and Emil Archambault have stated, prior to the 7 October attack,
Hamas’ drone use involved “a variety of types of attacks”, as well as drone types and targets.
The latter included IDF vehicles, Iron Dome batteries, and a claimed attack against the Israeli
Ministry of Defence in Tel Aviv. They note that, Hamas’ drone use has neither demonstrated
a clear developmental path nor consistent success, regarding which they offer three possible
explanations: technical and tactical immaturity, a lack of effectiveness, and prioritising
propaganda value.’** Notably, the IDF began striking Hamas’ nascent drone capability before
Hamas had used drones in combat operations, i.e. reportedly in c. 2003,'3> which may have been
significant in affecting Hamas’ drone programme. Together, these details point to substantial
improvements in Hamas’: drone capability, including significant advances in their technical and
tactical capacity; evident success in drone and possibly loitering munition use; and Hamas’
keen attention to propaganda value, for example, regarding videos affiliated forces released
on social media featuring and celebrating their drone and related technology use on 7 October.

The 7 October attack did not emerge without indication or preparations; prior to it, Hamas
utilised drones, missiles, and rockets to test and strike Israel’s defences, sometimes intensively.
In early May 2021 (and to that date), in a foretaste of what was to occur on 7 October, the largest
barrage of missiles was launched by Hamas into Israel, reportedly temporarily overwhelming
Israel’s renowned Iron Dome air defence system.'*® According to Abu Obaida, the spokesman
for Hamas’s military wing (al Qassim Brigades), preparations for the 7 October attack began in
2021, when it started to closely study Israel’s tactics and strategies.’®” Iran’s leadership has sent
mixed messages regarding its possible involvement in the 7 October attack. As Phillip Smyth
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has stated, “no ‘smoking gun’ has emerged of direct Iranian involvement in or greenlighting of
the October 7 attacks”, yet, as he notes, Iran “has always maintained significant sway over its
[proxy] network”, including Hamas.!38

In the months leading up to the attack, Hamas conducted ground observation*® and flew
drones to reconnoitre close!*® to the Israeli border. By June 2023, Hamas had produced
planning documents, instructions, and maps for dissemination to its ground forces.!*! Hamas
also attempted to mask its intentions, for instance, by disguising operatives to operate among
farmers'*?and downing IDF dronesin the area,'** thereby reducing (but not completely stopping)
the IDF’s ability to detect significant changes in Hamas’s activity. This may also have helped
deter the IDF from more closely inspecting the areas used to mass and launch forces into Israel,
out of concern for provoking reaction and possible drone losses. This is not unlikely regarding
the atmosphere and prevailing views'** among Israel’s political and military leadership.!*®

In the days and weeks prior to 7 October, Hamas conducted*¢ various operations!*’ to erode
and test!*® Israel’s border defences, including attacking observation balloons'* in the areas
that were later assaulted, practising approaching border posts,'*® and stockpiling equipment.'>
Hamas’ complex tunnel systems under Gaza were undoubtedly used to enable this, too, for
example to infiltrate fighters and supplies to locations proximate to the border.>? During this
formative period, unrest in the West Bank acted as a decoy, effectively diverting Israeli troop
deployments and their attempts to address this.!>?

Instances of Innovation

The Hamas-led 7 October attack on Israel has been characterised by leading terrorism scholar
Professor Audrey Kurth Cronin as “an old-fashioned attack with hang gliders, motorbikes,
bulldozers, explosives.”’>* However, the attack involved: powered paragliders and drones for ISR
and TA; drones for direct fires, including use of a novel explosive freefall munition, or bomblet,
dropped by drones on key IDF border defences; the novel combination of powered paragliders
and drones under cover of indirect fires employing rockets, missiles, and likely loitering
munitions; and these in concert with small-unit based ground manoeuvre. Consequently, the
attack possessed more advanced characteristics and thus implications (as will be discussed
shortly) than Cronin’s comment suggests or that many analyses have so far identified or clearly
articulated.

Regarding the question posed above: “how did Hamas-led forces employ drones and related
technologies” on 7 October, “and what are the implications of this, including for preventing
and combatting them?” this logically leads to the question: “what more precisely were the
innovations that Hamas-led forces demonstrated on 7 October?” In response, considering Part
[ and the related analysis above, the munition used by Hamas-led forces-operated small drones
to attack observation and communication towers - key IDF border defences - constitutes an
important innovation.

As assessed from multiple published videos that feature Hamas-led drone strikes on these
targets, it is evident that the drone-delivered bomblet/munition used to strike these defences
emitted smoke after hitting the target and incorporated a considerable delay prior to
detonating/exploding. Two main facilities follow from these features. First, the emitted smoke
after hitting the aimed for target clearly facilitates target-marking (and was insufficient for
a smoke screen). The use of smoke-releasing munitions to mark targets is long-established.
This feature also provided a clear indication of the crosswind(s) the targets were subject to,
regarding their significant height and exposure that might divert the munition from its aiming
point, which made this feature particularly apt and notable. This feature would also enable
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targeting correction, for example by a subsequent drone to drop another munition with more
accuracy on the target after the wind drift became evident because of the initial munition use,
i.e. with correction. This is also a well-established practice in warfare, for example by artillery.*>
Second, the delayed detonation enabled the drones to move particularly close to the target
and get away swiftly after dropping the munition so that the explosion would not damage the
drone or back-up drones. Again, this feature has already been used in munitions. What makes
this munition novel is that it is the first known recorded example of a munition with these
combined features that was apparently designed for and clearly launched from a drone by a
non-state actor in combat, and against such sensitive military/security targets. On 7 October, it
proved potent in combination with the small drone platform, including because it was able to
evade IDF defences.

The use of innovated small commercial drones to directly attack observation towers is not
novel.’>® This can be observed regarding the use of small commercial drones modified by ISIS
to drop munitions on Iraqi military positions in 2017.1%7 It can also be identified in the use of
modified drones (turning them into loitering munitions) by Ukrainian armed forces to attack a
Russian observation tower in March 2023.1*8 Therefore, non-state and state actors, respectively,
have innovated drones before to strike such targets. The level of coordination demonstrated by
Hamas-led forces thatday in their (combined arms) assault on Israel had not been demonstrated
prior by another terrorist group or non-state actor as will be demonstrated shortly.

A further apparent innovation has been identified in some of the small DJI Phantom drones
that Hamas-led forces employed on 7 October. These drones appear to have incorporated
modifications to their settings, enabling them to avoid electronic countermeasures. According
to DroneSec, which examined footage of their use that day:

DJI drone icons appear on the left-hand-side of the screen, showing a ‘Land’ and ‘Home
point’ icon, with the ‘Return to Home’ icon greyed out. This could signal the operator has

disabled RTH-mode, a common counter-counter operational security measure.

This may help to explain the ability of Hamas-led forces’ drones to operate effectively on 7
October, despite advanced Israeli electronic warfare capabilities, which has been a considerable
source of curiosity.’> An additional factor appears in the disclosure in December 2023 that:

Israel had at least one [counter-drone] system on the Gaza border on Oct. 7 specifically
designed to counter drones, but it was not yet operational. The final stages of testing were

scheduled a few days after the surprise attack, according to Sentrycs, which developed it.1%°

Regarding other non-state actor use of these modifications, no other recorded examples have
been found although other modifications have been made, for example by ISIS.'®! State actors
have been observed using such modifications, for example Russian and Ukrainian state forces
earlier in the ongoing Russo-Ukrainian war (2022-).162

Hamas’ Combined Arms Use

Various comments have occurred regarding Hamas’ coordinated use of drones combined
with other offensive actions during the 7 October attack on Israel, however, so far it has not
received in-depth analysis regarding it or its implications.'®® Perhaps the most detailed extant
analysis is that by Kerry Chavez and Ori Swed, who observe that (1) Hamas’ forces appeared to
operate like a (conventional) army, particularly in their use of a “massed and combined arms
approach,”*®* and that (2) although earlier similar endeavours were pioneered by ISIS, Hamas’
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actions on 7 October differ because Hamas’ forces demonstrated two innovations. Therefore,
while Chavez and Swed draw important attention to the matter of combined arms, they do not
note the innovations articulated above, nor do they go into detail about Hamas-led forces’ use
of combined arms with drones. These represent significant lacunae that this article aims to
address, among others.

Regarding the first point Chavez and Swed note, Thomas Maurer’s research is helpful because
it details ISIS’ use of combined arms. He states ISIS “organized [weapons] into categories,
[employed] purposeful combination of these forces in keeping with the concept of combined
arms combat, and [utilized] hierarchical command and control executed by experienced
commanders.” Maurer further notes that “ISIS combat groups combined the elements of
formation and firepower as well as movement and mobility.” 1% Therefore, for clarity it is worth
considering what constitutes “combined arms”.

In its contemporary conception, combined armes can and has been dated from the latter part of
the First World War.’*® Jonathan House!®’ identifies its existence several years earlier in Major
Gerald Gilbert’s, The Evolution of Tactics published in 1907. The latter is significant because it
pertains to a context where non-state actors were of major concern,'®® and because combined
arms are currently almost exclusively associated with state forces, contrary to what unfolded
on 7 October 2023. Combined arms are largely associated with conventional forces because of
their reputation for complexity, the difficulty of competently conducting them, and the level of
organisation and training required.'®® Quite recently, combined arms have also been observed
in earlier historical periods stretching back to ancient history, indicating increasing awareness
of it but also considerable variation in understanding what it entails.'”°

Consistent with what William S. Lind, Jonathan House, and latterly, Stephen Biddle have
asserted, in essence “combined arms” is the use of various combat arms and weapons in concert
to maximise overall efficacy and mitigate individual weaknesses.!”* It usually requires that
the actions an enemy would take to defend against one element of combined arms use would
result in vulnerability to another,'”? and, typically, both direct and indirect fires are employed
combined with considerable force manoeuvre. In addition to concern about its strategic
implications,'”® recently the concept of combined arms has seen an emphasis on information
operations, including propaganda,'’* and even AL'"®

Although Maurer does not explicitly note ISIS’s use of direct and indirect fires and manoeuvres
in concert or synchronicity, he does state direct and indirect fires and manoeuvres were
combined and “coordinat[-ed] “taking into account time and space” by ISIS (pre-2018).17¢ Thus,
Maurer’s assessment of ISIS’s use of combined arms is broadly congruent with the combined
arms’ essence, although less specific. Maurer notes ISIS’s use of drones for ISR but does not
discuss drone use for launching direct strikes in this context.!”” This provides an important
comparison with Hamas-led forces’ innovative use of drones as part of combined arms
whereby drones were used for direct and indirect fires, pre-attack ISR, and almost certainly
TA. Moreover, drones were used in concert with other arms as part of a synchronised assault
of substantial size, scope, and sophistication. Doctor and Walsh have asserted ISIS employed
“combined arms” in Syria, which they equate with “theatre air attacks to support ground force
operations” and “close air support”, as conceptualised by Pape.'”® However, they do not remark
upon key elements of combined arms, such as synchronicity, nor do they provide clear details
of ISIS’s combined arms use, including how drones were employed. Indeed, ISIS is not known
to have conducted a combined arms attack with drones possessing such an integral role or on
such a scale as Hamas-led forces did on 7 October.
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Regarding Chavez'’s and Swed’s first point about Hamas-led forces’ use of drones on 7 October,
they state that Hamas “simulat[-ed] mass with off-the-shelf drones that can be deployed in
multiple ways, including being equipped with bombs and repurposed into weapons of war.”
Part I of this article provides substantial detail that corroborates this observation. It also
furnishes further insight that it was the combination of drones, including those employing
direct fires, together with other munitions (including those used for indirect fires using rockets,
missiles, and possibly loitering munitions) that “simulated mass” and not only drones. This is
an important corrective.

Chavez’s and Swed'’s second point is that on 7 October, Hamas was responsible for “pioneering a
new combined arms model with commercial drones thatisunusual for terroristorganizations.”*”®
While evidence corroborates this, they do not specify why and how. Neither do they clearly
conceptualise the “combined arms model” they refer to nor note its limitations. They are
nonetheless correct that the description and label of “combined arms” are less frequently
applied to terrorists or insurgents.

As Partlabove details, Hamas-led forces were able to take advantage of the difficulty air defences
often have in detecting small drones before they deliver strikes against targets, including
defences.!®® Regarding small drone use and combined arms, Hamas-led forces conducted drone
strikes using small drones with a novel munition and in concert with, and under cover of, a
barrage of massed indirect fires comprising missiles, rockets, and possibly loitering munitions.
Concurrent with this, and at multiple locations (as detailed in Part I), Hamas-led forces
breached and assaulted Israeli border defences at multiple strategic points with small units in
a synchronised manner, including with follow-up forces involving substantial command-and-
control.

Hamas-led forces subsequently infiltrated Israeli territory and attacked a variety of locations,
including military and civilian military installations. This has been well documented (see PartI).
Powered paragliders launched in concert with the initial indirect fires salvo, were subsequently
observed helping to coordinate Hamas-led forces’ manoeuvre. They also attacked Israeli targets
from the air, and ‘dismounted’ fighters assaulted civilian targets (such as at Netiv HaAsera).!8!
In addition to paragliders, during the assault drones were also used for ISR (and prior to it), TA
and strike. An unmanned balloon has also been claimed by a Hamas-affiliated account, however,
it has not been confirmed.!®?

Accordingly, Hamas-led forces “pioneer[-ed] a new combined arms model with commercial
drones that is unusual for terrorist organizations” and demonstrated a novel innovation on 7
October with the sophistication of their drone use as part of a combined arms assault, which
included ISR, TA, and strike. Although paragliders were also used in these ways, Hamas-led
forces’ drone use was comparatively more sophisticated in these regards, both technically and
in practice.

Accordingly, drones were used for direct fires and to facilitate direct and indirect fires. Drone-
facilitated indirect fires, for example ISR prior to the assault and during it, almost certainly
added to the pressure on Israeli air defences because further projectile salvoes were unleashed
by Hamas-led forces. It is highly probable that these salvoes helped further enable Hamas-
led forces’ drone use and their combined arms assault. This is because Israeli air and ground
defences’ ability to respond was almost certainly hampered; for example, IDF took cover and
was prevented from mounting a coordinated or clearly targeted response resulting from these
indirect and direct fires (including by drones).
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Novel counter-jamming modifications (for non-state actors) that were detected in Hamas-led
forces’ small modified commercial drones, enabled them to target key IDF defences, including
armed border observation posts and communications towers, and IDF troops and tanks, as
did their use of a novel munition when attacking the former. Representing highly significant
innovations for Hamas and non-state actors, including terrorist groups, are the use of small
drones, technical innovations to them, and munitions used by them, and the central role drones
had in a combined arms assault. Indeed, no other terrorist group has so far demonstrated this
range of capabilities, which are more usually associated with a state actor. Furthermore, no
state actor has demonstrated this particular use of drones in an assault.

Part III: Drone Use Efficacy Against Israel: What can be
Learned?

The Efficacy of Hamas-led Forces’ 7 October Drone Use

During the assault, IDF personnel frequently did not (and arguably could not) directly combat
breaches of Israeli defences in a concerted or highly organised manner. Reviewing numerous
reports, including video footage of the assault, this was not least because of the need for IDF to
take cover from rocket, missile (and possibly loitering munition) salvoes launched by Hamas-
led forces in the initial attack, in concert with drone strikes, and static and mobile small arms
fire (detailed in Part I). Therefore, rather than the 7 October attack being one of “supporting
arms”!®® Hamas-led forces’ combined arms assault proved especially effective in suppressing,
breaching, and assaulting thinly manned high-tech static defences and overwhelming light
concentrations of mobile IDF defences that were deployed that day. The specific and successful
targeting of communications by Hamas-led forces using drone-launched novel munitions also
meant that IDF were unable to coordinate a rapid and sufficiently robust response to repel and
stem breaches in border defences and the infiltration of larger groups of Hamas-led fighters.
The effect of this was to amplify the initial success of the Hamas-led attacks on Israeli border
defences and the overall scale and scope of the assault (as detailed in Part I).

In consequence, the ability (and likelihood) of IDF effectively marshalling a swift response to
initial Hamas-led attacks against Israeli border defences before Hamas-led forces broke through
in substantial numbers, seized defences/strong-points, and fanned out - including striking
civilian targets - was militated against by Hamas-led forces’ use of combined arms.

Indeed, Hamas-led forces' use of combined arms, and drones as part of it, included utilising
drones’ strengths as an ISR, TA and strike platform against the specific defensive capabilities
that IDF had developed, including as part of its high-technology border defences. Hamas-
led-forces’ use of rocket, missile, and possibly loitering munition salvoes during the assault
provided cover for their drone use and the ground units operating them as they approached,
assaulted, and in some instances held positions, and in other instances, continued to infiltrate
Israel (see Part I).

If more IDF personnel had been available on 7 October, it is improbable that they could have
effectively combatted this combined arms assault because of its scale and scope, including its
suppressive and disorientating effects, for instance its precise targeting of key components of
IDF defences, i.e. observation and communication towers, strong-points, IDF high-tech ISR,
and related communications capabilities. This meant that IDF border defences, including
automated weapons to detect, initially repel and enable swift reinforcement, and mobile forces
such as tanks, were rendered largely ineffective. Thus, the structure of IDF defences and their
vulnerability to combined arms assaults involving drones and other weapons require careful
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reconsideration regarding what is known to have unfolded on 7 October. This further underlines
the efficacy and threat posed by Hamas-led forces evidenced combined arms capability.

Additional salvoes of rockets, missiles, and possibly loitering munitions also made it more
difficult for IDF aircraft, including drones, to interdict Hamas-led forces, as did the increasing
numbers of assailants that flowed through the breached defences and their subsequent
manoeuvre into urban and more open terrain. Hamas-led forces’ use of motorised paragliders,
launched under the cover of the initial barrage, to help guide Hamas-led forces and partake
in attacks, is a further innovation demonstrated by them on 7 October as part of a combined
arms assault. The use of motorised (and armed) paragliders can also be regarded as potentially
compensating for the potential vulnerability of drones to electronic warfare, as they can and
were used to help coordinate attacks. Hamas-led forces’ drones’ limited strike capabilities
also meant these paragliders provided additional mobile attack capability with personnel in
them able to fire onto targets and to land, dismount and assault locations (such as at Netiv
HaAsera),'®* as well as the propaganda effect of their use both visually and historically vis-a-vis
“Night of the Gliders”.!8>

An important aspect of Hamas-led forces’ use of combined arms on 7 October is “it reinforces
the shift in the dominant characteristic of war[-fare] from maneuver to decision” (alteration
of war to warfare mine);'®® in the case of the 7 October assault IDF and Israel’s political
leadership were placed in a very difficult decision-making position where it was much less
a question of manoeuvre than of deciding what to do. This was despite Israeli doctrinal,
infrastructure, equipping, policy and political investments in technology-driven ISR and
quick-reaction capabilities,'®” 188 which proved inadequate. Hamas-led forces demonstrated
detailed knowledge of Israeli defences, which were directly and effectively targeted by them
on 7 October,'® including communications within defence structures on the border and the
communications towers struck by drones. This extended to the highly important and sensitive
signals intelligence facility at Urim.

The apparent limited objectives of the Hamas-led attack on 7 October (within an unlimited
political and military goal of the eradication of Israel that Hamas has asserted numerous
times before and since the 7 October assault’’) included demonstrating their capability to:
shock, maim, torture, Kill, and capture Israelis; undermine the IDF’s reputation; destabilise
the Netanyahu government (that is highly critical of Hamas and Iran); obtain propaganda; and
take military and civilian hostages for political and military concessions. These were in broad
alignment with and further to Hamas-led forces’ use of combined arms. That Hamas-led forces
were unable to seize and hold territory for more than approximately one day indicates the
significant limits of Hamas-led forces’ combined arms capability. However, although they were
limited in their ability to seize and hold territory, they were still able to penetrate deep into
Israel, strike sensitive facilities, and capture and remove a large number of hostages. Indeed,
it appears hostages were used instead of holding territory (after doing so) to try to obtain
political concessions. Thus, although Hamas-led forces’ actions indicated the use of limited war;
this occurred as part of the war that Hamas has expressed in unlimited terms.

What Can Be Learned?

Hamas-led forces’ demonstration of a potent if “unorthodox” combined arms capability, with
drones and possibly loitering munitions at its centre, breaks new ground. This includes, in
terms of non-state actors, capabilities that have been demonstrated so far, including in the
ongoing conflict between Israel and Iranian proxy forces. Hamas-led forces’ development of
drone-related combined arms capability is occurring as part of the shift'*! that is unfolding,
involves drones moving from being almost exclusively employed by states to find, fix, and, in
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some cases, strike terrorists, insurgents, and other non-state actors,'? to their utilisation by
terrorists and insurgents to attack state forces and civilians.'** This shift has been characterised
as democracies using drones to combat terrorism to its inverse.'*

The seizure of hostages by Hamas-led forces, further to their combined arms assault instead ,of
protracted land-seizure may be regarded as a substitution, albeit a distasteful one, which is highly
morally, ethically, and legally objectionable. Arguably, this has shown considerable political
efficacy in the short to medium term. It also provides a counterpoint to Hamas’ objections to
Israeli settlements in occupied areas.'*® Consequently, Hamas may be able to translate combined
armed use (with drones having a central role) into a more strategic and political tool. However,
in the medium and long term it may attract strong and counter-productive responses.

Hamas appears to have learned from ISIS’ technical drone innovation and drone use, including
its innovation in drone munitions, although the precise links between them are not yet fully
clear. Ukrainian and Russian armed forces also probably provided a significant source of
innovation inspiration to Hamas'%® and possibly technical insights towards the alteration of D]I
commercial drone safety configurations. However, more details are needed to establish why
and how Hamas innovated as it did. It remains likely that other terrorist and insurgent groups
will also seek to emulate the combined arms capability and elements thereof that Hamas-led
forces demonstrated on 7 October.

Beyond Israel-Gaza, there is growing evidence that non-state actors are seeking to develop
drone-related capabilities, including to target highly trained state forces. Perhaps the latest
example of this is in the Red Sea, where Houthis have launched loitering munitions and drones
against international shipping, including naval forces from the US, UK, France, Netherlands, and
others.'®” This strongly suggests that states will need to become far more vigilant regarding the
threat such groups with drone and loitering munition capabilities pose. As Hamas-led forces’
drone-related capabilities proved central to the efficacy of their attack on Israel on 7 October,
that possessed highly advanced drone and counter-drone and counter-airborne munition
capabilities, this serves as an important warning to other states.

Regarding non-state actors’ combined arms capability - including drones, loitering munitions,
and missiles- it is conceivable that this could develop rapidly especially with state assistance,
including in contexts in which training can be provided, weapons and weapon systems can
be transported or smuggled, and expertise and experience communicated or transferred. This
can be inferred from the development of Hamas’ drone and related technologies capability.'®
Therefore, vigilance will be needed regarding non state actors’ training facilities and weapon
supplies, including so-called “dual use” technologies,such as commercial drones.

In addition to drone-related developments in Ukraine,'*® improved counter-drone capabilities
against state and non-state actors appear increasingly essential. They are no longer niche
capabilities and are necessary across a wide range of armed forces, including for basing and
the manoeuvre of forces at small-unit level and above. Although Israel was in the process of
deploying and integrating technology to assist its troops to target and shoot down drones,
missiles, rockets and possibly loitering munitions, this came too late to prove effective.??

In the future, the use of drones by small units to infiltrate an adversary’s territory is likely to
be an area of substantial threat because small drones can act as a significant force-multiplier,
including to enhance the lethality of their attacks,and help to preserve small units by forewarning
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of defences and/or interdiction by larger or superior forces. In turn, this markedly increases
the damage non-state actor assault teams could cause state, non-state actors, and civilians in
material, political, military, and psychological terms.

Hamas’ and associated forces’ use of drones in combined arms has also demonstrated the
limitations of border walls, fences, and wider defence complexes even with high technology
enhancements. Arguably, it has shown the need for troops to be deployed to defend territory
or strategic and tactical points in considerable depth and with more resilient communications
links that were in place in Israel on 7 October. Although this runs counter to the assumptions
and tenets incorporated in Israel’s 2015 military strategy and the “Decisive Victory” operational
concept - and despite the temptation to regard this as more of a glitch than a fundamental
challenge - these will need to be revisited and reappraised. This is especially so given: previous
failure (2006), the scale and scope of the 7 October failure, and increasing Hamas and other
terrorist and other non-state actors’ technological capabilities, including drones, loitering
munitions, rockets, and missiles. Moreover, now that the 7 October attack has proven to be a
successful operation and template. This also implies that Israel will need to keep a closer eye on
training camps and possible preparations for other such attacks against it, as will other states.

Conclusion

On 7 October 2023, Hamas-led forces demonstrated substantial drone-related innovations.
From a technical standpoint, the most novel innovation was not of a drone itself but that of
a drone-delivered munition which possessed two main novel features: (1) the emission of
smoke upon hitting the target area, and (2) delayed detonation. These combined attributes
in a drone-delivered munition have not been identified as in previously employed by either
a terrorist or non-state actor. These munitions were employed highly effectively by what
appear to be modified small commercial drones against Israeli high-technology observation
and communications towers. The observation towers incorporated sensors and interlinked
machine guns but proved unable to effectively detect or combat small drones. The smoke
emitted by and delayed explosion of the novel drone-delivered munitions utilised by Hamas-
led forces proved effective in achieving drone precision strikes and drone survivability. The
former feature also offered the possibility of corrected drone strikes if crosswinds significantly
affected the accuracy of the initial strikes, which could have proven particularly helpful given
the combined arms context in which synchronisation is highly important.

Afurtherpossible novelty isalso evidentin the apparentincorporation of technical modifications
to DJI Phantom small drones used in strikes against Israeli targets that would have helped
prevent them being jammed. This is the first time such a modification has been detected in
non-state actor-employed drones. Together, these constitute substantial innovation in non-
state and terrorist drones and their use because neither one nor all these innovations has so far
been identified in other non-state actor and terrorist drones or their use.

The most important drone-related innovation and capability that Hamas-led forces
demonstrated on 7 October was the use of combined arms, in which drones had a central and
integral role. While some may regard their combined arms use in historical terms as unorthodox,
itis not in view of the historical origins and context of the concept. Hamas-led forces’ combined
arms involved and exhibited shrewd and synchronised use of missile, rocket, and possibly
loitering munition-based mass, in concert with small drone precision strikes (enabled through
novel innovations to small drones). The assault occurred across various geographically and
functionally interlinked defence points in close succession. The overall size and scale of the
combined arms assault by Hamas-led forces may also be regarded as a novel feature; it is
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almost certainly the largest recorded combined arms assault in combat by a non-state actor. It
was also able to comprehensively breach sophisticated bespoke air and ground defences with
devastating tactical, operational, strategic, and political effects.

Consequently, the Hamas-led assault on 7 October 2023 constitutes substantial innovation
according to both measures of “innovation” asserted by, on the one hand Williamson Murray, and
on the other Theo Farrell and Michael C. Horowitz, as detailed above. That is, and respectively,
changes in capability that have occurred in a period of peace (i.e. in preparation for the assault),
and in a major change in the conduct of warfare. It also draws attention to what Nina Kollars
regards as the overlooked area of adaptation during conflict, provided the blurring that occurs
between conflict statuses and, in turn, respective leading conceptualisations of “adaptation”
and “innovation”.

Given the importance of at least Iranian knowledge transfer for the development of Hamas’
drones and loitering munitions,?’! remaining questions about Iran’s role in the 7 October
attack may help spur further attention to the role and importance of what Brown et al. term
institutional actors “in enabling or enhancing adaptation at the lowest level.”2

Regarding border defences and those of sensitive sites, the direct targeting of Israel’s border
defences, and in particular key elements of their high technology composition (with its
underpinning assumptions including light staffing), should serve as a warning to Israel and
other states that such defences may prove either an insufficient deterrent or defence or both to
a combined arms attack.

A combined arms attack including armed and unarmed drones and related technologies, and
as a modus operandi, is likely to be attractive to many non-state actors and even states. While
the technological and employment capabilities of terrorists and other non-state actors are
rapidly improving, concerningly, counter-drone capabilities, particularly against small drones
and loitering munitions, lag.?® This adds urgency for further developing the latter. As Liran
Antebi and Matan Yanko-Avikasis state, drones (and, in effect, loitering munitions) should
be considered “a new layer” and should be dealt with specifically, “and not necessarily in
conjunction with other aerial threats such as manned aircraft or missiles and rockets.”2%*

Although respective terrorist and insurgent group drone, loitering munition, and counter-
drone and counter-loitering munition capabilities are often considerably less sophisticated
than those of states, the 7 October assault by Hamas-led forces demonstrated that the latter,
and potentially other non-state actors, can incur serious military and political blows against
states. This includes against arguably the state with the most advanced capacities fielded for
defending against these technologies.?*> Although states often rely on MALE drones, for various
reasons they have largely neglected the importance of smaller drones, including those utilised
by small units, and counter-drone capabilities to defend against such use.?® This is despite
the increasing importance of the “littoral” or “seam” between the ground and where manned
(ground-attack) jets operate.

Paradoxically, in addition to high-tech solutions, a premium should be placed on the early
detection of suspicious human activity to prevent the build-up of capacities and forces for such
an attack. An attack such as that on 7 October 2023 requires detailed and complex planning, so
human intelligence is vital to detect it despite the difficulty in developing and sustaining it. The
temptation for ‘cleaner’ and more calculable forms of intelligence gathering and response belies
the countermeasures that state and non-state actors can take against signals intelligence and
high-technology-based intelligence gathering and related forewarning. Moreover, technological
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innovation and adaptation are almost certain to continue, which means this dimension will see

alterations in capabilities as well as opportunities that can and will be exploited by state and
non-state actors alike.

James M. Page is an Honorary Fellow in the School of Government and International Affairs,
Durham University.
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Introduction

Technological advances, such as the growth of the internet and its evolution towards web 2.0,
increasingly powerful computer hardware, the development of user-friendly software interfaces,
and now Al-powered tools, have significantly changed our socio-political landscape. Extremism
and political violence are no exception: movements from across the world and the ideological
spectrum have a history of adapting to technological innovation and embracing the newest IT
technologies to better organise, finance themselves, and communicate.! The spectacular growth
of the far-right online ecosystem? or the deployment by ISIS of a “full-spectrum propaganda”?
are the two most visible examples of radical political actors taking full advantage of digital tools
to proselytise and recruit, build support communities, polarise target societies, and intimidate
purported enemies.

This evolution is synonymous with escalating amounts of extremist content being circulated
online. Berger and Morgan, for example, estimated there to be 46,000 accounts supporting
[SIS on Twitter between September and December 2014, amounting to millions of messages
-*with Twitter being only one piece of ISIS’s vast propaganda jigsaw, alongside its newspaper,
magazines, videos, books, songs, and many more. Likewise, Horta-Ribeiro and colleagues’
exploration of the “manosphere” gathered no less than 28 million posts from more than 50
misogynistic online communities (which is only a segment of the full environment).® In other
words, sprawling “e-extremism”® generates enormous quantities of (meta-)data.

The sheer scale of this content has naturally pushed scholars to use computer-assisted
methods geared at the localisation, collection, and analysis of large corpora and associated
datasets, gaining a type of macro-level knowledge that granular qualitative studies could never
hope to reach. Increased computational power has made investigations of extremely large
and multidimensional datasets technically possible. As Grimmer, Roberts, and Stewart rightly
observed (for political studies in general), while “for much of its history, empirical work in
the social sciences has been defined by scarcity, [...] social scientists are now in an era of data
abundance” a statement that (unfortunately) holds for extremism and terrorism research.
Computational methods now routinely allow researchers to provide extensive network maps
of extremist ecosystems,? evaluate users’ behaviours and influence,’ and analyse very large
quantities of texts found on online spaces to identify their main themes or track ideological
evolution across time.'® Among these tools, machine learning techniques are increasingly
described as constituting a particularly useful toolkit for the detection and analysis of vast
amounts of online extremist data.!!

However, what is arguably the prime component of communication in today’s extremist
ecosystems - visual imagery - has remained largely untouched by researchers using
computational methods. This is not surprising: the visual dimension of extremist online spaces
and their ecosystems has only recently attracted sustained academic consideration, and has thus
received scant attention in methodological reviews and reflexions. Schuurman’s 2020 review
of methods in terrorism research revealed, among others, that “online content” (including non-
visual material) and “media (film)” only constitute about six percent of published scholarship;
the words “images” and “visual” don’t even feature in the review. A recent special issue of Studies
in Conflict & Terrorism dedicated to methods in terrorism studies did not include a contribution
specifically dedicated to the study of imagery. Visual methods are similarly absent in terrorism
research methods manuals,’? and rarely feature in general political science methodology
textbooks.!?
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Yet visual analyses of terrorism and extremism do exist and are gaining in popularity, already
yielding important insights mostly through qualitative or “quasi-quantitative”’* methods
investigating small samples. While this is a welcome development, we argue here that, given
the large empirical universe warranting analysis, much is to be gained by complementing these
traditional approaches with computational analysis, doing for images what has already been
done for text. ISIS, for instance, published almost 15,000 photographs and more than 1,700
photo reports between October 2014 and October 2015, and this already large quantity
only equates to the volume of images shared daily on certain far-right sites, forums, and social
media accounts. The situation is now exacerbated by the multiplication of digital bots and
Al-generated imagery.’® The argument we make, therefore, closely parallels the one made by
Grimmer and Stewart ten years ago in their seminal Text as Data article,!” and extends Joo and
Steinert-Threlkeld’s recent Image as Data contribution, which transposed the former’s logic to
the computational study of images in political science broadly speaking.'® As Joo and Steinert-
Threlkeld argued, “images are key drivers of political phenomena, and we would do well to
take advantage of new techniques to analyse them in large quantities in research”!® In this
paper, we follow and deepen this line of thought to tailor it to the field of security, terrorism and
extremism studies, examining how it adapts to the specificities of extremist/violent political
actors’ communications. Specifically, we clarify how unsupervised and supervised visual
computational methods work, explain how recent advances in some of these methods have
drastically reduced the resources required for their implementation,?® highlight the advantages
and limitations of these methods when it comes to investigating large-scale visual extremist
corpora, and specify the role of these tools to complement existing qualitative approaches
within mixed-methods research designs.

To do so, we proceed in three main steps. First, we situate our endeavour within the relatively
recent effort to study the visual component of extremist online spaces, tracing it back to the
“visual turn” in International Relations, security studies, and terrorism research. Recognising
the merits and strengths of this endeavour, we also reassert its shortcomings in a context
marked by the hundreds of millions of images populating increasingly vast extremist
ecosystems. Second, we succinctly explain in lay terms what computer vision is, distinguish
between two main variants (unsupervised vs. supervised), and deploy one method from each
of these approaches (unsupervised clustering vs. supervised object detection) on an original
extremist visual corpus — more than 30,000 images collected from the incelosphere - in order
to illustrate their logics and performance. Finally, we reflect on these empirical findings to
reflect on the strengths and limitations of computational visual methods for the study of online
extremism and terrorism, situating these tools within a coherent research workflow alongside
non-computational approaches.

Strengths and Limitations of the “Visual Turn” in Extremism
and Terrorism Studies

Extremism and terrorism scholars’ recent awakening to the importance of visual imagery is
inspired by a longstanding line of research in visual anthropology and sociology, and reflects
similar undertakings in neighbouring fields, such as political communication* and IR and
security studies,? where “the explicit study of visual politics has only recently begun to coalesce
into a recognized area”?? and ambitious research agendas are now set up to unpack the multiple
implications of the “visual age”. Following suit, extremism and terrorism studies are now
starting to correct their biased “emphasis on understanding the words contained in the groups’
messages rather than images”?* and tendency to “focus on textual aspects and overlook the
visual”.?® Taking stock of pioneering interventions, such as Bolt’s Violent Image book,?® Doerr’s
framework for studying visual mobilisation in conflict,?” or Dauber and Winkler’s edited volume
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exploring Visual Propaganda and Extremism in the Online Environment,”® a much-needed “visual
turn” implementing a clear research agenda was called for by Maura Conway in an influential
2019 blog contribution.? As she aptly summarised, “the heavily visual nature of today’s violent
extremist online spaces makes this a real problem for us going forward however: we must do
better”

The problem is, indeed, a thorny one: analysing extremist and terrorist imagery presents arange
of difficulties that explain why scholarship has not taken off earlier or been more extensive.
Storing (let alone sharing) images from terrorist organisations is prohibited or severely
constrained in most research-intensive countries, pictures are often gruesome or shocking, the
proximity of several extremist ecosystems (e.g. incel, far-right) with other fringe digital milieux
(such as pornography or child abuse) means that visual datasets are often “contaminated” by
problematic, unwanted, and, at times, illegal images, and, as highlighted earlier, strong visual
methods are not a well-established part of the standard toolkit. Additionally, today’s highly
dynamic digital environments mean that images, such as memes, are not static singifiers and
constantly evolve as they spread,®® often resulting in shifting meanings or situations where the
image itself being adapted in multiple ways (the prime example of this in extremism research is
the “Pepe the Frog” meme, discussed below). Computational techniques have additional issues,
well presented in Scrivens and colleagues’ recent exposé on the challenges of online data
collection in terrorism and extremism research: they involve technical skills, face opaque and
ever-moving access points to platforms APIs, necessitate large storage spaces, and sometimes
expensive hardware (such as servers or GPUs) and suffer from off-the-shelf commercial
crawlers’ inability to harvest pictures.3!

Despite these difficulties, studies of the visual dimension of extremism and terrorism have
emerged and typically belong to one of two types of what we could call human methods, in
contrast to the computational methods presented below. In the first type, one or several visual
tropes are hand-coded in all or (more likely) a sample of images constituting a visual corpus.
This approach allows for measuring how frequently this/these tropes occur within, typically, a
few hundred images (rarely beyond the thousand). In the second type, an in-depth interpretive
analysis of one or a handful of particularly important, iconic image(s) is conducted to explain
their symbolism, communicative function, embedded narrative, or/and emotional appeal.
The first approach is more suited for studying the manifest meaning of images (e.g. the image
contains a particular object or symbol), while the second is more apt at uncovering latent
meaning (that is, meaning not immediately apparent but produced through the interplay of the
image content and its cultural and ideological contexts and subtexts). Both types of analysis are
usually deductive, in the sense that they rely on theoretical frameworks (be it from sociology,
philosophy, media studies, etc.) to infer which visual tropes are a priori important, and
subsequently look for them. However, a dose of induction is almost always present as experts
make educated guesses based on previous encounters with similar datasets as to what types of
images could be critical or frequently occur, sometimes at odds with theoretical expectations.

These two human methods have delivered important empirical insights when it comes to
extremist and terrorist imagery. Among them, five stand out. First, each terrorist or extremist
group has a specific visual style, understood as its “basic choice of the content and type of narrow
visual landscape it tends to favor”, and this style is sensitive to external (e.g. material constraints,
political environment) and internal (e.g. leadership change, ideological evolution) shifts.??
Baele, Boyd, and Coan'’s study of ISIS’s visual style, for example, examined the chronological
variation of four visual tropes in the organisation’s imagery,** which has since been examined
with much greater depth by Winter in a decisive volume dedicated to terroristimagery.3* Second,
recurring images - such as those of “good Muslims” in ISIS magazines,* ideal citizens facing a
threatening “other” in the Danish People’s Party’s internet,*® or “strong virile white farmers,
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traditional earthy homesteading moms” in neo-Nazi Instagram accounts-*’ play a key role in the
construction of ingroup and outgroup stereotypes and “socially typified personae”*® creating
“a divide between the in-group and purported out-groups”*® and constructing an underlying
“moral order”.*® Third and more broadly, the array of visual tropes being used by extremists and
terrorists is not vast; a limited number of image types is present across ideologies, each serving
a particular function in outreach and subsequent radicalisation. Besides stereotypical images of
ingroup and outgroup members, both symbols and gruesome/grotesque imagery -*! including
the “about to die” image** and more generally the “death” representation -** feature regularly.*
Fourth, visual icons travel across national contexts, with processes of “translation” undertaken
to make them resonate with local audiences and stakes. For instance, Doerr traced the itinerary
of the “black sheep” poster from its initial Swiss context to its subsequent variations in Italy and
Germany,* and more recently studied the recycling of US Capitol uprising images by German far-
right movements.*® This dissemination/translation process can even occur across ideological
boundaries; for example, Miotto showed the similarities between jihadist and far-right visual
representations of martyrdom.*” Finally, sharing and consuming extremist imagery is, from
a perspective inspired by Bourdieu and other sociologists, a social practice that participates
in processes of group affiliation, self-identification, positioning, and emotional bonding, and
thereby radicalisation. DeCook has, for example, shown how the display and dissemination
of memes and other forms of images constitute key socialisation practices among the Proud
Boys.*®

Three key strengths of human approaches have unlocked these insights. First,as mentioned, they
are usually theory-driven. This means that they are geared to producing immediately relevant
findings determined by the expert’s conceptual understanding and research prioritisation.
Second, they are excellent at offering careful characterisations and in-depth interpretations
of the specific, delineated visual landscape on which the expert zooms in. Third, they allow
for multi-dimensional evaluations and interpretation of latent meaning, both in the sense of
attuning to images that combine several visual tropes in sometimes subtle or even cryptic ways,
and in the sense of permitting the simultaneous investigation of several visual tropes. Miotto’s
or Doerr’s abovementioned studies provide good examples of the kind of granular, interpretive
scrutiny of extremist images and visual landscapes that human approaches can offer.

Yet, as Conway suggested, we can do better. These standard human methods indeed have
four important limitations. First, they are not adapted to the contemporary extremist visual
environment characterised by millions of images of many sorts (pictures, memes, caricatures,
image-text collages, etc.). While hand-coding can be done on small coherent samples or even
full corpora (e.g. all images contained in ISIS magazines or on a given far-right blog), small-n
human methods are simply incapable of scaling up and gaining a panoramic view of the visual
landscape. As Bleiker puts it, “methodological issues get exponentially more difficult” in a
situation characterized by “a limitless number of images”.** Engstrom’s study of images from
the British National Party is a case in point:** having gathered over 10,000 “visual elements”
from its website, he had to restrict his analytical lens to only 600 images of a certain type, thus
leaving aside 9,400. Second, human methods are slow, making them inadequate for a digital
context characterised by a fast turnover of images (new ones constantly appearing, established
ones regularly morphing, etc.). Commercial services specialised in coding images do exist and
work relatively fast (some even have in-house coders familiar with extremist environments),
but relying on them for monitoring projects can become onerous and expensive, and they will
always be slower than a machine. Third, while human methods have the advantage of relying
on human intelligence, they also incur variability. While inter-coder reliability is usually high
for unambiguous, easily identifiable items (such as the presence/absence of weapons or a
particular symbol in an image), scores inevitably drop as soon as a degree of interpretation is
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needed. For example, reliability scores in Baele, Boyd and Coan’s abovementioned paper were
almost perfect when it came to identifying pictures with symbols or gruesome elements, but
much lower when it came to selecting the narratives conveyed by the pictures. As a result,
some scholars only look at unambiguous tropes, avoiding potentially more insightful aspects,*!
or provide results that are hard to replicate. As Joo and Steinert-Threlkeld explain, these last
two weaknesses alone explain why visual studies have traditionally been highly qualitative,
focusing mostly on a few iconic images.>? Finally, sustained close examination of extremist
corpora maximises researchers’ exposure to potentially harmful content (gruesome imagery,
graphic violent porn, etc.). This is a major issue in our field, where researcher’s wellbeing has
long been ignored and exposure to this extreme content has become increasingly frequent.>®

Additionally, we argue that some of the strengths of the human methods can also be limitations.
On the one hand, the usually deductive character of these approaches means that scholars may
miss crucial yet theoretically unexpected dimensions. Dominant theories or the community
doxa inevitably drive our empirical attention towards particular types of images, yet in a fast-
moving visual landscape, other pictorial genres might have gained prominence regardless
of our pre-existing concepts. On the other hand, while zoomed-in investigations of specific
visual styles and landscapes allow for granular, in-depth understandings of particular visual
landscapes, they are, by design, blind to the (very) big picture. Discussing interpretive versus
automated text analysis, Hart usefully compared the former with sightseeing a city on foot and
the latter with viewing this city from a helicopter, both approaches are needed to gain a full
understanding of the place.*

In sum, the strengths and weaknesses of human methods for visual analysis in extremism and
terrorism studies can be represented as in Figure 1 below.

Figure 1. Strengths and weaknesses of human visual analysis methods.
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Deploying Computational Visual Analysis in Extremism
and Terrorism Research

For about two decades now, the shortcomings of human methods for the analysis of textual
extremist corpora have been addressed by supplementing them with computational tools, and
we suggest that recent developments in computational methods mean that the samelogic should
now be applied to visual ones. Indeed, the fast developments of machine learning methods in
recent years have made computer vision faster, more accurate, and more sophisticated than
ever before. In the following paragraph, we briefly define computer vision and identify its
two most pertinent applications when it comes to extremism and terrorism studies (object
detection and clustering), which we operationalise using original visual data from incel online
spaces. We then build on this exploration to summarise, in the same way we did for human
methods, its strengths and limitations when applied to extremist and terrorist content.

Computer vision

Computer vision can be defined as the “subfield of Al that enables computers and systems to
process visual data, such as images and videos, and generate patterns for detecting, tracking,
and classifying objects”>> In other words, the primary goal of computer vision is to “replicate
human visual abilities with computational models”.>® Pushed forward by major breakthroughs,
such as Krizhevsky, Sutskever, and Hinton’s “ImageNet”°” the technology of automatically
recognising patterns in visual environments has by now taken an important place in everyday
life: applications include running autonomous cars’ navigation systems, allowing crop
monitoring by drones in large farming estates, recognising faces in surveillance systems, and
detecting patterns that diagnostic specialists don’t see in medical imaging. Computer vision
models can be either supervised (presented with a training dataset wherein the programmer
has labelled visuals deemed important) or unsupervised (in this case, the model is set up to
detect patterns without guidance).

Computer vision is slowly making its way into political science and media studies, paving the
way for applications in our field. For example, large corpora have been automatically mined
to better understand how politicians present themselves on social media (and how these self-
constructions correlate with ideological positioning® or convey particular emotions),* or how
political memes circulate across social media.®® Similar tools have very recently started to be used
in extremism and terrorism research, yielding important findings. In a noteworthy contribution,
Zannettou and colleagues designed a “processing pipeline” aimed at identifying and tracking
the online dissemination of far-right memes, combining computer vision techniques such as
clustering with other computational tools; deploying this pipeline to 160 million images from
sub-Reddits, Chan boards, and Gab channels demonstrated not only the performance of the
method but also the novelty of the perspectives gained through computer vision. Finkelstein
and colleagues subsequently applied the same process to evaluate the frequency of the “happy
merchant” meme (detected automatically in over 7 million images from a range of far-/alt-
right online spaces), used as a proxy for antisemitism, and measured how this meme has
gradually “infected” other visuals in memetic combinations (appearing together with the likes
of Pepe the frog or Wojak in single images).®! Using a different approach, Crawford, Keen, and
Suarez-Tanguil categorised more than 135,000 images from various Chan racist boards into
several types to help define their “visual cultures” while O’Halloran and colleagues used
qualitative multi-modal annotation to direct large-scale Al detection of ISIS-related images and
text.®® Despite their merits, these breakthrough studies remain rare and scattered, are usually
published in computer science outlets, and their exact role or contribution within the field is
rarely unpacked. For this reason, we try to expose as clearly as possible for the non-expert
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audience the strengths and weaknesses of the two types of computer vision models holding, we
argue, the most promise for extremism and terrorism studies, and on that basis we nail down
their role in the field.

Data

To illustrate these methods and ground the discussion in the empirical reality, we use a corpus
of more than 32,000 images featuring in posts extracted from nine different online spaces
(spread across three platform types) pertaining to the so-called “incelosphere” (see Table 1
below).®* The images were collected using a series of custom-built web-scrapers developed in
the Python programming language, utilising common packages, such as ScraPy (https://scrapy.
org/) and Requests (https://pypi.org/project/requests/). Depending on the platform, various
APIs were used to aid data extraction where appropriate (i.e. the Telegram scraper utilised
the Telethon API; see https://docs.telethon.dev/en/stable/). While definitely at the lower end
of the size scale that computational methods are called to handle, this corpus possesses two
advantages for the purpose of this article: firstly, the visual landscape of the incelosphere has
not yet been thoroughly studied, meaning that we demonstrate our conceptual points on a
novel case, and secondly, this is a hard case against which to test the computers, meaning that
the corpus images appear highly diverse, cryptic, and regularly shocking.

Table 1. Corpus statistics: Number of images extracted from each incel online space.

S?(l;:‘lifn(:efsl:)l:lig; S Platform type Number of images extracted

4chan/R9k Chan board 25,747
9chan/Leftcel Chan board 1,744
BlackPillsBasedGlobal Telegram 1549
Blackpilled Telegram 376
Incel Telegram 877
IncelsCo Telegram 624
incels Instagram 18
Blackpilled Instagram 49
Blackpillmemez Instagram 525
Involuntarycelibacy Instagram 212
#Blackpill Instagram 866

Image clustering

A first type of computer vision model perform clustering, which consists of “grouping together
similar items into distinct clusters, so items within a single cluster are similar to each other
and different from items outside the cluster.”®® In other words, clustering seeks to “partition
observations into mutually exclusive categories, or clusters, using principles of unsupervised
dimension reduction.”®® As such, this visual analysis technique is akin to unsupervised topic
modelling in text analysis: it inductively “reveals” the major dimensions and tropes of a large
corpus, allowing the researcher to “let the data speak”. Four more specific similarities between
text topic modelling and visual clustering illustrate the nature and relevance of the tool. First,
like topic models, a range of algorithms are available when it comes to visual clustering (e.g.
Affinity Propagation, Agglomerative Clustering, K-Means clustering), each implementing a
different strategy for calculating visual distance/closeness and the subsequent grouping of
images. Each comeswithits strengths and limitations and higher/lower pertinence for particular
corpora and research objectives. Second, just like the number of topics can be suggested by
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the researcher conducting a text analysis, some visual clustering models require users to pre-
define a given number of clusters, for the computer to subsequently calculate the optimal
categorisation of images within them. Third, by assigning each image a class/category, visual
clustering algorithms offer a quantification of which ones of these categories are particularly
prominent in a corpus; the researcher is thus able to quickly see which types of images are
(not) frequent. Fourth, although visual clustering models are unsupervised, their application to
specific types of imagery can be preceded by training with a narrower visual dataset similar to
the one to be examined, which increases their robustness.®’

For these reasons, this tool is particularly useful in two strategies. First, it can help researchers
gain a general overview of the visual landscape under investigation, with the main types of
images appearing together in groups with measures of their respective importance. Just like
a text topic model provides a quick understanding of the major themes of a corpus, a visual
clustering model offers a rapid panorama of its visual landscape. This strategy is particularly
useful for new and very big corpora for which little is known, i.e. where no “natural” categories
are yet known. As Grimmer and Stewart explain in their work on unsupervised text topic
modelling, while supervised methods assume a well-defined set of categories (inferred from
existing scholarship or theoretical hypotheses), in some cases that set of categories is hard to
derive beforehand.®® Second, it could be used as a way to gain new, original knowledge of a big
corpus which tends to be repeatedly appraised through the same lenses. Dominant theories (or
doxa) that consistently direct empirical studies towards a limited number of visual tropes are
at risk of being blind to important but unaccounted aspects, and biased in favour of particular
features that may actually be found only in a minority of images. To use Grimmer and Stewart’s
work on unsupervised text analysis again, these “methods are valuable because they can identify
organizations of text that are [...] understudied or previously unknown”.?’ This second strategy
is, therefore, most useful when dealing with large corpora that have already been investigated
by researchers using similar theoretical frameworks and associated methods, as a way to avoid
bias and unlock new knowledge.

Following the successful application of this method to large visual political corpora (including
Joshi and Buntain’s clustering of 15,000 images posted on social media by over US politicians,
which demonstrated that the types of images shared by these politicians were a “strong
indicator” of theirideological position),”® we ran a deep image clustering algorithm on our visual
corpus. We used the Unsupervised Deep Embedding for Clustering (DEC) model, as originally
proposed by Xie and colleagues.” In recent years, DEC models have proven themselves effective
at clustering images into groups within large datasets. However, it has also been shown that
the relationship between the models' convergence and their hyperparameters is tricky, and
therefore requires multiple runs with different hyperparameter settings to achieve the optimal
grouping. Crucially, there are no rules for finding the “best hyperparameter values”. Instead,
the researcher must ascertain this themselves through experimentation (and substantive
expertise) with the number of epochs and batch size (the former refers to the number of passes
made over the whole dataset, and the latter refers to the number of individual images the model
sees before being updated).

Itis therefore recommended that a test setis ready to evaluate the model’s output after training.,
as although increasing the number of epochs will tend to increase accuracy, this might be the
result of overfitting (i.e. the model is fitted too closely to its training data and therefore unable
to make predictions when presented with new data). Having a test set of data that the model
has never seen before allows to validate the model’s outputs. To demonstrate the importance
of this, we trained the DEC model on the 32,587 images of our corpus for a number of different
epochs and batch sizes. Two observations can be made from Table 2 below. First, the highest
amount of accuracy in predictions on the test dataset that this model is able to achieve is 31
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percent. Second, this is achieved using a batch size of 32 (the default batch size for most open-
source model implementations), and increasing the number of epochs does not improve this.
Indeed, the model only achieves 21 percent accuracy with 50 epochs at 32 batch size, but hits
its highest accuracy with 100 epochs, and does not improve beyond that. We can, therefore,
see that our model follows the traditional wisdom of the machine learning community, in that
having more epochs does not necessarily equate to a more accurate model.”> We can thereafter
conduct a visual inspection of these results by extracting a sample of images from each cluster.
Looking at Figure 2 below, we see that a model trained for 20,000 epochs with a batch size of
32 has started to create some coherence, with Pepe memes appearing a lot in cluster 1, and
clusters 2 and 5 containing mostly pictures of men and anime girls, respectively.

Table 2. Comparison in accuracy at predicting data test dataset (from our incel visual corpus) for various
epoch and batch size values.

Number of epochs Batch size Accuracy
0 00 005
10 00 o8
0 00 008
200 00 00
2000 00 003

Figure 2. Test clustering with ten clusters of incel images.
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Clustering, therefore, rests on a series of trial-and-error, back-and-forth steps seeking to increase
coherence, estimated not only mathematically but also through the lens of the researcher’s
substantive expertise. Importantly, clustering can also be re-run within clusters - for example,
one could run a model within a hypothetical “vehicles” cluster to see whether the machine
identifies and separates cars, planes, etc. We adopted this strategy with our whole corpus to
increase coherence, and the results are presented in Figure 3 below. This is a graph inspired by
Rogers’ suggestion to create “metapictures”, that is, ordered displays of collections of images
scraped from social media in arrangements such as “tree maps” or “cluster maps” that allow for
rapid scanning and critical reflection (this approach “nestles itself between qualitative visual
analysis and interpretation [...] and quantitative knowledge visualization”).”® We can see that
this strategy improved coherence, with the computer for instance grouping all meme characters
together, as well as anime faces, anime porn characters, or graphs/ figures. Appendix 1 offers
another example using a different corpus, to provide an extra illustration beyond the specific
case at hand here.

Figure 3. Clustering diagram of images from the incel online ecosystem.
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Four observations can be made on the basis of our application of visual clustering to the images
contained in our corpus. First, the tool’s ability to quickly gain a zoomed-out overview of a large
visual landscape is confirmed. With no existing scholarship on incel visual imagery, our incel
cluster map reveals three major types of images populating the incelosophere: people’s faces
(mostly women’s), anime (mostly girlish characters, regularly in sexualised or pornographic),
and individuals (incels, “chads” and “stacies”).”* These proportions reveal the community's
valued pictorial practices (e.g. sharing erotic/pornographic and anime images, or photos of
particularly attractive/repulsive individuals) and offer an indication of its major themes and
ideological tenets (e.g. “lookism”).
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Second, the clustering tool is, as anticipated, useful for disclosing new patterns not foreseen by
theory or the literature. As noted above, the scholarship on extremist visual imagery tends to
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concentrate on the role of symbols and in-/out-groups depictions and, more recently, memes
(which, in a sense, merge symbolism with group identification). Even though the importance
of group portrayal is confirmed in our data, the cluster map also shows that cartoonish memes
are not (quantitatively) a crucial visual genre, and reveals pictorial types so far ignored by the
literature yet obviously empirically and theoretically relevant (e.g. “scientific” graphs, figures,
and infographics).

Third, the tool’s fully inductive logic inevitably produced residual clusters that are frustratingly
irrelevant, theoretically speaking, with the “image-text” genre derailing parts of the process
in the far-right case provided in Appendix (note that some Al models are geared at isolating
images from their added texts). While theory blindness does bring about novel, unforeseen
insights and observations, it comes at a cost when complex visual corpora such as the incel
one are involved, which contain composite imagery for which other computational tools are
required.

Fourth, the output clearly calls for additional, fine-grained research in the form of human
methods (small-n hand-coding, very small-n interpretive analysis). The incel cluster map,
for instance, groups together visibly different images of women serving distinct functions for
the incel community and worldview that ought to be investigated.”> As we discuss below, this
method is, therefore, best used as a tool for preliminary data exploration.

Object detection

The second type of computer vision model we highlight here performs object detection, that
is, the “task that deals with detecting instances of visual objects of a certain class (such as
humans, animals, or cars) in digital images”,’® or, put differently, the “task of predicting the
class and the location of different objects contained within an image.””” The past decade has
witnessed “a rapid technological evolution of object detection and its profound impact on the
entire computer vision field”,’® mostly due to the application of sophisticated deep learning
techniques that led to a leap forward in models’ accuracy and speed,” including when detecting
objects on moving images (videos, real-time footage). There are two types of deep-learning
object detectors, which reflect developers’ preferences on either end of the accuracy/speed
trade-off: “two-shot” models privilege accuracy by first finding potential objects in an image

and then classifying each one of them (e.g. “car”, “person”), while “one-shot” models privilege
speed by merging the two tasks.

Object detection is useful in two different research strategies. First, it can be used to offer a
broad-brush understanding of the relative importance of a large range of standard objects in a
large corpus: does this dataset contain, for example, lots of images of infrastructure/buildings
or vehicles? In extremism and terrorism studies, models can quickly detect specific types of
theoretically relevant images in a large visual corpus, automating (that is, speeding-up and
scaling-up) what would have otherwise been a tedious hand-coding process. For example, pre-
trained models automatically detect firearms in images, and models further trained on weapons
are able not only to detect them but also to distinguish, in real-time video recordings, between
different types of guns, rifles, knives, etc.?’ Second, models can be custom-trained to detect, and
measure the prevalence of a limited number of highly specific and relevant categories of objects;
i.e. Nazi symbols, ISIS magazine covers, pictures of known terrorists, particular versions of a
well-known meme like Pepe the frog wearing an SS uniform, etc. Such custom-trained object
detection models, which require researchers to manually code classes and their locations
within images with a bounding box, are better suited to detecting specific imagery compared
to unsupervised approaches, such as clustering. They are a useful tool for a range of different
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study designs; for example, they can ground an evaluation of the ideological character of an
online platform or serve as a measure of the ideological evolution of a given online platform or
ecosystem over time (e.g. does it contain an increasing/decreasing quantity of Nazi symbols?).

To demonstrate how useful object detection models can be in studying extremist online
communities, we utilised a one-shot model known as YOLO (acronym for “You Only Look
Once”). Originally developed by Redmon and colleagues,®! YOLO models depart from other
object detection models that repurposed classifiers for the task of object detection, and instead
treat the task as a regression problem between bounding boxes and class probabilities. This is
achieved by using a single convolutional neural network (CNN) to predict both boxes by looking
atthe full image in one go, meaning that predictions are based on the global context of the image.
YOLO is one of the most popular object detection models, due to its high level of accuracy and
speed - two qualities that have made it particularly suitable for real-time applications. Given
that this is a supervised learning approach, meaning that the model is presented with both
training images and their associated labels as to what classes (i.e. “man”, “woman”, “pepe”) are
contained within the image and their location, the first step in developing a custom-trained
object detection model is to build the training dataset. The final training dataset will consist of
the images you wish to train the model on, whereby for each image there is a text file in which
each line details a class and the location of the box that contains the class instance. Creating this
training dataset involves manually assessing each image and creating a corresponding bounding
box for any of the classes that the researcher wishes their model to detect, with these bounding
boxes being where the class appears in the image.?? Figure 4 below provides an example of
what this process looks like for four different images. This time-intensive process of labelling
classesin training images means that, despite the significant impact supervised object detection
models could have for extremism researchers, there are some aspects that researchers with
limited resources might struggle with.®* However, new models still get increasingly powerful,
continuously reducing the time and expertise needed for training them. In our case, YOLO
proved powerful enough to learn specific theory-relevant objects on a relatively small training
dataset.

Figure 4. An example of manually created bounding boxes for three different classes in four images.

2-0116

Specifically, we followed a two-step training process using 11,700 images randomly selected
from the whole corpus, in order to ascertain what our classes of interest would be. First, 4,000
images from the random sample of 11,700 were (again randomly) selected and evaluated for
potential classes of analytical interest (i.e. classes that appeared regularly enough and/or
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contained some known specific meaning within the incelosphere), which was done in order
to control for the fact that many of the incel images were random in nature and did not have
any real significant meaning or content to them. The results of this step were then evaluated,
with the frequency of each class being assessed and removed if it was below ten;®* this resulted
in twelve classes. In a second step, we took these twelve classes and labelled any instances of
them that appeared in the 11,700 sample by creating a bounding box as detailed above. This
resulted in a total of 3,620 labels across 2,808 images (detailed in Table 3 below); 8,892 images
contained miscellaneous content that did not fit into any of the twelve classes of analytical
interest. Once complete, the labelled images were divided into 2,307 training and 501 test
images.

Table 3. Frequency of instances per class in the incel training dataset.

Image category label NuTﬁi;fogxre(;und
Man 1066
Anime girl 783
Woman 656
Social media post 324
Pepe 270
Nude woman 146
Wojak 115
Porn 111
Military 61
Chad 60
Trad girl 15
Swastika 13

An instance of Ultralytics’ YOLOv8®> was then implemented and trained on the sample for 500
epochs, yielding impressive results given the small dataset it was trained on (see Appendix 2
for additional information on validation metrics). Figure 5 below shows a precision-recall curve
graph, which plots the precision and recall in our model for each of the classes for all possible
user-defined thresholds between 0-1. Ideally, precision and recall would be high (in other
words, the model detects all instances of a category, and what it detects is correct). However, in
reality, there is a trade-off between precision and recall since a lower threshold decreases the
chances of ground truth boxes being missed since this would increase the number of detections
made by the model, but at the same time, a higher threshold would mean that the model is
more confident in what it predicts. Thus, a precision-recall curve is useful in ascertaining what
the user-defined threshold should be, depending on the desired application of the model. In
Figure 5, we show the conditional probability that the bounding box belongs to the specific
class it is next to. For the purposes of this paper, we will also use a probability of 0.5 to signify a
hypothetical baseline model; in other words, like logistic regression, if an instance is believed to
belong to a specific class with a probability of >0.5, it is tagged as positive. This baseline model
is represented by the grey dashed lines. Figure 6 below additionally supports what we see in
Figure 5. Figures 7 a, b, and c below, which are collages of predictions our trained model made
on the 501 test images (i.e. images that the model did not see during training), also allow for
manual inspection of the model’s accuracy.®®
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Figure 5. Precision-recall curve for the custom-trained YOLOv8 model trained on the incel dataset.
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Figure 6. mAP score for the custom-trained YOLOv8 model across epochs (1-75).
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Looking at Figure 5, we can see that the model has developed near-perfect precision recall for
both the “Pepe” (0.976) and “Trad girl” (0.995) memes (their respective lines almost follow
the exact shape of the top right-hand corner of the graph box). The high confidence value for
these two memes shows the importance of thinking about bounding boxes when undertaking
an object detection project looking at memes. Namely, as stated above, within the incel (and
many other) online subcultures, the same memes often appear in different forms. This is
particularly true with the Pepe meme, which is not only shared in its “base form” but is also
wearing hats, having facial hair, sometimes having a whole body, and many other forms. This
can make it difficult for this image to be detected by computer vision algorithms. However, due
to the use of bounding boxes in object detection, we were able to specify that the model should
look for a specific part of a meme to detect it — in this case, the bounding boxes were set to
the Pepe character’s eyes as these were, in a sense, the smaller common denominator in the
vast majority of Pepe meme iterations (cf. Figure 4 above). As can be seen in Figure 7 a below,
this enabled the model to accurately detect this meme, despite its numerous forms and only
270 coded instances of it in the training dataset. Impressively, the model’s success in finding
Trad Girl memes rested on only 15 coded instances in the training dataset; here the model’s
power was aided by the fact that this meme has unique visual features and appears with little
variation in the dataset.

The model also proved to be quite effective at detecting other classes. With 783 instances in the
training dataset, the model developed a 0.822 confidence score for the “anime girl” class, likely
dueto the highly stylised nature of these images (i.e.large eyes and pointy hair). With a confidence
score of 0.728 based on 324 training instances, the model detected social media posts well; it also
proved relatively successful at detecting headshots of both men (0.640 confidence with 1066
training instances) and women (0.548 with 656 training instances). As can be seen in Figures
7 a, b, and c, unlike the three classes above, these classes are characterised by high variability
(ethnicity, facial hair, head hair, glasses, etc) without any stylised and uniform characteristics,
and would, therefore, require more training instances in order to improve the confidence score.
Further, the model was able to achieve 0.591 confidence with the nude woman class based on a
very small set of 146 training images, a testament to the YOLO approach given the large amount
of variation between different training instances in terms of poses, etc. Likewise, a confidence
level of 0.707 with only 60 training instances for the “Chad” meme is impressive. The rest of the
classes fall below the 0.5 confidence of our hypothetical baseline model, but Figures 7 a, b, and
c nonetheless show that some predictions are accurate. In these cases, more training instances
are required to allow the model to handle variations within a single object deemed relevant.
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Figures 7 a, b, c. Collages of validation images showing some of the predictions made by the custom

YOLOv8 model.
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Capitalising on Strengths, Acknowledging Weaknesses:
Towards a Research Workflow Integrating Computer Vision

Several strengths and weaknesses of computational visual analysis clearly emerge from the
application and results above, summarised in Figure 8 below.

Figure 8. Strengths and weaknesses of computational visual analysis methods.
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In terms of strengths, these methods are first and foremost capable of scaling-up the analysis
to process huge visual corpora containing tens or hundreds of thousands of images, which is
a critical asset in today’s very large digital extremist environments. The bigger the corpus, the
more useful these methods are, allowing the researcher to move from small-n samples to full
corpus analysis, and to do so speedily, outpacing any human coder when it comes to detecting
specific objects. In our case, we were able to rapidly detect images featuring specific classes
of objects (i.e. Pepe, anime girls) from a large corpus. Importantly, these methods leverage
transparent and replicable procedures invariably producing similar results on a given corpus
(something never guaranteed with human methods). Finally, and not insignificantly, these
automated methods also limits the researcher’s exposure to potentially harmful material,
which responds to the concerns recently voiced about one of the key challenges when handling
terrorist and extremist images (cf. above).

Yet computational methods also have clear weaknesses. First, even though object detection
models can identify several objects within the same image, computational methods still struggle
with multi-dimensionality and latent meaning, lacking the human appreciation of how certain
visual signifiers blend to create new composite signs, and still needing training to identify
general visual classes expressed in many different forms (e.g. a “Nazi symbol”). Second, these
methods are incapable of offering detailed qualitative interpretations of particularly important
images or groups of images, as they only offer zoomed-out views of vast visual landscapes.
Our clustering map, for instance, revealed the presence of large numbers of anime, and even
grouped them into two distinct classes, but fell short of providing any real insight into what
sub-variants may exist and, ultimately, what these images mean. These first two weaknesses
are significant: In spite of their strengths, computational methods simply cannot do the type of
in-depth work done in some of the aforementioned studies.?” Third, the unsupervised models
are theory-blind, which means that their purely inductive logic produces results that at times
lack any usefulness and contain large residual categories - when they are not outwardly
counter-productive. Clustering models sometimes need to be run several times with varying
hyperparameters, both on the full corpus and within clusters, before they succeed in separating
pictures into meaningful categories.

Yet the last two weaknesses also constitute strengths. First, the ability to offer zoomed-out
perspectives on today’s sprawling extremist digital ecosystems without pre-existing bias is
critical, allowing the researcher to subsequently focus their efforts on the segments of the
visual landscape that appear to dominate or matter in particular ways. Second, unsupervised
methods’ blindness to theory at times unlocks unexpected knowledge. As Grimmer, Roberts,
and Stewart explain, hypothetic-deductive approaches force “researchers to use data to test
theories that were developed before the data arrive”, which “leaves potential insights on the
table”. By using inductive computational tools as a preliminary step, we “often discover new
directions, questions, and measures”, a step they call “quantitative discovery”.®

The reader has by now realised that the strengths and weaknesses of human versus
computational methods mirror one another. Figure 9 below connects Figures 1 and 8 in a
single graph, showing how one approach’s strengths reflect the other’s weaknesses. Such a
conceptualisation naturally calls for human-computational mixed methods in extremism and
terrorism studies, for the potential of the fields’ “visual turn” to be fully realised. This proposition
provides an operational response to Rodermond and Weerman’s recent observation that in
terrorism and extremism studies “each method has its own strengths and shortcomings, and
each method has its particular problems when applied in practice.”®® Furthermore, we hope that
our illustrative incel case-study has shown that in spite of its underlying technicality, productive
computer vision necessarily involves “qualitative” fine-tuning, mobilising expert substantive

Perspectives on Terrorism 51



knowledge - in that sense, the boundary between human and computational approaches is not
an impermeable one.

Figure 9. Strengths and weaknesses of human vs. computational visual analysis methods.
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We therefore propose to interlock both approaches into a single, coherent research workflow
for the study of large extremist visual landscapes, as summarised in our final Figure 10 below.
As Grimmer and Stewart rightly argued, “rather than replace humans, computers amplify
human abilities,” meaning that a dichotomous, quantitative-qualitative (human-computational)
methodological opposition is misleading.’® Our workflow starts by running a clustering model
with different parameters, allowing us to explore the corpus without bias and gain a bird’s eye
perspective. This zoomed-out view can direct towards two scenarios, either allowing for the
direct detection of prominent or important visual tropes to then be interpreted qualitatively
or to help identify or refine relevant theory to calibrate an object detection model. To take our
incel case, the clustering model revealed large clusters of human faces and bodies, which could
serve as a basis to train an object detection model seeking to differentiate between particular,
theoretically relevant types (e.g., types of men such as “chads” and “incels”, or pictures featuring
violence against women). These classes of images can thereafter serve as samples for a classic
multi-dimensional hand-coding of a smaller sample (e.g., a codebook-based analysis of pictures
featuring violence against women), whose results could, in turn, serve to re-calibrate a computer
vision model to find more theoretically relevant sub-classes. As such, our workflow advocates
the same logicarticulated by Grimmer, Roberts, and Stewart in their reflection on computational
text analysis methods: it deconstructs and revisits the deductive-inductive and quantitative-
qualitative oppositions that too often paralyse progress in social sciences,’’ adopting a dynamic
stream where iterative loops ensure that data, observation, expertise, and theory enrich each
other. As Bucy and Joo note, fostering such a dialogue across deeply-entrenched traditions and
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academic training lines is a challenge,’? but examples of good practice are starting to emerge;
Crawford, Keen, and Suarez-Tangil, for instance, ran a clustering model on tens of thousands of
images from various Chan image-boards to enrich theory and hone in a qualitative analysis of
violent far-right memes.

Figure 10. A research workflow for visual research in extremism and terrorism studies.
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Conclusion and Discussion: Towards Mixed Human-
Computer Research Streams

The proliferation of online extremist content and digital terrorism-related communications has
encouraged researchers to turn to social data science, and advances in artificial intelligence
have further bolstered their use of computational methods. However, this effort has, so far,
largely stayed within the confines of text and meta-data analysis, failing to unlock new horizons
for the field's recent “visual turn.” The present paper sought to affect this connection between
computational and visual analysis by detailing how supervised and unsupervised computer
vision models can enrich the study of extremist and terrorist imagery in decisive ways. We
applied two of these models to an original corpus to explain and illustrate the strengths and
weaknesses of computational visual analysis applied to extremism and terrorism research;
because these benefits and limitations mirror those of human visual methods. We proposed
a research workflow combining the two types of approaches and undermining the sterile
qualitative-quantitative opposition too often preventing security studies to meet its potential.

Research on terrorist and extremist communications has greatly benefited from computational
text analysis, which has effectively complemented qualitative methodologies; there is no reason
why our “visual turn” shouldn’t follow track. It is worth stressing, however, that this workflow
doesn’t exhaust the range of research questions and, therefore, methodological approaches
and research agendas centring around extremist and terrorist imagery; as Bouko rightly
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emphasised, the plurality of visual dynamics constituting political reality call for an array of
research questions and associated methods, some of them not even interested in the content of
images (focusing, for instance, on impacts).”

Itis hoped that our workflow and underpinning discussion will contribute to further materialise
the recent optimistic assessments of our field’s growing methodological strength,’* which
contrasts with the older, well-known negative and dire diagnoses of poor rigour, “failings”,
and “stagnation.”®® Specifically, adding computer vision to our methodological toolkit has the
potential to partly correct terrorism studies’ overreliance on qualitative designs (which make
up more than three quarters of published research) and to move scholarship standards towards
a more thorough and systematic exposition and justification of their methods (which is not
done in most published articles).’®

An integrated mixed-methods designs making the most of human and computational visual
methods while mitigating each one’s shortcomings not only makes scientific sense, it can
also serve a positive social purpose at a time when visual Al models start to be leveraged by
extremist and terrorist actors themselves (as well as by governments, in a dialectical power
struggle).”” As Bucy and Joo rightly suggest, “understanding the prevalence of these visual
forms of hate, and accurately assessing their presence [...] could put visual politics to a prosocial
use.””® Beyond academia, law enforcement and security practitioners have started to leverage
computational techniques to respond to “the urgent need to collect and analyze terrorist and
extremist content online, on a large scale”,’ but often lack the tools to do so when it comes to
imagery. Image clustering models can be run to rapidly situate the ideology and culture of an
online space that has recently been brought to attention (for example, as part of an investigation
or after an attack), while object detection models can be trained to look for specific details
such as weapons (weapons visual datasets already exist that can feed the training), ideological
markers such as svastikas, faces of individuals such as extremist leaders or potential attack
targets (e.g. political figures), or high-risk content such as bomb-making blueprints. However,
given the high stakes of this type of monitoring and analysis, law-enforcement and intelligence
practitioners should be careful about the multiple errors, risks, and biases paving the approach,
collection, and analysis of big data, which are by now well-documented.'

Finally, while primarily methodological, the contribution of this paper is also empirical. Using
a real corpus as an illustrative example has incidentally led us to offer novel observations
on the visual style of the incelosphere - which had, to our knowledge and surprise, not yet
been systematically and directly studied.!® Paving the way for a more comprehensive and in-
depth study of incel imagery, we can already highlight the following three observations. First,
the incel visual style appears to be highly composite and diverse, quite far from the typically
narrow extremist landscapes featuring ingroup and outgroup archetypes (cf. above); a lot
of the dataset is made of images that cannot easily be categorised into known theoretical
categories. Second, most of the images feature specific individuals (actors, popular internet
personalities, politicians, etc.) who have no obvious connection to the incel community; further
research would need to adapt their methods to make sense of this fact. Finally, our dataset
(unsurprisingly) contains a significant number of erotic or pornographic pictures and anime.
Further research could examine the gender and sexual meanings of these images, which, among
others, appear to ridicule women and picture them in submissive situations (in pictures) while
simultaneously construct an idealised “girlfriend” stereotype (in anime), a paradox already
highlighted in the text-based literature.!?
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Appendix 1: Far-Right Telegraph Clustering

Figure A-1. Clustering diagram of images from the US Far-right Telegram ecosystem.
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Appendix 2: Validation Metrics

Many of the metrics used to assess object detection models require understanding the difference
between the “ground truth bounding box”, the bounding box that indicates the location of a
specific class instance that was labelled by researchers, and the “predicted bounding box”, which
is the bounding box that the algorithm believes contains a class instance. The “Intersection
over Union” (IoU) is then a quantitive measure of the overlap between the two and can range
between 0 (no overlap) and 1 (perfect overlap), with a higher IoU indicating more accurate
object detection.

Each detection instance can then have one of three outcomes. First, it can be “true positive”,
meaning the model correctly identified both the category and location of the object in an image
and the IoU score is equal to or greater than the specific threshold. Second, the instance can
be “false positive”, whereby the model incorrectly identifies an object that does not exist in
the ground truth box or where the predicted bounding box has an IoU lower than the specific
threshold. Finally, “false negative” refers to instances whereby the model failed to detect an
object that is specific by the ground truth box.

One of the mostimportant metrics when validating an object detection model is then the average
precision (AP) score. Here, “precision” refers to how precise the model is, and it is essentially
the proportion between the number of true positives and the number of predictions. Linked to
this is the notion of “recall”, which is the ratio between the true positives the model makes and
the number of ground truths; in other words, how many instances of an object in an image the
model detects. More formally:

true positives

Precision = — —
true positives + false positives

true positives
Recall =

true positives + false negatives
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Introduction

In recent years, children under the age of fourteen are spending ever more time with
technologies like social media and online gaming platforms. Time spent using such technologies
has significantly increased among international populations of young people (generally
under eighteen years of age) since the beginning of the COVID-19 pandemic.! Emerging
research continues to identify various psychological and academic implications associated
with children’s involvement in social media and online gaming communities.? Increased
interconnectedness between children and the technologies used in extremist communities
is anticipated to heighten the likelihood of children encountering extremist materials online
- particularly among socially isolated children and teenagers who are more likely to exhibit
technological over-reliance and ideologically problematic internet use.®> Subsequently, recent
studies have explored how extremist recruiters could leverage the convenience, connectivity,
and anonymity of widely adopted digital media platforms to persuade or manipulate younger
audiences. Children are currently being represented in violent extremist content, and those
materials do appear in populations of children and adolescents through the democratisation
of online gaming and social media technologies, surging victimhood or misogynistic sentiment
in these spaces.* Empirical studies focused on the relationship between online extremism and
children under fourteen years of age are rare, and, as a consequence, contemporary professional
assessments and recommendations regarding early childhood exposure to extremism online
are limited. Therefore, it is important to explore what professional assessments and policy
recommendations are currently discussed among terrorism and extremism researchers and
policy-makers, with the intent to offer guidance to future researchers and move policy initiatives
forward.

Current Study

This article brings together expert analyses and assessments concerning the relationship
between children and online extremism, exploring the manifest ways thatscholars, practitioners,
and policymakers understand and hope to address the effects of online extremism on early
childhood development. For the purpose of this study, we understood children as persons
between seven and thirteen years of age, as this is a period of significant social and cognitive
advances in childhood and when children begin to establish their sense of identity.® First, we
explored the relevant literature circling childhood exposure to extreme ideological digital
media (and where possible, “self-radicalisation” and online extremism in this context). Second,
we interviewed eight experts on the effects of early childhood exposure to online extremism.
Third, we bring together the policy and research recommendations from the data collected
from our expert interviewees.

Findings highlight the prevalence and psychological appeal of online misogyny among children
exploring digital media environments, with specialists emphasising insecure, frustrated,
and marginalised boys as especially susceptible to mimicry.® Extreme online materials were
considered increasingly present and linked to children and adolescents’ favourite platforms and
devices, with interviewees particularly concerned about their promotion of extreme - and at
times undemocratic and regressive - offline conduct and ideologies for the purpose of obtaining
social validation and appreciation from peers. Moreover, our study uncovered concerns about
children’s engagement with digital media technologies concerning the normalisation of online
hatred and misogyny. This included misconceptions about how children routinely interact
with and think about digital media technology when exposed to influential cultural figures,
like Andrew Tate.” ® Social cognitive theory provides additional context here, as it posits
that children imitate behaviours they observe in influential media figures, especially if those
figures appear rewarded for their actions.” Within these sociotechnical contexts, participants
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stressed the necessity to work collaboratively with private technology companies to develop
monitoring and preventative measures specific to early childhood exposure. Furthermore, our
research underscored the necessity for interdisciplinary collaboration and innovative research
methodologies between terrorism and extremism studies and cognitive psychology to better
understand the effects of early childhood exposure to online extremist materials. Finally, we
bring together a set of policy and practice recommendations from our expert interviews,
centring digital media literacy in schools, community and parental discussions about child
online safety, incentivising companies responsible for products used by children to implement
age verification and advanced moderation policies, and supporting localised figures in children’s
communities alongside child psychologists, social workers, and childcare workers. Elucidating
the existing knowledge gaps, and research and policy-making challenges, this article contributes
a series of professionally informed insights and recommendations to protect children from
the influence of extremist materials online. However, it is important to emphasise that the
policies and practices recommended are outcomes derived from our analysis of interview data
and were directly informed by our findings. Such outcomes are intended to advance research
concerning the nature of the relationship between younger users and extremism online, in
addition to expanding the community of stakeholders through implementing guidelines and
recommendations that address the realities of early childhood exposure. Notably, however,
findings suggest that current school systems and curricula lack comprehensive prevention or
counter-measures against growing exposure to extremist content in child settings.!® !

Literature Review

Theemergenceofsocialnetworkingtechnologies,thedevelopmentofonlinegamingcommunities,
and the associated evolution of digital youth subcultures have created circumstances where
children are more likely to encounter extremist materials.'> Recent studies on the “pathways”
of “online radicalisation” highlight the differences between patterns in online social behaviours
in correspondence with advances in social networking technologies.!* Terms like “organic”
and “strategic” are progressively used to distinguish between digital media environments
that stimulate young people to pursue or become incrementally receptive to online extremist
materials, and whether digital media environments are deliberately or intentionally used as a
“tool” for disseminating extremist messaging and engaging in recruitment. For instance, within
the context of extremist content in online gaming communities, “organic gaming”'* occurs
when individuals involved in online gaming communities are exposed to or are influenced
by extremist materials through gameplay interaction.’> On the other hand, “strategic gaming”
comprises a conscious effort to instrumentalise online gameplay, architectural designs, and
digital media applications to disseminate ideologies and recruit audiences online. For example,
customising content containing ideological messages and exploiting the games’ communication
systems to propagate and introduce custom-made materials in online gamer conversations is an
example of strategic gaming.'® Emerging research that has conceptualised organic and strategic
approaches has importantly emphasised the dynamic and fluid interplay between gaming
subcultures and problems surrounding identity fusion with radical ideologies, rather than
simply problematising the game in and of itself.” Similarly, there seems to exist consensus that
the Internet acts as a catalyst or facilitator, far less as a driving casual factor, for radicalisation.!®

Social media and online gaming companies have also been identified as fostering a significant
vulnerability for children exposed to extremist content through their use of “dark patterns.”*
Dark patterns refer to manipulation techniques employed by software developers to encourage
prolonged engagement with their products. Examples of these tactics include countdown timers,
hidden costs, “endless treadmill” mechanics, and low privacy settings, among many others.?
These techniques are designed to exploit the limited ability of children to discern manipulative
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information, thereby “nudging” them to continue engaging in online activity for extended
periods. In 2019, the United Kingdom enacted the “Age Appropriate Design Code”, referred
to as the “Children’s Code”, which established standards for online services to follow since its
implementation in September 2021.2! This code aims to enhance youth safety and protect data
privacy by mandating differential data processing for users under the age of eighteen. Specific
measures include the removal of auto-play features for children and default privacy settings
on accounts that are used by those under the age of eighteen.?? The Age Appropriate Design
Code has had a global influence, prompting similar policy developments in Europe, Canada,
Australia, and California.?> However, compliance is not universal. For instance, TikTok faced
accusations of permitting children under the age of thirteen to create user accounts without
parental consent, extensively collecting their data, and refusing to delete this data upon request
from the child or their family.?* Overall, social media platforms offer different affordances and,
therefore, facilitate radicalisation and extremism in differing ways.?®

Itisunclear the extent to which children are being intentionally recruited in online environments
when compared to other age demographics, such as adolescents and young adults. Investigative
news reportingrelated to this problem has speculated the role thatinfluencers and technological
platforms play in “radicalising” children. For example, a nine-year-old boy was supposedly
recruited by his older brother, who introduced him to online “right-wing extremist” gaming
communities.?® Another case concerned two children aged nine and ten who had watched
TikTok videos of influencer Andrew Tate and - as the report suggested - encouraged these
children to demonstrate “toxic masculinity” in classrooms, such as victimising other children
in the classroom, especially girls.?” In the same reporting, teachers were interviewed and had
expressed their insecurities concerning the increased presence of misogynistic behaviour
and the behaviours’ perceived implications for the children’s worldview in early education,
in addition to degrading the school’s overall atmosphere and intergroup dynamics between
genders.”® In the United Kingdom, another report illustrated similar circumstances where
children were officially referred to the Prevent programme, owing to their expressions of
misogynistic behaviour in schools.?

Irrespective of news media publications reporting on this phenomenon, there remains a
substantial empirical component missing in our examination of early childhood exposure to
online extremist violence.?® Certain countries are witnessing a decrease in the average age of
those individuals who have observed violent extremist material online.?! For example, Waldek
and colleagues asked young adult Australians - aged eighteen to twenty-four years - their
feelings and encounters with such content while online, highlighting how interviewees were
exposed to the Christchurch far-right terrorist attack: either the full livestream or partial clips
of the livestream footage in 2019.3* A large-scale survey of 25,142 European children aged nine
to sixteen revealed that exposure to pornography (21 percent) and violence (18 percent) were
the most frequently reported online risks, with social networking sites and gaming platforms
as the most common sources of exposure. Gaming platforms, in particular, were associated with
violent content, which accounted for 39 percent of the risks identified within those spaces.?
Anecdotal findings shared during a Radicalisation Awareness Network round-table conference
similarly pointed to Dutch children who watched footage of the Christchurch attack and were
exposed to racist online content on TikTok.>* Furthermore, Rousseau and colleagues recently
found that sympathy for violent radicalisation had decreased in age amongst high school
students in Quebec (Canada).?®

In tandem with other social networking technologies, networked online gaming communities -
referred to as “online gaming ecosystems” - are increasingly identified as environments where
young people can be dangerously exposed to online extremism.*®* Communities circling online
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gaming are considered particularly accessible, yet relatively opaque and semi-public spaces
where children can - often unsupervised and at their convenience - create and manage private
conversations and experience emotionally salient social encounters that are difficult to monitor
or moderate externally.?” Analogous to cyber grooming for sexual abuse (or “sextortion”),
groomers purposefully narrowcast to potential recruits in online gaming communities,
targeting vulnerable populations like children.?® Recruiters identify specific groups of people
to target their propaganda, and in the case of younger audiences, recruiters can tailor their
messages by imitating youth cultural themes and aesthetics, including humour, meme culture,
satire, as well as pessimism, normalising the content’s extreme ideological undercurrents.*
Targeting younger audiences is comparable to targeting older audiences as a developmental
strategy for growing extremist communities and other criminal activities.*°

[tis worth remembering how the self-styled Islamic State of [raq and Syria intentionally targeted
young children and adolescents during their virtual propaganda campaigns. One central tactic
was manufacturing adulterated gameplay footage from the videogame titled “Grand Theft Auto
V” to appeal to children and adolescents.*! Research indicates that certain religiously-motivated
violent extremist groups and white supremacist groups have been producing extremist video
games since the early-to-mid 2000s.*> Combined with online gaming’s interactive design,
such technologies efficiently facilitate the socialisation between players and empower online
extremist beliefs to germinate during gameplay. These recruiters regenerate game-based
iconography and migrate between messaging applications, social media platforms, and online
gaming platforms to build new recruit networks to communicate their ideologies amongst
an increasingly younger viewership.*® These dynamics can facilitate a technological milieu
where connections are made, commitment can be demonstrated, grievances can be directly
communicated and contended with, while children potentially develop “alternative identities”
and extreme worldviews in response.*

For example, during an investigation of two male children aged twelve in Germany, Koehler and
colleagues described how these children were groomed by online recruiters through gameplay,
having publicly displayed right-wing extremist symbolism in their profiles on the online gaming
platform Roblox.*® The recruiters ushered the children into adjacent far-right Discord servers,
where they were subjected to further ideological indoctrination, such as being exposed to anti-
Semitic and neo-Nazi digital propaganda. The influence these handlers had on these children in
establishing an emotional dependence was what the children likely experienced as “friendship”
or “belonging”.*® Moreover, these children were too afraid to endanger their “bond” with their
handlers, diligently following their groomers’ instructions, such as performing the Hitler salute
during school. The two children’s cognitive openness was combined with the technologies’
ability to facilitate their respective social and emotional integration with their recruiters, giving
the children a sense of meaning and purpose. Furthermore, Koehler and colleagues noted that
the children believed such social and psychological qualities were missing from their everyday
lives, which were otherwise characterised by bullying and family conflicts.*” This aligns with
existing literature that documents the direct impact of social rejection on children’s preference
for antisocial and violent media.”® This case highlights the significance of Valentini’s “onlife”
concept, where hybrid interactions between online and offline realities can lead to a continuum
of behavioural adaptations owing to the child’s indoctrination, like translating the groomer’s
online instructions into maladaptive actions (e.g. Hitler salute) in public spaces.*’

Emerging research has further examined the dynamics of online radicalisation among children
in school and household settings. Caton and Landman conducted a school-based study involving
children (eleven to sixteen years old) with learning disabilities, parents or caregivers, and their
teachers.>® Although the children had a general understanding of the grooming process that

Perspectives on Terrorism 68



Vol. XIX, Issue 1 - March 2025

facilitates online extremist recruitment efforts, their parents and teachers expressed concerns
about the children’s vulnerability to interacting with strangers in cyberspace, challenging their
children’s maturity and capacity to think critically when connecting with unknown persons in
unsupervised settings. Additionally, parents and educators highlighted their own challenges
to guarantee their children’s safety. In a similar vein, Brisson-Boivin highlighted that youth
intellectualise components or processes of online radicalisation when asked about these
topics by adults or teachers, but youth are generally uncertain about how to respond to online
extremist material or advances from recruitment when on their own.*!

This is worrisome, considering surveys of children and young people have frequently
demonstrated that youths are exposed to racism, hatred, and extremist ideology while in
cyberspace. The German JIM study found 43 percent of all respondents aged twelve to nineteen
experienced exposure to extreme political views, 43 percent were exposed to conspiracies, and
35 percent to hate messages while online.? In a pan-European study of nine-to-sixteen-year-
olds (n=10,000), participants reported a range of risks that concern them on the internet.>®
The researchers found that pornography (22 percent), cyberbullying (19 percent), and violent
content (18 percent) were at the top of young people’s concerns.>* Another survey of Canadian
youths aged twelve to sixteen years old (n=1,000) found that while reporting encounters
of extremism or hatred online was considered important, there remained a considerable
proportion of participants that were hesitant to record reflections about their encounters with
extremist materials online. Their reasons for not reporting encounters varied, such as fears
of making the situation worse, having a scarce understanding of whether the content they
were exposed to had warranted a report, and believing that reporting their online encounters
will not effectively translate into actionable outcomes.>® Nonetheless, the youth preferred two
approaches to responding to online hate and extremism: (1) either stop communicating or
prevent the producer from communicating (i.e. blocking) further online hate; and (2) engage
their parents or caregivers about their experience.

Lastly, law enforcement agencies from Australia, Canada, New Zealand, the United Kingdom,
and the United States have recently published a call for collective action, highlighting the
vulnerability of minors towards radicalisation and recruitment by violent extremist and
terrorist groups especially within online environments, discussing several country-specific case
studies, and offering recommendations for a whole-of-society approach.®® Collectively, these
agencies stress the need for stronger multi-sectoral collaboration between law enforcement,
security, government agencies, the education sector, mental health and social support services,
communities, and technology companies to thwart youth radicalisation to violence while also
highlighting support systems in the respective countries.

Methods

To better understand the effects and possible preventative measures related to early childhood
exposure to online extremist materials, this study conducted semi-structured interviews
with experts, practitioners, and policy-makers (n=8). Interviews took place from July until
September 2023, using a mix of deductive and open-ended questions, as well as probing and
technical questions. Semi-structured interviews provided interviewees the freedom to express
their experiences conducting research, producing policies, or practising in community settings,
without restricting perspectives to a predetermined set of questions. All interview questions
were shared with the interviewees prior to the meeting,.
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We used purposive sampling to invite eight experts from various sectors, including academia,
frontline industries, practitioners in P/CVE organisations, and government agencies. Together,
interviewees from Australia, Canada, Germany, the Netherlands, and the United Kingdom were
included in this study. Informed consent was obtained prior to meeting each interviewee. All
interviews were conducted and video- and audio-recorded via Zoom Video Communications.
Interviews occurred for approximately 45 to 90 minutes. Interview transcripts were
anonymised and transcribed verbatim using NVivo transcription software. Pseudonyms
were used to de-identify the data and maintain confidentiality. Data analysis followed Braun
and Clarke’s six steps to reflexive thematic analysis, with codes developed in relation to the
research questions, resulting in the identification of overarching themes, iteratively informing
subsequent interviews, and establishing differences, commonalities, and nuances between
interview data.”

While we understood that children undergo the changeover from childhood into adolescence
at varying ages and in various ways, we designed our methodological approach by defining
children as persons between the approximate ages of seven to thirteen. However, because
children and adolescents are influenced by digital media environments in complicated and
emerging ways, and because exposure to online extremism is of increasing interest, particularly
when it involves the experiences of youths, certain questions were left unanswered within the
interview timeframe and remain unaddressed. For example, in responding to the question: “to
what extent are children and adolescents exposed to extreme ideological materials online?”
certain interviewees concentrated their responses on components of the question (e.g.
reflecting on the likelihood of exposure in specific communities) or alternative populations
(e.g. reflecting on likelihood of exposure among children when compared to recent research
on adult exposure) because of their former experience or current interests.>® It is important
to acknowledge that the implications of this research are preliminary, and the general
trends in scholarship on child exposure to extremist content online will continue to evolve.
For instance, while all policy and practice recommendations reiterated here underscore the
vital role of future research and organisational policies addressing the intersection of online
extremism and children’s exposure, such suggestions may not have undergone critical review
or undertaken developmental assessments through multi-stakeholder dialogues and multi-
sectoral collaborations. Suggestions are derived from data analysis and are direct outcomes of
conversationswithinterviewees. Thislimitsthe generalisability ofthisstudy’srecommendations,
as suggested by our interviewees, and invites future researchers to contextualise the findings.

Results and Discussion

The following section presents the six overarching findings from our thematic analysis of the
semi-structured interviews: (1) Vulnerability; (2) Significant Others; (3) How and Where; (4)
Effects and Consequences; (5) Disciplinary Boundaries and Collaboration; and (6) Policy and
Practice.

Vulnerability

Participants highlighted the need to understand children’s vulnerability to ideological imagery,
symbolism, and sentiment while interacting with strangers online. Participants described the
threat of misogynisticand manospheric contentas a “soft entry point” into ideologically extreme
communities for children. For example, the prescriptive nature of misogynistic materials
among popular social media and online gaming platforms was considered attractive or striking
to children - mainly male children - with anti-social propensities, interests, frustrations,
insecurities, ignorance, and other social grievances characteristic of disenfranchised young
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men in the manosphere. Experts forecasted that misogynistic content common to manospheric
movements online would become more available and more familiar through influencers on
social media. For instance, interviewees had speculated that an incremental introduction to
themes and personalities within the manosphere would evoke “positive associations” between
“six-year-old” children and influencers such as “Andrew Tate”. As one interviewee described:

And she [teacher] kind of had to make sure (...) that they kind of have an understanding of
who this person is [Andrew Tate] because you can imagine other people, you know, Goog-
ling what is this name? Wanting to learn about it, or even if just the encounter later, they
already have the familiarity. And so, familiarity can breed the trust. (...) it’s kind of like
sowing the seeds of harm among like a six-year-old kid, which I found pretty shocking.”
(...) “even just like hearing the name Andrew Tate early on as part of a (...) meme that you

found enjoyable, you know, there’s a positive association there.

Experts suggested that children are also especially susceptible to adopting the ideological
qualities of online materials they are exposed to, including characteristics and demeanour
of the personalities. Whether this be misogynistic materials or a significant cultural figure
like Andrew Tate, experts described the danger of extreme ideologies when partnered with
additional markers of authority, such as the number of “followers” or its presence on popular
social media or online gaming platforms readily available to children.

Other respondents focused on the psychological appeal - the desirability, suitability, and
attractiveness - of extremist materials. Simplistic thought processes represented in such
materials were considered potentially persuasive to children at their stage of psychological
development, including the way materials construct a persistent enemy or embolden hyper-
reductionist obsessions with something or someone. For example, extremist ideologies or
communities that appeal to children’s lifestyles using popular subcultural symbols printed
on clothing or referenced in music to facilitate the child’s identification with ideological
assumptions therein. Interviewees highlighted the persuasiveness of these strategies because
of children’s sensitivity and underdeveloped capacity to negotiate their social status, reaching
out to external - material or virtual - representations of social value to “fit in with their peers”.
As several interviewees noted, implicit in this is the tendency for ideological materials to
incrementally enter digital media environments. Rather than being rapidly inundated with this
material, this titrated exposure works to gradually increase the normalisation of hatred and
decrease children’s “moral resilience” over time. As one interviewee described:

the nature of exposure is largely like second-hand smoke. You know, you're exposed in so
many ways to everyday racism and every day, you know, structural sexism, structural ra-
cism, the structural discriminations of so many kinds that their exposure to actual violent
extremist ideological content might be lower. But this sort of everyday exposure to these
types of discriminations at a less extreme level...I would suggest it probably lowers their
resilience to what could then lead down the road towards a violent extremist ideological

content.

Mainstreaming extremism in this way, children and adolescents were referred to as
“intermediaries” between common political contentand more extreme ideological communities.
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Combining familiar features from children’s much-loved social media platforms or online gaming
communities with controversial conversations or inflammatory content was hypothesised to
increase children’s vulnerability to online extremism and recruitment. Interviewees noted that
this combination of platform design, taboo extremist ideas, and the capacity to interact with
these features anonymously and without supervision was described as an overstimulating
environment that significantly heightened the risk of ideological indoctrination. One
respondent referred to this environment as “identity fusion” among children who develop a
visceral impression of belonging to the online gaming community, behaving in unprecedented
ways socially and culturally to obtain and maintain social status, and to address emergent
psychological and physiological challenges during the child’s transition into adolescence.
Research supports this, indicating that identity fusion, particularly in gaming spaces such as
Call of Duty, is strongly associated with antisocial outcomes like aggression, sexism, and racism,
especially among lonely or insecurely attached individuals.*® Another participant identified the
design of online gaming architecture as fundamental to building trust between children and
online strangers, such as when playing together on a “mission... to kill the dragon”. Subsequently,
respondents clearly differentiated that, while online extremism is not synonymous with
radicalisation to violence, the results highlight the importance of the sociotechnical context to
understand whether these digital media environments are facilitating cognitive openings or
facilitating maladaptive behaviours.

Other participants described intrinsic cognitive-psychological traits that influence children’s
interaction with online extremist content, including curiosity. For example, one participant
provided a rather constructive and counterintuitive observation about the potentially positive
(albeitaccidental) consequence of being exposed at an earlier age. During this participants’ own
professional research of young adults and online extremism, the young adults described that
their curiosity somewhat insulated them from its harm and, instead, fashioned motivation to
better comprehend its character through higher education. Subsequently, this finding signifies
the probability that some experience in childhood development can reassure a child that their
exposure to such content is not entirely or irredeemably harmful, but another object or reason
to be inquisitive without becoming radicalised.

Some interviewees indicated that children who face certain adversities and traumatic
experiences may be particularly sensitive to invitations - whether well-intentioned or
malevolent - to be a part of a community offering social belonging. One expert suggested that
children who experience offline challenges and lack digital literacy are more likely to pursue
online connectivity. Another respondent suggested that teachers and parents who are ignorant
of the possible harms of online extremism, as well as an absence of protective measures in the
child’s social media or online gaming platforms, can also increase their vulnerability. Among
other participants, a significant risk factor revolved around the lack of digital media and gaming
media literacy among teachers, parents, and the child’s local community. As one participant
suggested, “I think the biggest risk factor is the lack of gaming media literacy in parents and
teachers.” Another respondent noted that children are more predisposed to be introduced
and exposed to online extremism if their parents are participating in such communities.
This highlights the importance of digital media safety and literacy within and across familial,
community, and educational settings.

Promoting community engagement and parental discussions about child safety online is
subsequently critical. For instance, recent scholarship has suggested a “two-step decision tool”
for monitoring children’s technology use.® In the first step, parents monitor their children’s
reactions to games, websites, and apps, watching for signs that their attention is being “co-
opted”, “out of control”, and “not self-directed”, as it otherwise would when engaging in activities
such as building blocks, painting, or storytelling. The second step recommends that online
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activities be community-supported. This involves a parent or community member discussing
the child’s online activity with them, allowing the child to demonstrate their ability to share and
explain their reasoning while online. Ideally, this caregiver could then deliver some follow-up
experiences to further reinforce learning and positive online engagement.

Significant Others

Findings underscored the ways in which cultural figures and community members represent
influential role models in children’s lives. Respondents unanimously underlined the importance
of “influencers” and how their parasocial relationship® can dramatically affect children’s
behaviour and worldviews.®? Participants often referenced the recently notorious influencer
Andrew Tate’s captivating presence in children’s digital media digests, as well as his potential
to be a disruptive and hostile subject for teachers involved in classroom discussions about
the influencer’s “conviction” in manipulating children. Despite the combustible nature of Tate
airing in classroom discussion, participants worried whether - if such topics of conversations
are neglected by teachers and parents - the children’s “curiosity” and “concern” may otherwise
be unaddressed, leading them to further seek an audience with virtual communities who are
willing to broach Tate, or other controversial online personalities. Respondents described how
an influencer’s contrarian dynamic may intensify the preconditions for building trust with
children who - in seeking seclusion from local communities —- may find opportunities to connect
with them. For example, children may suppose the influencer has authentically appealed to
their curiosity and expressed their concerns more than people in the children’s community
or daily lives. This parasocial relationship allows influencers like Tate to display themselves
as “trusted sources of expertise” and offer “explanations” for grievances unbeknown to the
child prior to being exposed to their content. When influencers present authority, authenticity,
and charisma, the respondents suggested that children may no longer feel entirely comfortable
freely expressing their influencers’ opinions publicly, if their parents and community figures do
not understand or agree, developing their parasocial relationships in isolation.

When providing a formulated lifestyle and social philosophy to children sympathetic to authority
and certainty, almost all interviewees recognised the naivety of children who are exploited in
influencer relationships. Children may not understand that influencers may have profit-seeking
intentions and something to gain from grabbing their attention and turning unbridled childhood
“emotion” into more user engagement. Experts expressed their worry that this influencer
phenomenon is beginning much earlier than expected in childhood. One interviewee recounted
an incident where Tate’s misogynistic rhetoric was expressed in the classroom among six-year-
old children who directly referenced Tate’s online content. Notwithstanding the fact that the
children “had no idea who [Andrew Tate] was or why he was currently culturally significant”,
the participant described “online misogyny” as a mimetic resource for gaining social approval
with disorder and playful antagonism. It is important to highlight that not all influencers intend
to cause hostility in children’s classrooms, but more likely, most influencers are incentivised to
learn how to construct online communities with a general psychosocial appeal to attract larger
audiences and, subsequently, unwittingly encircling children in their lure. What was common
among interviewees was the challenge of meaningfully addressing struggles among men and
boys in contemporary culture and politics, with one participant suggesting that children, too,
are taking aid from digital media technologies to explore complicated subjects like: What is a
man? What is masculinity? How do men and boys think and feel? How should men and boys
express their thoughts and feelings? Several experts suggested there is a general scarcity of
awareness and understanding among community leaders and key stakeholders in this space,
raising many problems without sufficient evidence or tools to inform change.
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Collaboration with teachers was considered essential to mitigating the effects of online
extremism among children and adolescents. While investing in teacher training and community
education was offered as an obvious stepping stone to progress, participants highlighted the lack
of curricula and pedagogical initiatives that focus on children’s vulnerabilities and strengths
when negotiating complex political and controversial social topics. The absence of pedagogical
architecture on this issue was suggested to be the consequence of a dearth of engagement
with and research on teachers themselves, understanding the extent of teachers’ knowledge in
areas of online extremist subcultures, making educational and curriculum initiatives difficult
to design. Seeing as there are few support mechanisms or much previous literature to build
upon, one interviewee commented on the challenges of erecting this educational program:
“You start from scratch.” Instead, pedagogies, such as inquiry-based learning, open the space
for students to share their reflections across the curriculum and present educators with a
unique opportunity to help guide student conversations. This would then serve as a baseline
from which P/CVE programs in primary or secondary schools allow spaces for the candid and
controversial conversations needed to effectively address extremism.®

Despite these challenges, interviewees noted that the need for greater education on this topic
is growing, with teachers reporting increased rates of children being targeted with extremist
materials and rhetoric online. Furthermore, most experts reported their concern for the
deficiency of knowledge and awareness within schools generally, highlighting instances where
parent-teacher conversations sometimes degenerate into accusations of the other’s inability to
supervise children’s online activity or comprehend the risks associated with extreme ideological
content. As one interviewee stated:

I think especially educating teachers that the problem is not the content of the games, but
the communities that form around them. Like they’re still think some of them have that
kind of older school model where they think about like the harms of video games in terms of
like the content instead of No, it’s actually like the communities that build up around them
and the toxicity there. And yeah, so just getting them to understand like where, you know,
where the problem is actually located could be really useful.

A striking observation was that although none of the interviewees directly engaged parents,
they acknowledged this is a significant gap in the communities’ defence against extremism
online. Despite parents’ lack of involvement or awareness of initiatives concerning their
children’s protection against online extremism, most participants recognised that parents
play an immense role and - in addition to teachers - also need advanced digital media skills.
Interviewees hence highlighted the necessity for future research to include parent populations
to understand their knowledge boundaries on online subcultures. One participant highlighted
the potential of parents to unwittingly introduce racist, hateful, and extremist ideologies to
their children through imitation in family contexts, which in turn emphasises the position of
teachers and the school system to lead these conversations about extremism online.

How and Where

Findings highlight the nature of sociotechnical contexts where children are exposed to extremist
materials and how these contexts are changing their means of exposure. The proliferation and
accessibility of digital media technologies in contemporary society have resulted in children
exploring potentially threatening online communities from a younger age. Participants
emphasised the diversity of digital media environments and the range of extreme ideological
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materials that children are believed to engage in on a routine basis, with one interviewee
insisting: “Well, when it comes to children being exposed to extremist content online, I think
there are a lot of different options.”

For example, participants named particular social media platforms, including Facebook (or
Meta), Metaverse, TikTok, and Twitter (or X), as well as specific video streaming platforms,
such as YouTube and Twitch as mass news distributors, who - at times - broadcast terrorist
propaganda, such as from the so-called Islamic State and the Christchurch terrorist attack in
New Zealand. Additionally, online gaming platforms and adjacent communities - Roblox, Discord,
Call of Duty, Steam, and Minecraft were mentioned frequently. Participants often focused on the
prevalence, accessibility, and potential harms caused by mainstream gaming platforms, such
as Roblox, and alternative gaming programs designed to spread hateful rhetoric and extremist
sentiments. As one interviewee described:

It’s not on the immediate surface, but pretty much as soon as you start scratching below
that surface, you're going to find...it. So, while ... gaming adjacent spaces are pitched as
being for children and they were designed to be for younger age groups, they still harbour
this type of ‘people content’..So, Roblox is a good example because it’s not that Roblox is
putting Nazi prison guard content out there. It’s that a user of Roblox is able to go into the

Roblox game and build that environment themselves.

While the design features and operative functions of online gaming platforms was concerning
to participants, interviewees often concentrated on the “toxicity” of online communities that
revolve around gameplay or social networks. For interviewees that are first responders, this
highlighted the importance of the nature of the interconnection between children and online
communities, rather than the specific subjects embedded in online materials.

This raises a question in terrorism and extremism studies more broadly: how can we distinguish
between the influence of “unhealthy” or “distasteful” communities and the dynamics of
intermittent messaging between peers or influencers that are considered “extremist”?
Participants agreed that communities that perpetuate “low self-esteem” and “bullying
dynamics” to encourage children and adolescents to engage in online extremist conversations
can be dangerous and should be subject to online harm prevention measures. However,
such communities or individuals therein may not necessarily be “extremist” themselves or
necessitate counter-violent extremism interventions. For instance, the manospheric online
space - a loosely affiliated network of digital media platforms and communities which
encompass controversial political, social, and cultural issues about masculinity, men, and boys
- may introduce children to various authoritative and (ostensibly) knowledgeable figures
who supposedly provide “explanations” on how to overcome personal challenges thought to
primarily affect men and boys. And while characteristic of certain manospheric movements
are online extremist materials and communities who do perpetuate violent extremism, not
every person or space in the manosphere is “extremist”. For instance, interviewees suggested
Jordan Peterson had established an ideological gateway toward extreme misogyny and male
supremacy, but acknowledged Peterson offered - albeit “questionable” and “concerning”-
advice and guidance to a much wider population of misguided young men and boys.®* ¢ This
finding highlights the importance of understanding exactly how and where the level of concern
transverses such communities.
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For example, the concept of ‘Fringe Fluidity’ may be an important avenue for future researchers.
Global currents of extremism materials now stream across social platforms cohabitated by
communities who - once distinct - occupy overlapping areas of the virtual landscape. Users and
materials at the fringe of these communities are now systematically introduced to users and
materials in a corresponding fringe. Online representations of ideologies in these communities
are well-documented in the field. Gartenstein-Ross and Blackman - who coined the term
- identified that terrorism studies needed to better understand enabling environments and
support structures that assisted “the various journeys through which people embrace violent
extremism.”®® Though Gartenstein-Ross and Blackman and later Ganor suggested common
denominators may provide avenues for convergence, such as revenge, glory, call to action, or
emergency, many unanswered questions remain concerning how and where the convergence
occurs online and especially regarding children.®’” Technological affordances offer channels
of communication where children may be transported away from social networking or
online gaming communities unaffected by extremist materials and toward concerning online
chatrooms where extremist content is prevalent. Interviewees believed the dissemination of
extremist materials through sociotechnical systems - such as “personalisation” algorithms and
“share” functions - represented a “ripple” or “network effect” where exposure spreads rapidly
and may unintentionally be passively presented to children in an adjoining online community.
Interviewees identified “network features” that likely contribute to this phenomenon, such
as “voice chat” and “text-based chat communication” during a “team-based” interaction with
strangers in “open online games.” Some respondents suggested consulting specific individual
communities to moderate their own cultural space. This was suggested to be customary for
administrators on Redditto moderate conductand encourage their communities to self-regulate.
Alternatively, other experts emphasised the necessity for researchers to initiate conversations
with people responsible for designing and implementing such protective measures at social
media companies and online gaming companies, so as to share knowledge and technical
expertise to mitigate the likelihood that young viewers are affected by online extremism
existing underneath the terms of service thresholds currently in place or overwhelming content
moderation efforts.

Effects and Consequences

Findingsindicated the dearth of evidence regarding psychological or physiological consequences
of early childhood exposure to extremist materials. Two participants provided anecdotal
evidence of two incidents having involved children who expressed thoughts or feelings related
to extremist ideologies following their presumed exposure. One incident involved a child
making an anti-government comment during a classroom discussion (i.e. “calling for the death
of the Prime Minister”). In the other example, a male child was alleged to have been “punched
in the face” by a female child, but the student’s motivation was unknown. Nevertheless,
almost all interviewees suggested there were significant potential social and psychological
effects from exposure and claimed incidents of hate-motivated rhetoric and behaviours were
becoming more frequent (though no other incidents were presented or discussed). When
asked, participants struggled to identify psychological conditions thought to manifest after
exposure, suggesting that based on cyberbullying literature, children have the potential to
develop “anxiety or depressive disorders” from observing ideologically extreme and hate-
related extremist content online. Regarding sociological effects, some respondents suggested
that the specific outcomes would likely correspond with the type of ideological materials
being viewed online. For example, interviewees speculated “siege culture”®® may embolden
children’s interest in extremist ideologies, or “manospheric culture” may encourage children
to normalise homophobic narratives.®® Seeing as almost all respondents indicated they were
unaware or unable to specify the psychological or physiological effects of exposure, addressing
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this knowledge gap requires a nuanced understanding of the underlying propensities and
motivations of children’s cognitive-psychological dynamics, in addition to the character of the
ideological contentobserved. Drawing on existing research on the psychological effects of violent
media exposure in adolescents and adults offers an empirical foundation for understanding the
impact of exposure to extremist materials in the future.”” Building on these insights, future
research should focus on how exposure to extreme forms of media specifically affects younger
children, accounting for their unique developmental needs and capacities.

Furthermore, several study participants described how risk is manifest in the way children
move from engaging in an online game or with social media materials to interacting with
the wider social community or group around it, stressing that susceptibility towards online
harms lies in certain interactions that can be manifested within social online communities and
semi-public spaces. Although empirical research on this acute dynamic is by and large absent,
critical observations are beginning to evolve in the form of case studies, systematic reviews,
and discussions.”! For example, although not focused on children, Hassan and colleagues
repeatedly found that exposure to radical violent online material can encourage or advance
violent extremist acts, opinions, and motivations among younger demographics.”?

Disciplinary Boundaries and Collaboration

Findings strongly highlighted the methodological and institutional barriers to research.
Interviewees identified several pragmatic problems pertaining to timing research with
schooling systems and teacher timetables, such as collecting data in school semesters,
in addition to difficulties in finding channels of communication when recruiting study
participants, particularly parents where such contact was considered “unreliable”. Ethical
sensitivities when studying vulnerable populations, such as children, political sensitivities
when conducting research on “violent extremism” in schools with public reputations, and
the consequences of the pandemic lockdowns, among other legal requirements, significantly
constrained access to children or blocked scientific research entirely. Engaging with parents
was generally considered difficult, particularly among seemingly apathetic parents who “don’t
care” about online safety or online harm. One participant stated their unwillingness to engage:
“the parent-child relationship is something that we don’t really get into too much because it is
too contentious.” This is problematic as participants and the literature suggest the importance
of offline experiences in contributing to children’s vulnerability to online extremist content.
However, due to limited access to lifestyles, the participants were generally unsure of what
was “missing” from children’s lives to feel compelled to engage in extremist conversations.
Regardless of the possible effects, findings highlight the difficulties that prevent researchers
and policy-makers from probing children’s exposure to online extremism, resulting in - as one
participant stated - “the nature of exposure is therefore unknown.”

Aside from accessibility to school communities, interviewees noted the difficulty in documenting
“intentionality” in online extremist communities that are allegedly narrowcasting to children for
indoctrination and recruitment purposes. Respondents suggested the ambiguity of “groomer
offline identities” is - due to both age and identity verification on social networking and online
gaming platforms - being largely absent. This represents a major obstacle to understanding
“whether extremist groups are actually strategically talking to children or whether it is more
opportunistic.” Thissuggeststhatscholarsprimarilyuseindirectmeasurementsof“intentionality”
on a case-by-case basis. As a result, the interviewees in this research wondered whether and
to what degree components of these digital media environments facilitate childhood exposure,
such as what degree is target vs organic recruitment facilitated by gaming infrastructures and
unintentional exposure due to social media algorithmic selection applications. In addition, and
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depending on the measurements taken, expert assessments concerning the seriousness and
danger of exposure can be significantly different, as some noted that the problem of online
recruitment of children is considerable and should be of more concern to others, while their
colleagues suggested recruitment among children “is relatively low” and not the “main concern
with gaming networks.”

Evidentinalmosteveryinterview was the boundary between disciplinary domainslike terrorism
studies, media and communication studies, education, child developmental psychology,
and cognitive-psychological sciences. Almost all interviewees overwhelmingly highlighted
the scant interdisciplinary collaboration with cognitive-psychology sciences in general
and child developmental psychologists in particular. While almost every participant voiced
their intuitions about the cognitive-psychological consequences or assumed developmental
trajectory of children and adolescents, experts often punctuated their speculation with a
comment acknowledging the limit of their disciplinary knowledge was reached, including:
“But, I'm not a child psychology expert, so I'm not qualified really to answer that question.”

Thedearth ofcognitive-psychological scienceand child psychological expertisehasconsequences
for how participants conceptualised the importance and influence of developmental stages in
correspondence with children’s vulnerability or the effects of exposure to online extremism.
Regardless, qualities or processes pertaining to child neurological and psychological
development were considered to be foundational to understanding their vulnerability to

n «

online extremism, such as “distorted cognition” and “deficits in abstraction”, “rational thinking”,
“maturity”, “empathy”, “prudence”, or capacity to regulate status seeking or risky behaviour
during socially and psychologically exploratory phrases of their life. One participant noted, for
example, that children’s identity and validation are of primary importance, meaning that their
neurological plasticity and degree of impressionability are at their assumed maximum (referred
to as “sponge”-like), which leaves them considerably more vulnerable to the absorption of
online extremist content. Furthermore, children’s development and assumed sensitivities
were employed liberally in hypothetical accounts of the “online radicalisation process” or
“pathways” available to children. This includes the “obvious” significance of cognition in creating
justifications for indoctrination or violence among children, such as children’s incapacity to
“think critically” or “abstractly” defines their “decision-making process” when exposed to
ideologically extreme materials, or “neurodivergent” children especially vulnerable to online
recruitment. For example, interviewees suggested that an “autistic child” may experience
online gaming communities as an emotionally unintrusive environment, and such positive
social parameters increase their susceptibility to grooming strategies. These findings suggest
future research and policy initiatives ought to involve more interdisciplinary contributions in a
spirit of consilience, spanning natural and social sciences.

Such collaborations are thought to close the distance between researchers and children’s
understanding of what “extremist” actually means. One participant highlighted the broad
disparity between what researchers think extremism, in fact, ought to be and what children
believe extremism materials are. For example, when discussing extremist online materials with
youngadult participantsina previous study, one interviewee found their participants considered
imagery depicting animal brutality in nature as well as sexual violence to be “extremist material”.
These findings highlight the importance of placing aside terrorism frameworks to become more
acutely aware of what children and youth perceive online extremism to be in the first place. As
one interviewee highlighted:
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“as a terrorism academic, you can sometimes get caught up in your own area and think it
is more important than it actually is’, and because of this, “we often don’t see the stuff that

[young people] are finding extremist and even violent extremist.”

Policy and Practice

Findings highlight the importance of complex and multifaceted interventions across various
systems. Some interviewees described skill-based education that involves instructing school-
aged students in digital media verification practices to ascertain whether the information they
perceive online is likely to be true or false, then discussing the effects of their judgments with
teachers, for example. However, such interventions have been considered insufficient or even
misleading, when used narrowly to decrease children’s vulnerability to online extremism. For
instance,onerespondentbelieved thatrecentproliferation of misinformationand disinformation
campaigns had convoluted the meaning or purpose of the in-classroom verification practices in
the context of countering extremism on children. Furthermore, teaching verification practices
become more advanced when coupled with contextualisation practices designed to teach
children how to think about their place in the digital media landscape when assessing individual
bits of online content. As one participant proposed, children should be equipped with a level of
“healthy scepticism” about online materials.

Other participantssuggested that childrenbegin by improving theirunderstanding ofthemselves
and their involvementin digital media environments, recommending that children regularly self-
reflect on and monitor their digital media consumption habits. These “mindfulness” practices
- as some interviewees believed - developed a more mature sense of self-awareness and self-
regulation in consuming or confronting online extremist content. This includes pedagogies
to assist children in understanding how online games and surrounding communities can be
“highly emotional places” - “competitive”, “combative”, “arousing”, “hyper-stimulating” - where
their psychological safety, identity, and opinions can be significantly affected. Participants
understood self-regulatory practices to support children’s resistance against all manner of
pathologies related to online extremist content, with one participant suggesting cognitive
behavioural techniques holding a greater presence in interventions preventing online harm.

At the community level, one participant suggested a larger initiative to build trust between
children and their local community as a primary prevention measure, while another
suggested introducing community-oriented civic education or civic intentionality into
classroom discussions and curricula. Various participants suggested multi-level or cross-
sectoral approaches in order to bring together an audience of diverse stakeholders to engage
in constructive dialogues, raise awareness of technical solutions and social initiatives, and
specifically decrease the likelihood of harm caused by online extremism. One participant
recommended bringing together academia and law enforcement (e.g. “digital police officers”) to
collaboratively engage this phenomenon. Several highlighted the value of design interventions
during the production of gaming software, where software developers can implement designs
that are resistant to extremist exploitation into their online gaming platforms. Design-oriented
approaches to large-scale technological innovations were considered an important industry,
ideal to encourage multi-stakeholder meetings; with online gaming, augmented reality, and
virtual reality gaming platforms in continuous development, safety-by-design approaches are
likely to become an effective strategy for avoiding future online harms.

Additionally, several participants remarked that online gaming companies ought to be
increasingly aware of the implications of their platforms when cultural narratives are
manipulated for online extremist ends (e.g. ancient Nordic cultures and religions in the games
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“God of War: Ragnarok” and “Assassin’s Creed: Valhalla”). Participants also suggested mandatory
regulation and indexation to mitigate online harms around products used by children, such as
age verification filters on Roblox and Minecraft, for instance. However, none of the interviewees
advised on the exact measures or technical mechanisms required to ensure security across the
various demographics playing in - for example - online gaming communities. In answer to this,
respondents often encouraged greater collaboration with software developers, social media
companies, and online gaming companies. As one participant stated: “Why aren’t we there? We
are political scientists, criminologists, and social workers. We’re not game developers; that’s an
area we should look at, too.”

However, the historical stigmatisation of online gaming cultures makes the potential for
collaborationdifficult, especially when “interventions” areraised foryoung gamers. Respondents
cautioned about the nature of anti-gaming stigma in building relationships between those who
study online extremism and those who are potentially exposed to online extremism in online
gaming communities. One respondent was particularly vocal about exacerbating children’s
perceptions and opinions of their community as untrustworthy, irrelevant, and contradictory
to the community’s interests or country’s values. Pathologising children’s good-natured “past-
times” (i.e. video games) as a “pathway to online radicalisation” and a threat to national security
may create barriers to social and cultural progress, particularly because these interests are not
necessarily harmful in and of themselves. Additionally, by prioritising community-orientated
and institutional approaches, we effectively reposition the responsibility from individuals (e.g.
parents, teachers, and children) to “prevent” or “solve” online extremism, and redistribute
this burden to broader structural institutions of the Internet and wider societal institutions.
Regarding the latter, for some interviewees, this meant collaborating with community-based
organisations and secondary socialisation agents, such as kindergartens, early childhood
education,schools,social workers,andlibraries. These considerations are reflective of systematic
reviews of P/CVE measures and interventions that were recently evaluated internationally.”®

Accordingly, this study’s policy recommendations - that emerged from the results of our data
analysis - highlight the importance of future policies and practices when developed during
multi-stakeholder discussions and multi-sectoral approaches, including:

e Develop and make available pre-service preparation and in-service training programs in
digital media pedagogies and provide access to relevant information technology resources
within schools for educators and administrators targeting early childhood, primary, and
secondary school settings to raise awareness on online subcultures and enhance digital
media literacy.

e Expand the integration of comprehensive digital media literacy into early childhood and
school policies, curricula, and continuing education initiatives.

e Establish school-based awareness and support programs to foster open and authentic
dialogues among parents and caregivers regarding online contexts and the safety of
children’s online activities.

e Enhance the capacity of local community-based organisations to develop educational
campaigns and materials, focusing on empowering parents to guide their children in
navigating social media and engaging in digital communities, including gaming culture and
online misogyny within these spheres.
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e Improve and assess the efficacy of platform design elements such as age verification
measures, algorithm transparency, robust data protection policies, age-appropriate
features, and content moderation practices by social media and online gaming companies.
This should include greater effort to tailor terms of service agreements and community
guidelines to meet the needs of young children.

e Engage front-line practitioners, such as social workers and mental health professionals,
in initiatives supporting educators and parents in managing children’s online and offline
wellbeing and mental health.

e Create platforms for parents and children to share their experiences with online gaming
and social media with community researchers, fostering future research initiatives and
advocacy with policymakers for social change.

Limitations

There are afew limitations associated with this study. Readers should be cautious in generalising
the findings or recommendations presented in this study to their respective contexts and areas
of practice. Although interviewees note the variety of risks and the protective factors concerning
child exposure to extremist online content and underscore the multifaceted interventions
needed to tackle the issue, the findings and recommendations proposed ought to be further
contextualised and applied in future intersectoral research. Additionally, the relevance of the
recommendations in policy and (or) practice will be disproportionate to the context in which
they are applied and we cannot anticipate how contextual factors will alter the applicability of
one or another recommendation. The recommendations presented have considerable empirical
overlaps between theoretical literature and the professional experiences as referenced by
these interviewees. This investigation only interviewed adult experts who provided insights
and professional experiences regarding youth and children’s exposure to extremism online.
This study did not interview children or adolescents.

Conclusion and Outlook

This article offers a preliminary expert assessment of the effects of early childhood exposure to
online extremist materials. In reviewing key literature and conducting expert interviews, our
research reveals critical dimensions of the issue and normative aspects of online extremism,
stressing the psychological appeal and potential of extremist content to dually appeal to children
and adolescents organically including through algorithmic technology, as well as exacerbate
the frustrations in disenfranchised children and adolescents.

In bringing together the recommendations from the international experts who participated
in this study, there are a number of main themes to help guide research, programs, and
policymakers to better understand and address this still nascent area of concern. Overall, these
recommendations suggest a multifaceted approach, prioritising awareness and nuanced digital
media literacy training in schools and the wider community. Parental and teacher involvement
is a fundamental theme in what experts discussed, which could include monitoring of
children’s online activities, empowering children with critical competencies for informed risk-
taking, digital media use, and participation in networks of digital media environments. Greater
practitioner involvement - in particular social workers and child developmental psychologists
- was also a strong, common call among experts for supporting teachers and parents in this
endeavour. They also encourage local communities to collaborate in education programs and
safety workshops. Importantly, they also suggest that technology companies further invest in
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safety-by-design approaches, including considering age and identity verification measures to
enhance content moderation and security measures, in addition to producing terms of service
conditions and community standards for populations of children users. Study participants also
emphasised that managing children’s online activities and mental health concerning online
extremism should encompass more scholars and practitioners alike outside of terrorism
and countering violent extremism studies. They urge more interdisciplinary research for a
comprehensive understanding of the effects of early childhood exposure and the creation of
effective prevention strategies.

While all interviewees pointed toward the role of school-based education, scholarship
continues to identify several structural barriers that lie within the school system that make
integrating P/CVE measures an enduring challenge to researchers and practitioners. With
regard to classroom discourse in general, earlier research has found that teachers have difficulty
structuring it and oftentimes do not offer dialogic bids to their students, resulting in limited
capacity to have authentic dialogue around controversial issues.”* Structural barriers also
include the overlooked issue that schools are ‘by-in-large’ undemocratic spaces and the impact
on marginalised communities as contributing factors to children’s vulnerability to extremist
content. Firstly, in various countries, undemocratic schools often fail to cultivate environments
that support critical thinking and active student participation in democratic processes. These
schools might not prioritise teaching methodologies that encourage questioning, independent
thought as well as life and career skills, making students more susceptible to accepting
extremist narratives without critique.”> Secondly, the impact on marginalised communities and
emerging economies remains a significant concern. In developing countries, equal access to
education remains a challenge, and a lack of safe spaces in these schools means that students
are unable to effectively practice the critical thinking skills needed to build resilience against
the allure of radicalisation.”® This also has profound impacts on teachers; research suggested
to take into account the contextual description of violence teachers have experienced and to
develop trauma-informed pedagogies for teacher education.”” Related challenges include
teacher burnout and shortages, as well as access to social support systems for front-line
professionals.”® In countries such as the United States, both rural white students and racial
and ethnic minorities are often relegated to underfunded and under-resourced schools.” These
disparities in educational resources and quality may exacerbate the vulnerability of children
in these communities to online extremist content. Schools in marginalised communities often
lack the necessary support to address the unique challenges faced by their students, which
can contribute to individual susceptibility and undermine social cohesion. Promoting equitable
access to quality education, along with robust support systems and the fostering of critical
thinking and citizenship education, is crucial for empowering students to challenge extremist
ideologies and engage actively in democratic processes.?® Digital tools, such as child-friendly
websites and large language model-based artificial intelligence, offer an opportunity to
revolutionise primary and secondary education, making education and learning more student-
centred and engaging. These tools support personalised, inquiry-based, and collaborative
learning approaches, allowing students to generate their own questions and seek answers
through self-directed research and problem-solving.®* This approach also enhances critical
thinking, a skill that needs to be integrated throughout the curriculum and community initiatives
to counteract extremist narratives effectively.

Ultimately, this study emphasises the importance of greater collaboration with multi-
stakeholder communities, moving beyond teacher-centric or technology-centric solutions.
Additionally, contemporary barriers to child-centred research and policy development need
to be reconsidered to advance knowledge in primary and secondary education, focusing on
community support networks, democratic education, teacher and student support, and
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sustainable technology practices. This perspective - as shared by most of the interviewees -
supports the preventative design approach and collaborative policies based on future empirical
insights on parent-child behaviour and understanding of best practices for decision-making in
this digital age. These expert assessments were intended to lay a foundation for future research
and policy initiatives, emphasising the need for safety-, collaboration-, and well-being-focused
conversations among stakeholders to share knowledge in developing solutions.
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Introduction

December 2022 - “Patriotic Union stopped in violently bringing down crucial infrastructure
and installing monarchist government!” Its outlandish tone notwithstanding, this headline
refers to an alarmingly concrete plan by over 60 extremists with access to at least 300 firearms
and 150,000 rounds of ammunition. Consequently, the foiled coup attempt placed Germany’s
extremist landscape in the international spotlight.! Of particular interest was the constellation
of involved milieus. While the incident was primarily attributed to the Reichsbiirger, an
extremist milieu that denounces the Federal Republic of Germany as illegitimate, it also involved
conspiracy believers and former leaders of the heterogenous? Querdenken (“lateral thinking”)
movement.* Querdenken emerged as a local protest initiative in opposition to COVID-19
containment policies, quickly evolving into a state-wide movement through the coordinated
use of the instant messenger Telegram.* Although the German domestic intelligence service
(Verfassungsschutz, BfV) began monitoring Querdenken after repeated calls for attacks on the
state government online and their involvement in the attempted storming of the Reichstag
(2020) offline,® research at the time predicted that the movement would lose its cause and
support once pandemic restrictions ended.®

Despite substantial media attention, academic analyses of the attempted coup and its wider
implications for Querdenken remain underexplored. The re-emerged body of literature on
Anti-Government Extremism (AGE) contextualises the significance of this gap. Ever since the
pandemic, political violence eschews established categories of extremism transnationally. AGE
posits that the thwarted coup, as well as the attempted storming of the Reichstag, are indicators
of those transnational shifts adjacent to the violent riots against government institutions in
Washington, DC in 2021 or Brasilia in 2023. All events are characterised by heterogeneous
actors who are similarly entrenched in the online and offline domains, conspiracy theories, and
pandemic-related anti-government animosity.” Despite a growing number of case studies on
different expressions of this “slippery [ ...] concept”, our theoretical and empirical understanding
of different forms and their relations is still limited.®

This study seeks to advance this understanding by interpreting the attempted storming of
the German Reichstag and the prevented coup plot of December 2022 as expressions of AGE.
By analysing the relationship of therein involved online communities of Querdenken and
Reichsbiirger over time, [ aim to also address the coup’s wider implications: To what extent
does the coup reflect the formation process of a new online AGE network encompassing the digital
convergence of issue-driven AGE (Querdenken) and ideologically driven AGE (Reichsbiirger)? In
addition to refining AGE subcategories, this approach has the potential to help understand the
perseverance and transformation of issue-driven movements beyond their respective issue,
adding a granular perspective to research on the evolution of the far right.

Accordingly, this article begins to address the theoretical gap by proposing a framework to
model the relationship of issue-driven (Querdenken) and ideological-driven (Reichsbiirger)
AGE. To empirically advance our understanding of this hybrid online/offline phenomenon, I
perform a three-step network analysis of 785,865 Telegram messages: First, I compare the
aggregated Telegram networks of Querdenken and Reichsbiirger between 2020-2022 to
establish a baseline understanding of issue and ideological AGE networks online. Second, to
assess their level of convergence over this timeframe, I calculate their overall node overlap.
To investigate the procedural evolution of this AGE network until the coup attempt, I lastly
calculate the overlap for ten intervals pertinent to Querdenken’s polarisation or the Patriotic
Union’s plotting from 2020 to 2022.
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Literature Review: Querdenken, Reichsbiirger, and the
Patriotic Union as Anti-Government Extremist Networks?

Two strands of literature inform our current knowledge of the subject: (1) German-centred
extremism literature, and (2) the re-emerged transnational discipline of AGE. By integrating
both strands, | aim to address their gaps for their mutual benefit. While AGE offers a nuanced
perspective on German academic discourse of extremism, the analysis of Querdenken and
Reichsbiirger as examples of AGE helps clarify this “incomplete constellation of concepts [...] to
better understand and explain extremist phenomena.”

The German Angle

Following the attempted storming of the Reichstag, the German Offices for the Protection of
the Constitution began monitoring the pandemic-driven protests surrounding Querdenken.
In 2021, their observations led to the creation of a new category called “delegitimisation of
the state relevant to the protection of the constitution.”!® Despite this, academic literature in
Germany focuses largely on Querdenken from a sociological or social movement perspective,
leaving a gap in understanding its extremist factions. Early surveys from 2020/2021 initially
highlighted the sociopolitical heterogeneity of protestors,!' with some scholarship highlighting
this “community of distrust’s”!? historical ties to life-reformerism and esotercism.”® In most
studies, reference was made to an “extremist potential”’,'* although not being the focus of
analysis. Goertz was among the first in 2022 to call for nuanced security-focused examination
of Querdenken, pointing to its “complex mixture of radicalism, conspiracy theories, and
extremism.”®

This call remains timely, as the attempted storming of the Reichstag and the attempted coup
continue to raise questions about Querdenken’s radicalisation. While the attempted storming
of the Reichstag is clearly recognised as indicative of this radicalisation,'® scholarship has
not yet fully addressed the overlapping impact of right-wing extremists, Querdenken, and
Reichsbiirger. In fact, different studies blame right-wing extremists,'”” Querdenken,'® or
Reichsbiirger!® respectively as primarily responsible for the incident. This ambiguity extends to
the coup attempt intervened in December 2022.2° However, the Patriotic Union has increased
scholarly attention to Reichsbiirger.?! Moreover, little relation has so far been drawn between
these events despite identified continuities in the involved personnel.?? Several actors arrested
in suspicion of plotting against the government lead by Reichsbiirger and minor aristocrat
Heinrich XIII were either part of the Querdenken movement or had strong ties to it.?* One of
them was Maximilian Eder, a former Bundeswehr colonel who regularly spoke at Querdenken
demonstrations and is said to be in contact with leaders of the movement like Michael Ballweg
or Markus Haintz.?*

Policy papers highlight that the movement seems to be adapting to new incidents.? Still, some
scholars predicted that Querdenken, as a social movement, would lose its cause and support
post-pandemic.?® Heinke explains why this might not be the case for the extremist factions of
Querdenken: “The threat posed by the movement is that it can fuel anti-government sentiments”
which may lead to a radicalisation of fractions into a “violent anti-government ideology.”*’
The relevance of the case of 2022 thus lays in its illustrative potential of the development of
Querdenken: Is the subjunctive act of plotting to overthrow the government of Reichsbtirger and
Querdenker proof for the ongoing radicalisation of Querdenken or even a merging process with
the Reichsbiirger movement?
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Despite the recognition of shared anti-government attitudes, interpersonal ties and shared
interaction spaces on social media between Querdenken and Reichsbiirger,?® insights into their
convergence are scant. The intersection of both milieus with digital platformsintroduces another
layer of complexity to this gap. Querdenken emerged as a hybrid online/offline movement,
heavily and effectively relying on Telegram to mobilise and organise demonstrations.?’
Reichsbiirger, like many extremist movements, capitalised on this hybridity by expanding their
presence in the digital domain, seeking to co-opt the movement.?® This tactic proved effective;
Telegram became a sight of radicalisation and increased interaction with other extremist
movements.’! The network analysis by Zehring and Domahidi illustrates that Querdenken
predominantly forwards content from far-right and QAnon channels. However, empirical
studies on these online interactions remain limited, and a comprehensive understanding of the
digital convergence between Querdenken and Reichsbuirger is still lacking.

Fusing Anti-Government Extremism and German Extremism
Studies?

A part in this lack of clarity has the tendency to subsume Querdenken and Reichsbiirger under
the umbrella terms “far-right,” “right-wing extremism,” or “new right” in German academic
and political discourse. This is not only problematic, as a lack of understanding impedes
effective countermeasures,®* but also because the label of right-wing extremism potentially
obscures the evolving nature of extremism since the onset of the pandemic. Mackenzie and
Kaunert note that research on right-wing extremism in 2024 faces “diverse challenges”
including “subcultural movements, such as the Reichsbiirger”, pandemic exploitation, a “fluid
participation in ostensibly different scenes”, and “stronger transnational connections”** A large
body of quantitative longitudinal analyses shows that these observations are illustrative of two
transnational trends within the domain of extremism: 1) global shifts towards anti-government
sentiments, especially since the pandemic,?* and 2) a fragmentation and remixing of (extremist)
ideologies, especially online.?> Within the digital sphere, both trends are heavily interlinked,
fuelling continued prevalence after the pandemic.*®

Therefore, this study aims to enhance German-centred extremism literature by offering a
transnational and nuanced perspective on Querdenken and Reichsbiirger through the lens
of AGE. Querdenken, Reichsbiirger, and notably the coup plotters of the Patriotic Union,
demonstrate strong narrative adaptations and hybrid interconnections with the transnational
QAnon conspiracy movement, akin to other AGE-labelled events such as January 6th in
Washington, DC.*’

The integration of the German events within the transnational trends also allows for a
more nuanced understanding of Querdenken and Reichsbiirger. Jackson asserts that AGE is
characterised by a sustained and primary opposition to government entities, perceived as
the root cause of crisis. He further differentiates AGE into the distinct forms of “issue-driven”
and “ideological driven”, which case studies have successfully utilised to investigate COVID-19
protestors in the Netherlands and Australia, or Sovereign Citizens globally.3® For instance,
Rathje or van der Buuren used the ideological-driven frame to explain the ideological reliance
of Sovereign Citizens on conspiracy theories or sovereignism.*® Of particular relevance to this
article is the work of Hartleb, Schliefsteiner, and Schiebel, who argued for a connection between
Querdenken and Reichsbiirger based on shared conspiracy theories.*°

While this highlights the usefulness of the AGE framework for a more granular understanding
of Querdenken and Reichsbiirger, the relationship between issue-driven and ideological-driven
AGE has neither been fully conceptualised, nor empirically investigated in the digital realm. This
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gap is especially significant given the increasing reliance on digital platforms, such as Telegram,
for mobilisation and radicalisation. Thus, the second noteworthy contribution of the case of
the Patriotic Union lays in its potential to clarify definitional ambiguities of AGE, allowing for a
specification of the question: To what extent does the coup reflect the formation process of a new
online AGE network encompassing the digital convergence of issue-driven AGE (Querdenken) and
ideologically driven AGE (Reichsbiirger)?

Theory: Understanding the Relationship between Issue-
Driven and Ideologically Driven AGE

To evaluate the developments from the storming of the Reichstag to the attempted coup as
indicative of a nascent extremist network, it is imperative to first delineate which definitional
characteristics ought to be met. Integrating Jackson’s argument with Khalil and Roose’s
observations, I contend that the emergence of AGE depends on a core manifestation of anti-
government animosity, fuelled by conspiracy theories, a heavy social media utilisation, and
shared grievances.** While these factors work in conjunction, their timely contextualisation may
accelerate the process. Fischer shows that the establishment of Feindbilder** (enemy images)
depends on their resonation with pre-existing epistemological frameworks (i.e. conspiracy
theories) and contemporary events (i.e. the pandemic), which in turn facilitates their potential
to mobilise individuals.*?

Also loosely drawing on Social Network and Social Movement Theory, I define an AGE network
as a pattern of dynamic and rather informal relationships between heterogeneous actors that
are connected by a varying degree of (a) anti-government sentiments, and (b) shared actors/
social bonds.**

Given the focus of this study, I thus build an argument based on the following assumptions:

(1) The formation of a network must be understood as a process of social and
narrative interactions. Acknowledging the formation as a process, it must be clear
that the formation of a network is a phase of defining in-group membership between
subgroups, resulting in inter- and intra-network barriers still being permeable and
bound to fluctuations.*> Therefore, this study explores the evolution of a dynamic
interaction space rather than the establishment of a fully integrated extremist group in
a traditional sense.

(2) The attempted coup intervened in December 2022 is a result of the formation
process. This assumption is rooted in AGE literature labelling the coup plot as a central
example for AGE,*® thus a highly saturated process of AGE evolution. More specifically,
the involvement of issue-driven individuals in a plot predominantly driven by ideological
AGE may exemplify a highly saturated convergence of both into a single network. AGE
network formation can thereby be evaluated by exploring the relationship of the involved
AGE subgroups over time.

(3) Querdenken and Reichsbiirger represent different subgroups of AGE. Jackson
differentiates between “ideological anti-government extremism that is broadly opposed
to government (or broadly opposed to particular governments) from issue-driven
anti-government extremism that opposes a government because of that government’s
stance (or course of action) on an issue.”*” Reichsbiirger, akin to Sovereign Citizens
internationally, epitomise a primarily ideological AGE movement, fundamentally
rejecting the legitimacy of the government. Conversely, Querdenken emerged as a
protest movement primarily aimed at challenging pandemic containment measures,
with some extremist factions serving as examples of issue-driven AGE.
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(4) The relationship between issue-driven AGE and ideological AGE is in its core
context-dependent: Molas et al. note that Reichsbiirger are the most extreme form of
AGE, and Goertz shows how Querdenken is most deeply intertwined with legal forms of
political dissent.”® Hence, there is a gap in the depth of anti-government sentiments or
understanding of means deemed legitimate to act on these sentiments. Consequently, for
issue-driven individuals to shift opposition in a “non-normative direction“* from issue to
government fundamentally, at least some form of cognitive radicalisation occurs. In this
context, “radicalization is fundamentally a group socialization process through which
[issue-driven] people develop identification with a set of norms - that may be violent
or non-violent - through situated social interactions [...].”*° These situated interactions,
including both the social process and content, are comparable to political opportunity
theory:! they are inseparable from the context of their appearance - thus the issue of
anti-government sentiment.

In consequence of the definition outlined above, the two forms are generally linked by their
epistemological structures of anti-government sentiment, anti-elitism, and conspiracy theories.
It is these shared perspectives that can serve as the basis for cognitive and behavioural
interaction between the two forms. Meiering et al. show that group-bridging narratives can not
only structure patterns of perception butalso clarify attributions of belonging and create shared
opportunities for action.>? Out of the three narratives, the shared anti-government sentiment
acted as a catalyst to create shared opportunities for interactions, potentially fostering the
radicalisation from issue-driven individuals to ideologically driven AGE.

In the case of Querdenken, issue-driven individuals were united by their collective sense of
governmental injustice on the issue of pandemic containment. Due to perceived injustice or
grievances individuals within protest groups may undergo a process of cognitive opening to
more radical ideas, thereby triggering group level mechanisms of radicalisation via group
polarisation over time.>® According to McCauley and Moskalenko this potential for (in this case
cognitive) radicalisation is the strongest when grievances are interpreted “in the context of a
group and as part of a larger political struggle”.>*

Ideologically driven AGE has the potential to validate and shape this perception of political
conflict. According to Hansen, the extremist factions that emerged during the pandemic
protests in Germany are to be differentiated from other forms of extremism due to their failure
to provide an alternative to the rejected political system.>® Ideologically driven AGE provides
this alternative. For example, in 2020, Michael Ballweg, a leading figure in the Querdenken
movement, called for the creation of a new constitution, borrowing Reichsbiirger arguments.
He claimed that Germany needed a “peace treaty”, lacked sovereignty, and therefore did not
have a valid constitution.>® Conversely, issue-driven AGE provides an opportunity for ideology-
driven AGE to connect with a broader public that does not have ideological objections to
the government.*’” This opportunity for recruitment also has a dualistic emotional appeal
strengthening the interaction: issue-driven individuals feel seen in their perception of injustice,
ideologically driven Reichsbiirger feel heard in their rejection of the government.

Therefore, I propose to understand the relationship between issue-driven and ideological AGE
as one of symbiotic opportunity that can sponsor processes of radicalisation of issue-driven
individuals, potentially leading to group-level transformation or convergence with ideological
forms of AGE over time. Thus, radicalisation is understood as a relational and social process
mainly driven through means of interaction.®
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The potential convergence of issue-driven towards ideologically driven extremism is, however,
caveat to the specific characteristics of the German case and may not be applicable to other
forms of issue-driven AGE.>® The foundational values of Querdenken, such as the promotion of
inclusivity, particularly create vulnerabilities to infiltration attempts by extremist actors seeking
to co-opt the movement.®® This openness can blur intergroup barriers, potentially paving the
way for easier or larger-scale convergence with Reichsbiirger. P6hlmann highlights that this
ethos is especially fuelled by a strive for harmony informed by esotericism.®! In addition to
conspiracy thinking and anti-government sentiments, esotericism is another bridging narrative
rooted in Reichsbiirger ideology, further lowering the boundaries for convergence.® In parallel
to these group-bridging narratives, (opinion) leaders from the Querdenken scene actively
established connection to the Reichsbiirger scene: Hartleb, Schliefsteiner and Schiebel show
that Michael Ballweg, Bodo Schiffmann or Attila Hildmann played a crucial role in spreading
Reichsbiirger narratives offline and, in their function as influencers, on their social media in the
Querdenken sphere.®

In light of these dynamics, it is hypothesised that:

H, ;: The interaction between issue-driven and ideologically driven AGE, facilitated by
shared actors and interaction spaces, culminates in the radicalisation of issue-driven
individuals over time. This can potentially lead to group-level transformation or
convergence with ideological forms of AGE.

With the following empirical implications:

H_ ,: The higher the number of shared actors between issue-driven and ideologically
driven individuals/accounts over time, the more likely is convergence into a new AGE
network.

Methods
Study Design

The research design for this study is a combination of comparative network analysis and
longitudinal node overlap analysis. First, I aim to differentiate the networks of issue-driven and
ideological driven AGE by comparing two aggregated networks of Querdenken and Reichsbiirger.
Second, I assess the degree of convergence between the Querdenken and Reichsbiirger
movements by analysing longitudinal network data from Telegram. To do so, I utilised multiple
seed lists derived from literature and reports by federal and state authorities, supplemented
by snowball sampling. I then constructed weighted and directed network graphs to calculate
the node overlap of two networks representing both Querdenken and Reichsbiirger (a) overall,
and (b) in ten intervals between August 2020 and December 2022, generated through mutual
message forwarding.

Sampling

Because there is relative agreement on the cross-milieu relevance of Telegram,® the platform
is used as an access point to the field. However, sampling a dynamic, rather informal, and
potentially clustered network on Telegram comes with a number of challenges.®® Jost et al.
highlight the need for a brief reflection that potentially resulting biases impact the sample
composition and can shape direction of analyses. In this case, three characteristics of non-
institutionalised movements on Telegram arise:®®
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(1) The ideological and structural heterogeneity of AGE leads to ambiguity in the
identification of relevant actors.

(2) Sparse data on AGE means that the population is largely unknown.

(3) Thelarge time lag between data collection and channel or message creation of respective
actors implies blind spots for all deleted or deplatformed channels.®”

To best circumvent these challenges in finding actors, I combined multiple seed lists with
snowball sampling via link-based network techniques with both in-platform and external
approaches, as suggested by Semenzin and Bainotti.®®

Seed Lists

While I acknowledge the third characteristic mentioned above as a limitation of my study, I
derived inclusion and exclusion criteria for my seed list from the first and second characteristic.
[ excluded content-based sampling techniques, as due to the diversity of the field, no clear
categorisation to either Reichsbiirger or Querdenken is possible. Consequently, I have
only included actors in the seed that can be strictly categorised as either Reichsbiirger or
Querdenken, based on previous findings. To best capture the extremist factions of both parties,
I reviewed the annual reports of the federal domestic intelligence service (BfV) of 2020, 2021,
and 2022, as well as all reports of Germany'’s sixteen states of 2021. I then coded the chapters
for the respective observation categories with MAXQDA for named actors, entities, social media
channels, or websites. This resulted in a list of 215 actors and their potential channels. To this
list, I added all Querdenken-related channels (N=578) identified through similar sampling
strategies by Zehring and Domahidi, and all Reichsbiirger actors (N=19) monitored by CeMAS.*°
After I combined the lists for both Querdenken (N=631) and Reichsbiirger (N=181), [ dropped
all duplicates and any channel that could not be clearly classified as either Querdenken or
Reichsbiirger based on channel description and message content, as well as definitions derived
from coding the security reports. To find channels, I followed the in-platform approach of
Semenzin and Bainotti.”’ The entity and keyword list served as a basis for identifying 139 public
channels through the in-platform search bar. However, the composition of this second seed
was unequal (Querdenken N = 97, Reichsbiirger N = 42), implying a bias towards Querdenken-
related actors. For the best comparison, I created a third seed for Querdenken in accordance
with the seed size of the Reichsbiirger list (N=43). I prioritised including all actors labelled
as extremist by the BfV reports (N=25) and then equally filled the remaining spots with the
most prominent, the most followed, and (disregarding size and reach) the most protest-related
channels aiming to reflect the heterogeneity and spatial dispersion of the network. Thus, the
third seed list encompasses 43 public channels for both Querdenken and Reichsbiirger.

Snowball Sampling

Again, referring to Semenzin and Bainotti, I systematically expanded the third seed based
on the forwarding function within Telegram.”* This suggests “[...] some overlap in terms of
topic discussion between both, making the newly discovered channel similarly relevant to
the analysis.””? Additionally, this systematic expansion allowed for the sampling of actors not
potentially aware of their observation by security services, which could implicate their public
behaviour. For its operationalisation, I scraped a total of 785.865 messages between 1 August
2020 and 18 December 2022 via the Telegram API and the Telethon Python package integrated
in 4CAT.”?
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Data Analysis

To define the relationship between Querdenken and Reichsbiirger, I initially built two weighted
and directed network graphs for both entities, with nodes representing channels and edges
forwarded messages aggregated over the two-year study period. I then conducted a three-step
analysis. First, [ broadly compared the structural characteristics of the two networks. Then, |
calculated the aggregated node overlap between both networks assuming that shared actors
indicate the level of convergence. To specify this development over time, I lastly defined ten
monthly intervals relevant for the polarisation of the protest scene and the formation of the
coup plotters (Table 1) and again calculated the overall node overlap for each interval.

Table 1: Chosen monthly intervals for longitudinal node overlap analysis based on relevant events for
either the protest-scene or the coup plotting entity Patriotic Union (PU)

No. Interval Event
1 Aug 2020 | Attempted Storming of the Reichstag
2 Nov 2020 | Leading figures of Querdenken (M. Ballweg) and Reichsbiirger (P. Fitzek) meet
3 Apr 2021 So-called ,hard lockdown" with stricter contact restrictions
4 Jul 2021 Both exploit flood in Ahrtal for mobilisation. Initial meeting of PU
5 Oct 2021 Core of PU meets repeatedly. Concrete plans are developed to storm the Bundestag
6 Feb 2022 First meeting of PU to form a shadow cabinet at Reuss' Schloss Waidmannsheil
7 Apr 2022 | Arrest of another coup-plotting group, loosely connected to PU
8 Jul 2022 End of containment policies. PU intensifies efforts to recruit personnel for their
plans

9 Sep 2022 Death of Queen Elisabeth is interpretated as sign by QAnon/PU to initiate plans
10 Nov 2022 | PU members demand that action be taking soon

Limitations

While the heavy reliance of both milieus on Telegram justifies the platform choice, it does not
come withoutlimitations. As noted at the beginning of this chapter, sampling a dynamic, informal
and heterogenous pool of actors over time may come at the cost of under- or misrepresenting
less active, inactive, or deplatformed accounts. As the inclusion of private accounts would further
require ethically challenging field intervention and thus bias results, this study chooses to only
sample public accounts. Given the fact, that it is in the best interest of extremists planning a
coup to not be detected, this may exclude key actors.

However, as the trials are still ongoing and the perpetrators largely unknown, an attempted
sampling of the Patriotic Union would be highly unethical. Rather, the sample composition aims
to represent extremist-leaning accounts in the wider ideological information ecosystem of the
Patriotic Union, which is more appropriate for a broader understanding of issue-driven and
ideological AGE. In reference to the theoretical assumption, this study also understands the
coup attempt as an indicator of highly saturated network convergence. As such, node overlap
can only investigate this process, not prove its completion.

Results

Here, I present my results for my research question evaluating the extent of convergence
between ideologically driven AGE (Reichsbiirger) and issue-driven AGE (Querdenken) to assess
the formation of a new AGE network. To answer this question, I will start with a brief description
of the aggregated networks of public channels (nodes) and therein forwarded channels (edges)
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for both Querdenken and Reichsbiirger between 1 August 2020 and 18 December 2022. |
then present the results for the node overlap in total and over time to assess the degree of
convergence.

Network Comparison

The weighted and directed network graphs for Reichsbiirger (Figure 1) and Querdenken
(Figure 2) will be broadly described along the three characteristics of network size and density,
community structure, and communication activity.

First, in terms of network size and density, Querdenken emerges as the larger entity, boasting
3.717 nodes and 13.753 edges, in contrast to Reichsbiirger’s 3.342 nodes and 8.863 edges.
This discrepancy suggests a denser and more interconnected communication structure within
Querdenken, indicative of a potentially broader reach and influence within its network.

Figure 1: Aggregated Network of Reichsbiirger 2020-2022
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Second, the community structure within each network reveals only nuanced differences.
As shown by the Louvain algorithms in Figure 1 and 2, both networks exhibit a community
structure with nodes grouped into several distinct communities based on their communication
patterns. The Reichsbiirger network has slightly more communities (N = 14) than Querdenken
(N =13), while the communities are also slightly more evenly distributed in size. Consequently,
this suggests a less evenly distributed community structure within Querdenken, with a higher
concentration of nodes in the key communities.

Third, the communication activity within the networks offers further insights. Despite having
fewer nodes and edges, the Reichsbiirger network demonstrates a higher total message count
(N= 465.310) compared to Querdenken (N = 320.555). This heightened communication
activity in the Reichsbiirger network may signify a more focused or targeted approach to
communication, potentially indicating greater coordination or engagement among members.
Mirroring previous empirical observations, the ratio between messages and edges shows that
Querdenken in comparison forwards more posts than actively writes itself.”*

In interpretation, these findings underscore divergent organisational dynamics and
communication patterns between the Querdenken and Reichsbiirger networks. Querdenken
appears to embody a more diffuse network structure, reflecting its heterogeneous membership
base and varied ideological spectrum. In contrast, the Reichsbiirger network exhibits a more
cohesive and focused communication structure, characterised by more balanced community
sizes and heightened communication activity. Finally, considering the topological network
structure, the Reichsbiirger cluster tend to be more spatially segregated, which may reflect the
more established, yet more closed-off, self-proclaimed kingdoms or duchies.

Node Overlap

The analysis of node overlap between the Querdenken and Reichsbiirger networks over
the period from August 2020 to December 2022 revealed several significant findings. The
total overlap of 25.6 percent, representing 1.780 shared actors, indicates a notable level of
convergence between the two groups (Figure 3).

Figure 3: Node overlap between aggregated Querdenken and Reichsbiirger networks 2020-2022
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Further examination of the temporal development of the overlap, depicted in Figure 4, sheds
light on the dynamics of the interaction between the Querdenken and Reichsbiirger networks.

One notable observation is the slight decrease in overlap over time, which may signify several
underlying trends. Firstly, the decline could potentially be attributed to a decrease in protest
activity associated with Querdenken, possibly due to the perceived waning relevance of anti-
COVID19 measures as the pandemic situation evolved. However, empirical evidence suggests
that Querdenken’s activity remained relatively stable, with consistent levels of engagement
observed until February 2022.”> This contradicts the hypothesis of decreased overlap due to
decreased Querdenken activity. Another interpretation could relate to a polarisation effect,
where less radical actors gradually disengage from the network over time.”® However, given the
steady rise in Querdenken activity and network expansion observed in previous research, this
hypothesis warrants further investigation.””

The analysis also identified periods of peak and trough overlap between the two networks.
High levels of overlap were observed in August and November 2020, July 2021, and April 2022,
coinciding with significant real-world events such as the attempted storming of the Reichstag,
the Ahrtal flood,”® and the arrest of another coup-plotting group, loosely connected to the coup
plotters around Prince Reuss through individual contacts.”” Conversely, the lowest overlap
occurred in October 2021, corresponding to a period with no significant demonstrations or
public events facilitating interaction between the milieus. Interestingly, this interval was chosen
because several secret meetings occurred in October between four core members of the AGE
coup plotters of December 2022.8°

Thus, these findings underscore the importance of larger-scale offline events as points of
interaction for online convergence. They expand upon existing research, such as Schrimpf et
al.,, who found a positive correlation between Querdenken’s online mobilisation efforts and

media coverage of demonstrations.?! This suggests a potential feedback loop between online
mobilisation and real-world events.

Figure 4: Development of node overlap between Reichsbiirger and Querdenken networks over ten
monthly intervals
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In summary, the analysis of node overlap provides unexpected insights into the dynamics of the
interaction between the Querdenken and Reichsbiirger networks, highlighting the role of both
online and offline factors in shaping the convergence of AGE movements.

Discussion and Conclusion

In this paper, I interpreted the attempted storming of the Reichstag and the foiled coup of
the Patriotic Union as instances of (German) AGE. I specifically analysed the extent of the
coup’s reflection on the formation of a new online AGE network comprising Querdenken
and Reichsbirger, thereby aiming to understand the relationship between issue-driven and
ideological AGE. To do so, I first proposed a theoretical framework for this relationship with
specific attention to the characteristics of the German case. While [ proposed to understand the
relationship of issue-driven AGE and ideological AGE as one of symbiotic opportunity, [ utilised
a three-step network analytical approach to add empirical insights to my argument. Given the
hybrid online/offline nature of AGE in general and the heavy reliance of both Querdenken and
Reichsbiirger on Telegram in particular, I scraped 785,865 Telegram messages from 43 public
channel of each party to perform (1) a comparative network analysis, a node overlap analysis
(2) overall and (3) in ten intervals.

Network Comparison

The results of the network comparison provide valuable insights into the similarities and
differences between issue-driven and ideological-driven AGE in the digital sphere. Taken
together, the high message volume observed in both networks reinforces the hybrid nature
of AGE,* demonstrating a heavy utilisation of Telegram. Known characteristics of both forms
allow for further specification of their Telegram usage behaviour. While both networks exhibit
heterogeneity, ideological-driven AGE appears to have amore established and cohesive structure
with a higher message volume. This implies that ideological AGE uses Telegram mainly for
communication and less for network expansion. To specify, Schuppener finds that Reichsbiirger
heavily engage in pseudo-legal discourse, aiming to justify and proof the illegitimacy of the
Federal Republic of Germany.®® In contrast, issue-driven AGE appears more diffuse with less
balanced community sizes and fewer messages. In terms of Telegram usage, this may suggest
that issue-driven AGE utilises Telegram to uphold their issue-specific mobilisation through
network expansion, reflected in more edges. On their website, Querdenken outlines a specific
channel set-up protocol to simplify expansion.®* Thus fusing analyses of Querdenken as a
social movement with network theory, this suggests that issue-driven AGE may have greater
fluctuations and looser connections, but also a broader reach and influence due to its fluid
nature.®

Node Overlap and Convergence

The 25.6 percent node overlap between these networks indicates their partial convergence,
enabling a formation process of a new smaller AGE online network between August 2020
and December 2022. Even though the overlap slightly decreases over time, it still illustrates
the potential for issue-driven movements to transform within the AGE space. A key example
is the peak in overlap in July 2021, where Querdenken adopted an entirely different issue -
disaster management during the Ahrtal flood. This suggests that issue-driven movements, such
as Querdenken, can evolve beyond their original cause by incorporating other grievances that
resonate with and potentially deepen their anti-government narrative. Given that issue-driven
AGE is sometimes hard to distinguish from legitimate forms of political dissent, this example
exemplifies that it may be analytically useful to understand forms of AGE on a fluid spectrum
rather than distinct categories.®
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Context-Dependency and Hybridity for Convergence

The variation in overlap over time and its correlation with significant large-scale offline events
like the Ahrtal flood lends support to the hypothesis that interactions facilitated by shared
actors and interaction spaces contribute to the radicalisation of issue-driven individuals
over time, potentially leading to group-level transformation or convergence with ideological
forms of AGE. More specifically, this finding underscores the assumption that the relationship
between issue-driven and ideological AGE is in its core context-dependent. Their interaction
and convergence is dependent on issues that stipulate large-scale mobilisation for both milieus
and may be unrelated to the original cause of issue-driven movements. This insight is significant
for two reasons.

First, it showcases a potential feedback loop between online and offline mobilisation and
convergence, indicating empirical support for the “Onlife” radicalisation theory, where digital
and real-world factors are seen as inseparable drivers for radicalisation.®” However, while this
mainly considers individual-level radicalisation, the correlation found here indicates that this
theory may also apply for group-level radicalisation processes.

Second, the finding adds to our current understanding on the hybridity of AGE, a “predominantly
online phenomenon with seldom expressions offline.”®® While the high message volume
generally supports this, the formation of this online phenomenon seems heavily tied to (large-
scale) offline expressions.

The findings may moreover specifically highlight the role of shared grievances and narratives
in bridging the gap between issue-driven and ideology-driven AGE at those offline events:
Renstrom, Back, and Knapton tested in four experiments to what extent individuals who face
social exclusion (which is a common narrative of Querdenken) adapt to a radical including
group. Three experiments were conducted online and one in a real-life setting. Only the last
experiment showed the expected effect of social exclusion leading for “most people to endorse
an extreme group.”®

Contributions and Future Directions

To conclude, this study makes three contributions to the literature. First, by integrating the
body of AGE literature into German-centred extremism research, I provide a more nuanced
understanding of Querdenken, Reichsbiirger, and their interaction. Empirically, the comparative
network approach highlights differences in communication patterns and organisational
structures. Theoretically, contrasting these differences with their group-bridging similarities
helps to understand their high ideological compatibility.

Second, by conceptualising issue-driven and ideological AGE within the same framework,
this study advances the theoretical body of AGE. However, given the still limited literature
on AGE, my theorising about the phenomenon comes with heuristic challenges, showcasing
areas for future research: How can we best reflect upon a phenomenon that is transnational
in nature but has country-specific anomalies? How can I contribute to conceptualising the
relationship between issue-driven and ideological AGE when the very definition of issue-driven
AGE as extremist is one of the biggest contested challenges? Since 2022, both Querdenken
and Reichsbiirger have incorporated pro-Russian narratives,” raising further theoretical and
empirical questions about AGE milieus’ role as as prosumers of disinformation and ideological
realignment. Understanding AGE as an expression of broader shifts within extremism, this
study lastly contributes to research on evolving group-level mobilisation and radicalisation
pathways in the digital era, featuring less formal and more diffuse network-based milieus. My
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results revealed the critical role of online-offline interplay in the formation process of extremist
networks, challenging monolithic approaches of monitoring and countering radicalisation.
Consequently, counter-extremism strategies might find value in adopting hybrid approaches
that synchronise large-scale offline events with corresponding digital spaces in real time.

Leoni Heyn is a PhD candidate and researcher at both the Institute for Security Policy and the
Department of Political Science at Kiel University. In her dissertation, she explores the formation
and interconnectedness of German anti-government extremist networks (namely Reichsblirger,
Querdenken, and QAnon) across different social media platforms.
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Introduction

The study of violence perpetrated by extremists, including terrorism, has always been informed
by many disciplines, including political science, criminology, history, sociology, and psychology.
The multidisciplinary nature of terrorism studies requires innovative approaches to research
and teaching, as well as an appreciation of legal constraints, ethical concerns, and data biases
that make it challenging to produce meaningful research. This research note outlines an
approach for teaching and assessing the skill of data collection within a course on terrorism
studies, detailing both its theoretical and conceptual underpinnings as well as its practical
implementation: a dataset created by students on radicalised service personnel.

The approach is similar in structure and format to efforts developed at the National Consortium
for the Study of Terrorism and Responses to Terrorism (START) at the University of Maryland,
the National Counterterrorism Innovation, Technology, and Education Centre (NCITE) at
the University of Nebraska Omaha, the Centre for Terrorism and Security Studies (CTSS) at
the University of Massachusetts Lowell, and several other institutions of higher education,
where students enrolled in terrorism studies courses and internships can become involved in
hands-on collection and analysis of original data. These teams have produced several, widely
respected databases on radicalised individuals and incidents of terrorism and, for this reason,
our objective was not, necessarily, to replicate these efforts or outline how such a pursuit should
be undertaken. Instead, our objective was pedagogical: to develop a scaffolded approach to
conducting this type of data collection, one which would expose students to challenging coding
decisions, for the first time, in a formal education setting.

As described in this research note, open-source data collection is often undertaken by research
teams of varying levels of expertise and it is not uncommon for novice researchers to come
face-to-face with challenging coding decisions, for the first time, in the field. Our approach
sought to .equip students with the skills to navigate ethical dilemmas, such as respecting privacy
while using open-source data, practical challenges, like verifying the reliability of sources, and
methodological hurdles, including maintaining coding consistency across diverse data types.
Throughout, we aimed to address the elusive and complex nature of data collection on the
phenomenon of radicalisation, while also preparing students for the real-world challenges of
countering it.

Against the backdrop of growing far-right radicalisation in various militaries around the world,
master’s degree students at Leiden University were provided with a list of names of individuals
(‘cases’) with military or paramilitary backgrounds and links to far-right extremist groups or
movements. Using a standardised codebook, these students coded each case using publicly
available information, including court transcripts, journalistic accounts, and police reports.
They navigated challenges such as contradictory reports from different media sources, missing
legal documentation, and ambiguous terminology that made it difficult to classify certain
behaviours accurately. This hands-on approach simulated real-world data collection contexts,
immersing students in an authentic learning environment that refined their skills in handling
raw, multilingual data from various sources. In addition, students deepened their understanding
of racialisation trends and patterns.

Gathering Data on Radicalised People

Acquiring high quality, representative data on radicalised people (including the relatively few
who go on to become violent extremists or terrorists) can be challenging. Compared to other
types of risky or extreme behaviour such as homicide or road-traffic accidents, the actual
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incidence of terrorist attacks is relatively low,' and those convicted under terrorist legislation
are predominantly convicted of offenses that fall short of physical perpetration (e.g. weapons
violations).? While those who undergo a process of radicalisation but do not act violently on
their beliefs are certainly more prevalent in the general population than violent extremists,?
these individuals rarely attract the attention of authorities, making them difficult to study.* As
such, data on the arrest and prosecution of those suspected of involvement may only represent
a subset of those who are truly radicalised.> This is especially the case for those who fear societal
or professional reprisal for publicly voicing their extremist beliefs.

The quality of available data is an additional challenge. Even with ample data to draw upon,
existing databases on radicalised individuals can be prone to sampling and selection biases,*
and the sources used to provide information on radicalised individuals, ranging from legal
documents to social media posts, may be inaccurate or biased. Media reports can be affected by
location bias, national newspapers may not cover smaller, regional events, or coverage may be
constrained by the amount of available space.” Indeed, even the political landscape at the time
may influence how coders approach categorising certain behaviours or belief systems.® The
quality of data is often further impeded by conceptual ambiguities, particularly for key terms
like ‘terrorism’, ‘extremism’, and ‘radicalisation’ (an extensive body of literature details these
debates elsewhere?). However, despite these challenges, several valuable coding instruments
have been developed to capture the breadth and scope of data on radicalisation.

The most prominent codebook of its kind, compiled by the START consortium for the Profiles
of Individual Radicalisation in the United States (PIRUS) database, captures details of the
radicalisation trajectory such as whether the individual became involved in a plot, their
affiliation with a violent extremist group, their criminal history, and biographical information
relating to childhood, education, employment, and health. Here, the data tends to be gathered
in teams. For example, the START consortium’s PIRUS dataset,!’ the American Terrorism Study
(ATS),* and the Extremist Crime Database (ECDB),*? all utilise several coders to compile open-
source information on cases and make coding decisions. While not without its limitations, this
approach to data collection can expedite the data collection phase of a project in several ways.
First, collecting data as part of a group allows for greater group deliberation, encouraging
the coders to create a consistent, more informed coding logic. Second, on a more practical
level, more skills and competencies are leveraged when there are several coders, including
language skills. However, while it is certainly feasible to make reliable coding decisions in this
way, inconsistency can be exacerbated by several factors, such as the dichotomous nature of
the variables we include in our codebooks (this has notably been the case with the coding of
‘mental disorder’ and related constructs'®), and the varying skill levels of coders.'* When we
look to other disciplines gathering biographical or behavioural data, for instance, novice coders
tend to “index”, rather than explicitly code.’® Amidst these field-wide limitations, not only must
students be trained to understand and, at times, conduct analyses on these types of data, but
they must become familiar with the process of collecting it.

Teaching Terrorism Studies in Higher Education

While contributing to ongoing data gathering projects in addition to one’s studies certainly
presents a unique learning opportunity for students, the argument for a formal, data collection
course on radicalisation emerged, in part, from observing other disciplines using coding teams
to gather behavioural data. In the health sciences, for instance, having teams comprised of
different skill levels is not uncommon.'® However, because training novice researchers tends to
be resource heavy and, often, not feasible within the lifespan of a project,'” the methodological
training required to contribute to these projects tends to be more formalised.'®
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The impetus to create a course dedicated to collecting data on radicalised individuals was
also borne, in part, out of structural considerations in the Dutch higher education context.
In 2018, the Institute of Security and Global Affairs began offering this master’s programme
which was dedicated to crises arising from war, violence, cyber threats, natural disasters and,
notably, terrorism. By incorporating active learning methods and enquiry-based learning, the
programme prepares students to become reflective, academically trained crisis and security
professionals. Upon enrolment in the programme, students choose to focus on one of six
specialisations: Governance of Violence, Governance of Crisis, Terrorism and Political Violence,*
Cybersecurity and Governance, War and Peace Studies, and Intelligence and National Security. To
ensure the quality of teaching and assessment, the programme ceased offering a formal thesis
assessment in 2020 and, instead, was restructured around four modules in which substantive
knowledge, professional skills, and research skills were more seamlessly integrated to prepare
students to work in a range of public, private, and civic sectors. In each block, students acquire
a separate research skill: either literature reviewing, data collection, data analysis, or critical
reflection. This means that course coordinators for each specialisation are tasked with creating
a course in which a core research skill can be effectively honed within their area of study without
a formal thesis assessment.

As course coordinators on the Terrorism and Political Violence track, our task was to integrate
the skill of data collection into our course Social Movements and Political Violence.?* To do so, we
drew on our expertise in psychology and international relations respectively to develop a novel
method of teaching and assessing data collection skills using open-source data.

The ‘Radicalised Service Personnel’ Database

The infiltration of Western armed forces by radicalised individuals has been a longstanding
national security concern. Awidely held perceptionis that these ‘radicalised soldiers’, possessing
specialist military skills (including proficiency in weapons and explosives), may use these skills
to orchestrate devastating terrorist attacks.”? Numerous law enforcement agencies have also
cautioned that extremist factions are intentionally recruiting soldiers, not only to acquire access
to weaponry and supplies, but also to recruit individuals with combat and medical expertise.??
Despite the important nature of this phenomenon, few studies have examined the mechanisms
underpinning the radicalisation of service members? and most inquiries on the subject rely on
small, country-specific samples.** The Radicalised Service Personnel database was developed, in
part, to address this oversight.

In advance of each academic year, we enlisted the support of a research assistant (usually a
student from an earlier cohort) and compiled a list of names of individuals from Europe, the
United Kingdom, or North America (including Canada) with military backgrounds who had come
to the attention of authorities for activities related to the far-right. We created a list of cases that
met the following inclusion criteria: individuals must have undergone at least basic military
training, including roles as reservists, national guards, ROTC/ROTP, or coast guard members,
prior to ceasing active involvement (Criterion 1). They must also demonstrate adherence to far-
right ideologies through behavioural indicators such as online activities, attendance at far-right
events or participation in acts of violent extremism (Criterion 2). Furthermore, their activities
on behalf of the far-right movement must meet at least one of the following criteria: being
arrested (or charged), indicted, or killed in action due to ideological activities; membership
in a designated terrorist organisation, or; association with a violent extremist group with
ideologically motivated indictments (Criterion 3). The names of radicalised individuals were
identified through reviews of scholarly literature, government and non-government reports,
and Google alerts based on specific keywords. The list of cases was updated throughout the
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year, with new cases added as new information became available from government reports,
news articles, and research publications. This “evergreen” process ensured that each cohort in
September worked with the most up-to-date list of radicalised service personnel.

Each year, students were provided with the list of cases that had been assigned to their cohort
along with a codebook which contained a list of variables, usually categorical in nature, to be
coded by the class. To re-create the environment in which this type of data collection typically
unfolds, the 40-item codebook was modified from the PIRUS codebook, as well as the Schuurman
and Carthy’s Non-Involved in Terrorist Violence (NITV) codebook.? As a pedagogical tool, it was
necessary that the codebook was an appropriate length (half the size of established ones) and
contained clear, unambiguous variables which students could code without much difficulty
(e.g., year of birth or marital status) as well as more complicated variables which required
them to consider their rationale more extensively. This is because, as mentioned, this type of
data collection is susceptible to bias, and it is important that students understand how coding
decisions are made, including poor ones.

Variables such as whether an individual could be categorised as having participated in
violence, for instance, can vary coder to coder. Some may consider those who have been legally
charged with having “engaged in terrorist activity”?¢ as having participated in violence. Others,
however, may consider “engagement” to be a much broader category of behaviour. Someone
who is charged with engagement in terrorist activities may have had “intent” or “capability”
but ultimately not succeeded.”’” Engagement may also represent the process by which an
individual comes to identify with a terrorist cause, rather than the violent act itself. Due to
these ambiguities, such variables often prompt inconsistent coding decisions and would be
considered, by most radicalisation scholars, unreliable coding instruments. This underscores
the pedagogical nature of this exercise. We introduced these “sticky” variables, such as the
definition of ‘engagement in terrorism, to push students to critically evaluate evidence and
consider the nuances of interpretation. These variables required students to apply logic and
engage in group deliberation, fostering skills in collaborative decision-making and addressing
the inherentambiguities in real-world data. In fact, it was these elements, independent research,
and group deliberation, which formed a paradigmatic element of the approach more broadly.

A Scaffolded Approach

It is important to emphasise that students on the master enter the course with diverse
backgrounds in terms of research skills. While the majority come from the social sciences
and have some experience collecting and analysing data on social phenomena, others are
less familiar with this type of research, have never worked with larger datasets and/or are
unfamiliar with Microsoft Excel.?® As educators, we knew it was important to offer students the
opportunity to hone their data collection skill individually before working together in a group.
For this reason, we took a scaffolded approach, assigning students a smaller assignment at the
beginning of the course so that they could learn how to use a codebook and gather supporting
evidence before gathering data as part of a group.

This individual assignment varied year-to-year, but in its earliest iterations, students were
required to identify at least twenty vehicle ramming attacks against Black Lives Matter (BLM)
protests or protesters in the United States within a specific three-month period. Vehicle
ramming attacks against BLM members were chosen because the nature of the events is
relatively unambiguous, and the use of vehicle ramming attacks represented a new addition
within the tactical repertoire of the far-right in the United States.?® Using a codebook of four
items, students were required to gather evidence to justify the inclusion of these attacks in
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their dataset (determining whether the vehicle was the primary weapon in the attack, whether
it was used against civilians, whether it took place in the scope of BLM and, finally, whether
it was rooted in a desire for political, economic, religious, or social change). Students who
performed poorly on this assignment tended to use untrustworthy sources (e.g., tabloids),
not enough sources (e.g., a singular source or circular reporting) or failed to demonstrate how
the cited source supported their coding decision (e.g., failing to include direct quotations or
having excessively long quotations). Some students admitted to feeling “overwhelmed” by
their first encounter with data collection, others did not see the value in having such “similar”
data collection assignments. Nonetheless, by having students conduct this type of research
independently (and receive individual feedback), we sought to ensure that each student could
contribute to a larger, data collection exercise in a more authentic setting: as part of a team.

As discussed in earlier sections, data of this nature are typically collected by teams of
researchers and research assistants. At the beginning of the course, we asked students to
complete a short questionnaire indicating their language competencies, and this allowed us to
create multilingual groups of eight to ten students. All groups contained several Dutch speakers
and at least two or three who spoke German, French, or Spanish. All group members spoke
English and many also spoke non-European languages such as Arabic, Hebrew, and Mandarin.
With individual feedback on their data collection skills, a multilingual group, a fresh list of fifty
radicalised military personnel as well as a detailed codebook, the groups were ready to start
data collection.

The Messy World of Data Collection

Students had three weeks to complete the assignment and would typically allocate different
cases to different group members. Often, one group member would be allocated one or two
fewer cases and would, in turn, bear responsibility for populating the Excel spreadsheet using
the correct style guidelines prior to submission. Lectures continued throughout this period
and, as instructors, we found ways to connect course content to students’ mutual experience
of collecting data. We spoke, for instance, about the limitations of open-source data collection,
as well as its potential to create a more extensive, descriptive understanding of radicalisation.

As a strategy for deeper collaboration, we would set aside time at the beginning of each lecture
for students to ask questions about the assignment. They would often speak about cases they
were struggling with, or request clarity on certain variables. This time allowed students to
exchange ideas and sharpen their logic, often with us, as instructors, taking a step back to
allow students to engage in active learning. They learned how other students may approach
certain variables differently, perhaps because of their undergraduate training or even personal
backgrounds. There was a great deal of debate, for instance, about how to code cases who were
involved in the storming of the US Capitol. Ten percent of those who breached the perimeter of
the US Capitol Building on 6 January 2021 were military veterans,*® but not all participated in
the same way. Should all Capitol cases be coded as radicalised or involved in a violent plot, or
should they be coded based on the particularity of their individual actions during the event?
Here, students would learn that it was more important that they were consistent with their
own group’s coding, rather than striving for uniformity with other groups’ coding. This allowed
students to relax into the assignment and learn that ‘right’ or ‘wrong’ answers didn’t always
exist.

Developing the Radicalised Service Personnel dataset can easily be described as a tedious
undertaking. Not only is this type of research time-consuming, but the application of the
codebook to open-source data can breed frustration and it is important that students learn
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why this is the case. As alluded to in earlier sections, the empirical study of radicalisation is
a burgeoning field and, as such, the operationalisation of central concepts continues to be
disputed. Furthermore, the field is theoretically underdeveloped, meaning that theoretical
frameworks informing key processes tend to have poor explanatory power.*! It is, therefore,
unsurprising that the variables which trickle down into our codebook, such as whether an
individual ‘joined’ an extremist group or could be considered ‘involved’ in a violent plot, also
suffer shortcomings. In class, students would ask questions about particular variables or
cases and become exasperated at the “ambiguous” nature of the codebook, or the elusiveness
of the cases assigned to them. This was important as we wanted students to overcome these
challenges and determine, namely, when it was appropriate to not code a particular variable.
In assessing whether students had acquired the data collection skill, we determined whether
there was evidence of ill-informed coding (i.e., filling out an item in the codebook, despite not
having enough high-quality sources to support the observation) or lazy coding (i.e., marking an
item as ‘unknown’ when high quality sources to support the observation did exist) and these
instances culminated in an overall points reduction.

As a mechanism to prevent free-riding, students also completed an evaluation of each team
member after the assignment was submitted. Each team member was scored out of ten for the
quality and quantity of their contribution, their level of professionalism and communication.
There was also an open-ended section where they could reflect on the dynamics within the
group. When the assignment was graded, this evaluation accounted for 30 percent of the overall
grade for the data collection assignment.

Conclusion

For decades now, the study of radicalisation has welcomed innovative methodologies from a
range of academic disciplines. As the nature and quality of the data we gather changes and
develops, it is imperative that students of terrorism studies learn to become critical consumers
of these data before entering the field. The objective of the approach described here was not
necessarily distinguished by the creation of a new dataset of radicalised individuals but, instead,
by its pedagogical goals. Against the backdrop of growing far-right radicalisation amongst
service personnel in Europe, the United States and Canada, students learned how to access
open-source data, apply a codebook, make coding decisions and work as part of a team to input
data into the first dataset of its kind. In this way, we sought to immerse students in an authentic,
data collection environment, one which represented the field as it is today; rich and messy. The
exercise presented novel learning opportunities for students, such as how to operationalise
different manifestations of radicalisation, when to ‘dig deeper’ and, importantly, when to simply
‘give up’ on a case. Indeed, one of the key learning objectives of this approach was for students
to better understand the limitations of this type of research. These learning experiences,
particularly the use of real-life data, also allowed students to develop expertise in the growing
phenomenon of extremism within Western militaries, which they could then leverage after
graduation. Several students have engaged in both paid and unpaid research assistantships
on this topic, and at least one has co-authored two pieces on the topic of extremism within the
military, contributing valuable insights to the field.**

As the study of terrorism increasingly relies on quantitative methodologies, we hope the
pedagogical approach described here encourages other instructors in the field to recognise the
possibilities of these data to train the next generation of scholars. By engaging in this type of
hands-on learning, students may be better prepared to contribute meaningfully to the evolving
field of terrorism studies, bringing both critical analysis and practical skills to bear on complex
global issues.

Perspectives on Terrorism 118



Vol. XIX, Issue 1 - March 2025

Sarah L. Carthy is an assistant professor of terrorism and political violence at the Institute of
Security and Global Affairs at Leiden University in the Netherlands. She is a graduate of the
University of Galway where she completed her BA and PhD in Psychology.

Yannick Veilleux-Lepage is an assistant professor in the Department of Political Science and
Economics at the Royal Military College of Canada. Previously, he served as an assistant professor
of terrorism and political violence at Leiden University’s Institute of Security and Global Affairs.

Acknowledgements: We would like to thank each cohort of students who have taken our course
over the years. Your hard work, enthusiasm and feedback have been invaluable.

Perspectives on Terrorism 119



Carthy and Veilleux-Lepage

Endnotes

1 Stephen C. Nemeth and Jacob A. Mauslein, ‘Location Matters: Average Annual Risk of Domestic Terror-
ism, 1990-2010-A Subnational Analysis’, Journal of Regional Security 14, no. 1 (2019): 29-32; Charles
L. Ruby, ‘“The Definition of Terrorism’, Analyses of Social Issues and Public Policy 2, no. 1 (2002): 9-14.

2 Monica Lloyd and Christopher Dean, ‘The Development of Structured Guidelines for Assessing Risk in
Extremist Offenders., Journal of Threat Assessment and Management 2, no. 1 (2015): 52.

3 Bart Schuurman, ‘Non-Involvement in Terrorist Violence’, Perspectives on Terrorism 14, no. 6 (2020):
14-26.

4 Sarah L. Carthy and Bart Schuurman, ‘Researching Extremists and Terrorists: Reflections on Inter-
viewing Hard-to-Reach Populations’, in Fieldwork Experiences in Criminology and Security Studies: Meth-
ods, Ethics, and Emotions (Springer, 2023), 375-98.

5 Gary LaFree, Nancy A. Morris, and Laura Dugan, ‘Cross-National Patterns of Terrorism: Comparing
Trajectories for Total, Attributed and Fatal Attacks, 1970-2006’, The British Journal of Criminology 50,
no. 4 (2010): 622-49.

6 Charles W. Mahoney, More Data, New Problems: Audiences, Ahistoricity, and Selection Bias in Terrorism
and Insurgency Research (Oxford University Press, 2018); Deven Parekh et al.,, ‘Studying Jihadists on
Social Media: A Critique of Data Collection Methodologies’, Perspectives on Terrorism 12, no. 3 (2018):
5-23.

7 Yannick Veilleux-Lepage, Terror Evolves: The Emergence and Spread of Terrorist Techniques (Rowman
& Littlefield, 2020)

8 Bart Schuurman and Sarah L. Carthy, ‘The Makings of a Terrorist: Continuity and Change across Left-,
Right-and Jihadist Extremists and Terrorists in Europe and North-America, 1960s-Present, Deviant Be-
havior, 2022, 1-22.

9 John M Berger, Extremism (Mit Press, 2018); Boaz Ganor, ‘Defining Terrorism: Is One Man'’s Terrorist
Another Man’s Freedom Fighter?’, Police Practice and Research 3, no. 4 (2002): 287-304; Arun Kund-
nani, ‘Radicalisation: The Journey of a Concept, Race & Class 54, no. 2 (2012): 3-25.

10 Note: Students were involved in developing the Profiles of Individual Radicalization in the United
States (PIRUS) database at the National Consortium for the Study of Terrorism and Responses to Ter-
rorism (START). The project has historically relied on research assistants, including graduate and un-
dergraduate students, to help collect and code data under the supervision of senior researchers. These
students typically work on gathering open-source information about individuals in the dataset, verify-
ing details, and coding variables related to radicalisation pathways, demographics, and extremist affili-
ations. Their contributions play a role in ensuring the robustness and accuracy of the dataset. Students
have also been involved in developing and maintaining the American Terrorism Study (ATS). The ATS,
which was originally started by Brent Smith in the late 1980s, has relied on research assistants, includ-
ing graduate and undergraduate students, to assist with data collection, case coding, and analysis. These
students typically help review court records, law enforcement reports, and other public documents
to code information about terrorist incidents, perpetrators, and group affiliations. Their contributions
have been essential in expanding the dataset and ensuring its accuracy over time. And students have
been involved in developing the Extremist Crime Database (ECDB). The project, which is maintained
by researchers at various academic institutions, including those affiliated with the University of Mary-
land’s START centre, has relied on graduate and undergraduate research assistants to collect, verify, and
code data. These students help analyse court records, news sources, and other open-source materials
to track criminal activities associated with extremist individuals and groups in the United States. Their
work has been essential in expanding the dataset and ensuring the reliability of the information.

11 Brent L. Smith and Kelly R. Damphousse. ‘American Terrorism Study, 1980-2002’, Inter-university
Consortium for Political and Social Research (2007).

12 Joshua D. Freilich et al., ‘Introducing the United States Extremis Crime Database (ECDBY)’, Terrorism
and Political Violence 26, no. 2 (2014): 372-84.

13 Kiran M. Sarma, Sarah L. Carthy, and Katie M. Cox, ‘Mental Disorder, Psychological Problems and Ter-
rorist Behaviour: A Systematic Review and Meta-analysis’, Campbell Systematic Reviews 18, no. 3 (2022):
e1268.

14 Hruschka et al.,, ‘Reliability in Coding Open-Ended Data: Lessons Learned from HIV Behavioral Re-
search’.

15 Daniel ] Hruschka et al., ‘Reliability in Coding Open-Ended Data: Lessons Learned from HIV Behav-
ioral Research’, Field Methods 16, no. 3 (2004): 307-31.

16 Wendy A Hall et al,, ‘Qualitative Teamwork Issues and Strategies: Coordination through Mutual Ad-
justment’, Qualitative Health Research 15, no. 3 (2005): 394-410; Hruschka et al., ‘Reliability in Coding
Open-Ended Data: Lessons Learned from HIV Behavioral Research’; M Ariel Cascio et al., ‘A Team-Based

Perspectives on Terrorism 120



Vol. XIX, Issue 1 - March 2025

Approach to Open Coding: Considerations for Creating Intercoder Consensus’, Field Methods 31, no. 2
(2019): 116-30.

17 Wendy A Hall et al,, ‘Qualitative Teamwork Issues and Strategies: Coordination through Mutual Ad-
justment’, Qualitative Health Research 15, no. 3 (2005): 394-410; Hruschka et al., ‘Reliability in Coding
Open-Ended Data: Lessons Learned from HIV Behavioral Research’; M Ariel Cascio et al., ‘A Team-Based
Approach to Open Coding: Considerations for Creating Intercoder Consensus’, Field Methods 31, no. 2
(2019): 116-30.

18 Emily M D’Agostino, WayWay M Hlaing, and James H Stark, ‘Teaching on the Continuum: Epidemiol-
ogy Education From High School Through Graduate School’, Am J Epidemiol 188, no. 6 (2019): 979-86.

19 Before 2025, this track was titled the Governance of Radicalism, Extremism, and Terrorism track.
20 Since 2025, the course has been re-titled Extremist Thinking.

21 Daniel Koehler, A Threat from Within?: Exploring the Link Between the Extreme Right and the Military
(JSTOR, 2019); Teun Van Dongen et al., ‘Right-Wing Extremism in the Military: A Typology of the Threat),
ICCT Research Papers, 2022; Yannick Veilleux-Lepage and E Leidig, ‘Investigating the Radical Right’s
Presence in the Canadian Military’, The Radical Right During Crisis: CARR Yearbook 2020/2021, 2021,
202-6.

22 The New York Times, ‘Extremists in Uniform Put the Nation at Risk), 13 November 2022, https://
www.nytimes.com/2022/11/13/opinion/us-police-military-extremism.html; Travis Tritten et al., “The
Threat from Extremist Groups [s Growing. Service Members and Vets Are Getting Sucked into the Vio-
lence’, Military.Com, 5 April 2023, https://www.military.com/daily-news/2023/04/05/threat-extrem-
ist-groups-growing-service-members-and-vets-are-getting-sucked-violence.html.

23 Havard Haugstvedt and Daniel Koehler, ‘Armed and Explosive? An Explorative Statistical Analysis
of Extremist Radicalization Cases with Military Background’, Terrorism and Political Violence 35, no. 3
(2023): 518-32; Klaus Roghmann and Wolfgang Sodeur, ‘The Impact of Military Service on Authoritar-
ian Attitudes: Evidence from West Germany’, American Journal of Sociology 78, no. 2 (1972): 418-33.

24 Van Dongen et al., ‘Right-Wing Extremism in the Military: A Typology of the Threat’.

25 Bart Schuurman and Sarah L Carthy, ‘Understanding (Non) Involvement in Terrorist Violence: What
Sets Extremists Who Use Terrorist Violence Apart from Those Who Do Not?, Criminology & Public Policy,
2023; Bart Schuurman and Sarah L Carthy, ‘Who Commits Terrorism Alone? Comparing the Biograph-
ical Backgrounds and Radicalization Dynamics of Lone-Actor and Group-Based Terrorists’, Crime & De-
linquency, 2023, 00111287231180126; Bart Schuurman and Sarah L Carthy, ‘Contextualizing Involve-
ment in Terrorist Violence by Considering Non-Significant Findings: Using Null Results and Temporal
Perspectives to Better Understand Radicalization Outcomes’, Plos One 18, no. 11 (2023): e0292941.

26 Erin Miller and Kathleen Smarick, ‘Profiles of Perpetrators of Terrorism in the United States: Re-
search Highlight’ (College Park, MD: START, 2012), https://www.start.umd.edu/pubs/START_Profile-
sofPerpetratorsofTerrorismintheUS_ResearchHighlight_July2014.pdf.

27 Monica Lloyd and Christopher Dean, ‘The Development of Structured Guidelines for Assessing Risk
in Extremist Offenders., Journal of Threat Assessment and Management 2, no. 1 (2015): 42.

28 While we debated using a more fit-for-purpose dataset management software such as NocoBD or
Airtable, we settled on Excel due to its accessibility. Students at our university receive access to the Mi-
crosoft 365 product suite which is compatible with both Mac and Windows computers, and it was likely
that knowledge of Excel would serve them well in the future.

29 Yannick Veilleux-Lepage, “The Radical Right Legitimisation of Vehicle Ramming,” in Tracking the Rise
of the Radical Right Globally (Ibidem-Verlag, 2019), 305-308; Amy-Louise Williams, Emily Corner, and
Helen Taylor, ‘Vehicular Ramming Attacks: Assessing the Effectiveness of Situational Crime Prevention
Using Crime Script Analysis’, Terrorism and Political Violence 34, no. 8 (2022): 1549-1563.

30 Eric B. Hodges, ““Storming the Castle.”Examining the Motivations of the Veterans Who Participated in
the Capitol Riots’, Journal of Veterans Studies 7, no. 3 (2021): 46-59.

31 Sarah L Carthy and Bart Schuurman, ‘Adverse Childhood Experiences, Education, and Involvement
in Terrorist Violence: Examining Mediation and Moderation’, Journal of School Psychology 106 (2024):
101348.

32 The experience of one graduate is illustrative. Her expertise in coding and analysing radicalisation
data, honed during the course, enabled her to contribute to key research projects on military extremism,
highlighting the value of hands-on learning in professional settings. She later co-authored two signif-
icant pieces on the topic of extremism within the military, contributing valuable insights to the field:
Hanna Rigault Arkis and Jessica White, ‘Female Veterans and Right-Wing Extremism: Becoming “One of

Perspectives on Terrorism 121


https://www.nytimes.com/2022/11/13/opinion/us-police-military-extremism.html
https://www.nytimes.com/2022/11/13/opinion/us-police-military-extremism.html
https://www.military.com/daily-news/2023/04/05/threat-extremist-groups-growing-service-members-and-vets-are-getting-sucked-violence.html
https://www.military.com/daily-news/2023/04/05/threat-extremist-groups-growing-service-members-and-vets-are-getting-sucked-violence.html

Carthy and Veilleux-Lepage

”m

the Boys™, 28 January 2022, https://www.icct.nl/publication/female-veterans-and-right-wing-extrem-
ism-becoming-one-boys; Van Dongen et al.,, ‘Right-Wing Extremism in the Military: A Typology of the
Threat’.

Bibliography
Berger, John M. Extremism. Mit Press, 2018.

Carthy, Sarah L, and Bart Schuurman. ‘Adverse Childhood Experiences, Education, and Involvement in
Terrorist Violence: Examining Mediation and Moderation’. Journal of School Psychology 106 (2024):
101348.

———. ‘Researching Extremists and Terrorists: Reflections on Interviewing Hard-to-Reach Popula-
tions’. In Fieldwork Experiences in Criminology and Security Studies: Methods, Ethics, and Emotions, 375-
98. Springer, 2023.

Cascio, M Ariel, Eunlye Lee, Nicole Vaudrin, and Darcy A Freedman. ‘A Team-Based Approach to Open
Coding: Considerations for Creating Intercoder Consensus’. Field Methods 31, no. 2 (2019): 116-30.

D’Agostino, Emily M, WayWay M Hlaing, and James H Stark. ‘Teaching on the Continuum: Epidemiology
Education From High School Through Graduate School’. Am J Epidemiol 188, no. 6 (2019): 979-86.

Freilich, Joshua D., Steven M. Chermak, Roberta Belli, Jeff Gruenewald, and William S. Parkin. ‘Introduc-
ing the United States Extremis Crime Database (ECDB)’. Terrorism and Political Violence 26,no.2 (2014):
372-84.

Ganor, Boaz. ‘Defining Terrorism: Is One Man’s Terrorist Another Man'’s Freedom Fighter?’ Police Prac-
tice and Research 3, no. 4 (2002): 287-304.

Hall, Wendy A, Bonita Long, Nicole Bermbach, Sharalyn Jordan, and Kathryn Patterson. ‘Qualitative
Teamwork Issues and Strategies: Coordination through Mutual Adjustment’. Qualitative Health Research
15, no. 3 (2005): 394-410.

Haugstvedt, Havard, and Daniel Koehler. ‘Armed and Explosive? An Explorative Statistical Analysis of
Extremist Radicalization Cases with Military Background' Terrorism and Political Violence 35, no. 3
(2023): 518-32.

[

Hodges, Eric B. “Storming the Castle.’Examining the Motivations of the Veterans Who Participated in
the Capitol Riots’ Journal of Veterans Studies 7, no. 3 (2021): 46-59.

Hruschka, Daniel ], Deborah Schwartz, Daphne Cobb St. John, Erin Picone-Decaro, Richard A Jenkins,
and James W Carey. ‘Reliability in Coding Open-Ended Data: Lessons Learned from HIV Behavioral Re-
search’. Field Methods 16, no. 3 (2004): 307-31.

Koehler, Daniel. A Threat from Within?: Exploring the Link Between the Extreme Right and the Military.
JSTOR, 2019.

Kundnani, Arun. ‘Radicalisation: The Journey of a Concept’ Race & Class 54, no. 2 (2012): 3-25.

LaFree, Gary, Nancy A. Morris, and Laura Dugan. ‘Cross-National Patterns of Terrorism: Comparing Tra-
jectories for Total, Attributed and Fatal Attacks, 1970-2006". The British Journal of Criminology 50, no. 4
(2010): 622-49.

Lloyd, Monica, and Christopher Dean. ‘The Development of Structured Guidelines for Assessing Risk in
Extremist Offenders.’ Journal of Threat Assessment and Management 2, no. 1 (2015): 40.

Mahoney, Charles W. More Data, New Problems: Audiences, Ahistoricity, and Selection Bias in Terrorism
and Insurgency Research. Oxford University Press, 2018.

Miller, Erin, and Kathleen Smarick. ‘Profiles of Perpetrators of Terrorism in the United States: Research
Highlight'. College Park, MD: START, 2012. https://www.start.umd.edu/pubs/START_ProfilesofPerpe-
tratorsofTerrorismintheUS_ResearchHighlight_July2014.pdf.

Nemeth, Stephen C., and Jacob A. Mauslein. ‘Location Matters: Average Annual Risk of Domestic Terror-
ism, 1990-2010-A Subnational Analysis’. Journal of Regional Security 14, no. 1 (2019): 29-32.

Parekh, Deven, Amarnath Amarasingam, Lorne Dawson, and Derek Ruths. ‘Studying Jihadists on Social
Media: A Critique of Data Collection Methodologies’. Perspectives on Terrorism 12, no. 3 (2018): 5-23.
Rigault Arkis, Hanna, and Jessica White. ‘Female Veterans and Right-Wing Extremism: Becoming “One of

the Boys™, 28 January 2022. https://www.icct.nl/publication/female-veterans-and-right-wing-extrem-
ism-becoming-one-boys.

Perspectives on Terrorism 122



Vol. XIX, Issue 1 - March 2025

Roghmann, Klaus, and Wolfgang Sodeur. ‘The Impact of Military Service on Authoritarian Attitudes: Ev-
idence from West Germany’. American Journal of Sociology 78, no. 2 (1972): 418-33.

Ruby, Charles L. ‘“The Definition of Terrorism’. Analyses of Social Issues and Public Policy 2, no. 1 (2002):
9-14.

Sarma, Kiran M., Sarah L. Carthy, and Katie M. Cox. ‘Mental Disorder, Psychological Problems and Terror-
ist Behaviour: A Systematic Review and Meta-analysis’. Campbell Systematic Reviews 18, no. 3 (2022):
e1268.

Schuurman, Bart. ‘Non-Involvement in Terrorist Violence’. Perspectives on Terrorism 14, no. 6 (2020):
14-26.

Schuurman, Bart, and Sarah L Carthy. ‘Contextualizing Involvement in Terrorist Violence by Considering
Non-Significant Findings: Using Null Results and Temporal Perspectives to Better Understand Radical-
ization Outcomes’. Plos One 18, no. 11 (2023): e0292941.

Schuurman, Bart, and Sarah L. Carthy. ‘The Makings of a Terrorist: Continuity and Change across Left-,
Right-and Jihadist Extremists and Terrorists in Europe and North-America, 1960s-Present’. Deviant Be-
havior, 2022, 1-22.

Schuurman, Bart, and Sarah L Carthy. ‘Understanding (Non) Involvement in Terrorist Violence: What
Sets Extremists Who Use Terrorist Violence Apart from Those Who Do Not?’ Criminology & Public Policy,
2023.

———. ‘Who Commits Terrorism Alone? Comparing the Biographical Backgrounds and Radicalization
Dynamics of Lone-Actor and Group-Based Terrorists’. Crime & Delinquency, 2023,00111287231180126.

The New York Times. ‘Extremists in Uniform Put the Nation at Risk’, 13 November 2022, https://www.
nytimes.com/2022/11/13/opinion/us-police-military-extremism.html.

Tritten, Travis, Drew Lawrence, Konstantin Toropin, and Steve Beynon. ‘The Threat from Extremist
Groups Is Growing. Service Members and Vets Are Getting Sucked into the Violence’. Military.Com,
5 April 2023. https://www.military.com/daily-news/2023/04 /05 /threat-extremist-groups-growing-
service-members-and-vets-are-getting-sucked-violence.html.

Van Dongen, Teun, YD Veilleux-Lepage, Eviane Leidig, and H Rigault Arkis. ‘Right-Wing Extremism in the
Military: A Typology of the Threat’. ICCT Research Papers, 2022.

Veilleux-Lepage, Yannick, and E Leidig. ‘Investigating the Radical Right’'s Presence in the Canadian Mili-
tary’. The Radical Right During Crisis: CARR Yearbook 2020/2021, 2021, 202-6.

Perspectives on Terrorism 123



PERSPECTIVES
ON TERRORISM

BIBLIOGRAPHY

Bibliography: Critical Infrastructure Security
— Prevention, Preparedness, and Response to
Terrorist Attacks

Judith Tinnes’

Volume XIX, Issue 1
March 2025

ISSN: 2334-3745

Abstract: This bibliography contains journal articles, book chapters, books, edited volumes,
theses, grey literature, bibliographies and other resources on critical infrastructure security. It
focuses on the prevention, preparedness, and response to terrorist and insurgent attacks. The
bibliography prioritises recent publications (up to January 2025) and should not be considered
as being exhaustive. The literature has been retrieved by manually browsing more than 200
core and periphery sources in the field of Terrorism Studies. Additionally, full-text as well as
reference retrieval systems have been employed to broaden the search.

Keywords: Bibliography, resources, literature, critical infrastructure security, critical
infrastructure protection, terrorism, prevention, preparedness, response, resiliency, emergency
management, crisis communication

NB: All websites were last visited on 02.02.2025. For an inventory of previous bibliographies, see:
https://archive.org/details/terrorism-research-bibliographies

* Corresponding author: Judith Tinnes, Terrorism Research Initiative, email: j.tinnes@gmx.de


mailto:j.tinnes@gmx.de

Vol. XIX, Issue 1 - March 2025

Bibliographies and other Resources

Aviation Safety Network (ASN) (1996, January-): ASN Aviation Safety Database. URL: https://
aviation-safety.net/database

Critical Infrastructures Preparedness and Resilience Research Network (CIPRNet) (2013,
March-): URL: https://ciprnet.eu

McDonald, Brody (2021, February): Preparedness for,and Resilience to, Terrorism: Bibliography
60+ Full-Text Academic Theses (Ph.D. and M.A.) Written in English Between 2000 and 2020.
Perspectives on Terrorism, 15(1), 228-232. URL: https://www.jstor.org/stable/26984811

Nelson, Christopher et al. (2024, March): Incident Management Measurement Toolkit. (RAND
Tools, TL-A3196-1). DOI: https://doi.org/10.7249 /TLA3196-1

Ramsay, James (Ed.-in-Chief) (2004, January-): Journal of Homeland Security and Emergency
Management. [ISSN: 1547-7355]. URL: https://www.degruyter.com/journal/key/jhsem/
html

Scrivens, Ryan (2019, February): 475 Academic Theses (Ph.D. and MA) on Countering Violent
Extremism (CVE), Preventing Violent Extremism (PVE) and Terrorism Prevention (Written in

Dutch, English, French, German, Italian, Norwegian, and Spanish). Perspectives on Terrorism,
13(1), 197-228. URL: https://www.jstor.org/stable /26590531

Shapiro, Lauren R.; Maras, Marie-Helen (Eds.) (2020): Encyclopedia of Security and Emergency
Management. [Living Reference Work]. Cham: Springer. DOI: https://doi.org/10.1007/978-
3-319-69891-5

Sin%h, Ishaansh (2021): General Bibliography on Terrorism Prevention and Preparedness. In:
Alex P. Schmid (Ed.): Handbook of Terrorism Prevention and Preparedness. The Hague: ICCT
Press, 1159-1259. URL: https://www.icct.nl/publication/handbook-terrorism-prevention-
and-preparedness

Thomas, Andrew R. (Ed.-in-Chief) (2008, March-): Journal of Transportation Security. [p-ISSN:
1938-7741; e-ISSN: 1938-775X]. URL: https://link.springer.com/journal /12198

Tinnes, Judith (2019, December): Bibliography: Terrorism Prevention. Perspectives on Terrorism,
13(6), 116-166. URL: https://www.jstor.org/stable /26853765

Tinnes, Judith (2024, March): Bibliography: Risk Assessment of Terrorism. Perspectives
on Terrorism, 18(1), 144-207. URL: https://pticct.nl/sites/default/files/2024-03/
Bibliography_final%Z20version_0.pdf

Transportation Security Administration (TSA) (n.d.): Transportation Security Timeline. URL:
https://www.tsa.gov/timeline

Books and Edited Volumes

Abbas, Ali E.; Tambe, Milind; von Winterfeldt, Detlof (Eds.) (2017): Improving Homeland
Security Decisions. New York: Cambridge University Press. DOI: https://doi.
org/10.1017/9781316676714

Alperen, Martin ]. (Ed.) (2017): Foundations of Homeland Securitfl/: Law and Policy. (2nd ed.).
(Wiley Series on Homeland Defense and Security). Hoboken: John Wiley & Sons.

Apostol, Ion et al. (2015): Engaging the Public to Fight the Consequences of Terrorism and
Disasters. (NATO Science for Peace and Security Series - E: Human and Societal Dynamics,
Vol. 120). Amsterdam: IOS Press.

Atlas, Randall I. (2013): 21st Century Security and CPTED: Designing for Critical
Infrastructure Protection and Crime Prevention. (2nd ed.). Boca Raton: CRC Press. DOI:
https://doi.org/10.1201/b15046

Baggett, Ryan K., Simpkins, Brian K. (2018): Homeland Security and Critical Infrastructure
Protection. (2nd ed.). (Praeger Security International). Santa Barbara: Praeger.

Balomenos, Konstantinos P; Fytopoulos, Antonios; Pardalos, Panos M. (Eds.) (202 3): Handbook
for Management of Threats: Security and Defense, Resilience and Optimal Strategies.
(Springer Optimization and Its Applications, Vol. 205). Cham: Springer. DOI: https://doi.
org/10.1007/978-3-031-39542-0

Barnosky, Jason Thomas etal. (2024, March): Improving Assessments in Emergency Management:
Analysis of the Threat and Hazard Identification and Risk Assessment and the Hazard

Perspectives on Terrorism 125


https://aviation-safety.net/database
https://aviation-safety.net/database
https://ciprnet.eu/
https://www.jstor.org/stable/26984811
https://doi.org/10.7249/TLA3196-1
https://www.degruyter.com/journal/key/jhsem/html
https://www.degruyter.com/journal/key/jhsem/html
https://www.jstor.org/stable/26590531
https://doi.org/10.1007/978-3-319-69891-5
https://doi.org/10.1007/978-3-319-69891-5
https://www.icct.nl/publication/handbook-terrorism-prevention-and-preparedness
https://www.icct.nl/publication/handbook-terrorism-prevention-and-preparedness
https://link.springer.com/journal/12198
https://www.jstor.org/stable/26853765
https://pt.icct.nl/sites/default/files/2024-03/Bibliography_final%20version_0.pdf
https://pt.icct.nl/sites/default/files/2024-03/Bibliography_final%20version_0.pdf
https://www.tsa.gov/timeline
https://doi.org/10.1017/9781316676714
https://doi.org/10.1017/9781316676714
https://doi.org/10.1201/b15046
https://doi.org/10.1007/978-3-031-39542-0
https://doi.org/10.1007/978-3-031-39542-0

Tinnes

Identification and Risk Assessment. [e-Book]. (RAND Research Reports, RR-A2437-1). Santa
Monica: RAND Corporation. DOI: https://doi.org/10.7249 /RRA2437-1

Bennett, Brian T. (2018): Understanding, Assessing, and Responding to Terrorism: Protecting
Critical Infrastructure and Personnel. (2nd ed.). Hoboken: John Wiley & Sons.

Best, Katharina Ley et al. (2020): How to Analyze the Cyber Threat from Drones: Background,
Analysis Frameworks, and Analysis Tools. [e-Book]. (RAND Research Reports, RR-2972-RC).
Santa Monica: RAND Corporation. DOI: https://doi.org/10.7249 /RR2972

Biles, Clay W. (2023): How to Stop a Hijacking: Critical Thinking in Civil Aviation Security. Boca
Raton: CRC Press. DOI: https://doi.org/10.4324 /9781003336457

Bolz, Frank, Jr.; Dudonis, Kenneth ].; Schulz, David P. (2011): The Counterterrorism Handbook:
Tactics, Procedures, and Techniques, Fourth Edition. (CRC Series in Practical Aspects of
Criminal and Forensic Investigations). Boca Raton: CRC Press.

Bordeaux, John et al. (2023, November): Identifying and Prioritizing Systemically Important
Entities: Advancing Critical Infrastructure Security and Resilience. [e-Book]. (RAND Research
Reports, RR-A1512-1). Santa Monica: RAND Corporation. DOI: https://doi.org/10.7249/
RRA1512-1

Brataas, Kjell (2018): Crisis Communication: Case Studies and Lessons Learned from International
Disasters. Abingdon: Routledge. DOI: https://doi.org/10.4324 /9781315368245

Brauner, Florian (2017): Securing Public Transportation Systems: An Integrated Decision Analysis
Framework for the Prevention of Terrorist Attacks as Example. Wiesbaden: Springer Vieweg.
DOI: https://doi.org/10.1007/978-3-658-15306-9

Bueger, Christian; Edmunds, Timothy (2024): Understanding Maritime Security. New York:
Oxford University Press.

Bullock, Jane A.; Haddow, George D.; Cop}:()ola, Damon P. (2021): Introduction to Homeland
Security: Principles of All-Hazards Risk Management. (6th ed.). Oxford: Butterworth-
Heinemann.

Burke, Robert A. (2018): Counter-Terrorism for Emergency Responders. (3rd ed.). Boca Raton:
CRC Press.

Caleta, Denis; Powers, James F,, Jr. (Eds.) (2020, September): Cyber Terrorism and Extremism as
Threat to Critical Infrastructure Protection. [e-Book]. Ljubljana / Tampa: Ministry of Defense,
Republic of Slovenia; Joint Special Operations University; Institute for Corporative, Security
Studies. URL: https://dk.mors.si/info/index.php/sl/knjizne-novosti/495-cyber-terrorism-
and-extremism-as-threat-to-critical-infrastructure-protection

Caleta, Denis; Radovi¢, Vesela (2015): Comprehensive Approach as “Sine Qua Non” for Critical
Infrastructure Protection. (NATO Science for Peace and Security Series - D: Information and
Communication Security, Vol. 39). Amsterdam: 10S Press.

Chatterjee, Samrat; Brigantic, Robert T.; Waterworth, Angela M. (Eds.) (2021): Applied Risk
Analysis for Guiding Homeland Security Policy and Decisions. (Wiley Series in Operations
Research and Management Science). Hoboken: John Wiley & Sons.

Collier, Stephen].; Lakoff, Andrew (2021): The Government of Emergency: Vital Slystems, Expertise,
and the Politics of Security. (Princeton Studies in Culture and Technology). Princeton:
Princeton University Press.

Coombs, W. Timothy; Holladay, Sherry |. (Eds.) (2023): The Handbook of Crisis Communication.
(2nd ed.). (Handbooks in Communication and Media). Chichester: Wiley Blackwell. DOI:
https://doi.org/10.1002/9781119678953

Coppola, Damon P; Maloney, Erin K. (2017): Communicating Emergency Preparedness:
Practical Strategies for the Public and Private Sectors. (2nd ed.). Abingdon: Routledge. DOI:
https://doi.org/10.1201/9781315194714

Cordner, Gary; Wright, Martin (Eds.) (2024): Routledge International Handbook of Policing
Crises and Emergencies. (Routledge International Handbooks). Abingdon: Routledge. DOI:
https://doi.org/10.4324/9781003265214

Crowe, Adam S. (2015): A Futurist’s Guide to Emergency Management. Boca Raton: CRC Press.
DOI: https://doi.org/10.1201/b18476

Daponte, Pasquale; Klo6sak, Maciej; Bendarma, Amine (2024): Modern Technologies Enabling
Innovative Methods for Maritime Monitoring and Strengthening Resilience in Maritime

Perspectives on Terrorism 126


https://doi.org/10.7249/RRA2437-1
https://doi.org/10.7249/RR2972
https://doi.org/10.4324/9781003336457
https://doi.org/10.7249/RRA1512-1
https://doi.org/10.7249/RRA1512-1
https://doi.org/10.4324/9781315368245
https://doi.org/10.1007/978-3-658-15306-9
https://dk.mors.si/info/index.php/sl/knjizne-novosti/495-cyber-terrorism-and-extremism-as-threat-to-critical-infrastructure-protection
https://dk.mors.si/info/index.php/sl/knjizne-novosti/495-cyber-terrorism-and-extremism-as-threat-to-critical-infrastructure-protection
https://doi.org/10.1002/9781119678953
https://doi.org/10.1201/9781315194714
https://doi.org/10.4324/9781003265214
https://doi.org/10.1201/b18476

Vol. XIX, Issue 1 - March 2025

Critical Infrastructures. (NATO Science for Peace and Security Series — D: Information and
Communication Security, Vol. 65). Amsterdam: 10S Press.

Daponte, Pasquale; Paladi, Florentin (Eds.) (2023): Monitoring and Protection of Critical
Infrastructure by Unmanned Systems. (NATO Science for Peace and Security Series - D:
Information and Communication Security, Vol. 63). Amsterdam: 10S Press.

Deatherage, Robert H., Jr. (2022): Survival Driving: Staying Alive on the World’s Most Dangerous
Roads. %an ed). DOL: https://doi.org/10.4324/9781003093961

Dillon, Brian (2014): Blackstone’s Emergency Planning, Crisis and Disaster Management. (2nd
ed.). Oxford: Oxford University Press.

Di Pietro, Antonio; Marti, José (Eds.) (2024): Critical Infrastructure: Modern Approach
and New Developments. |e-Book]. London: IntechOpen. DOI: https://doi.org/10.5772/
intechopen.104070

Doro-on, Anna (2012): Risk Assessment for Water Infrastructure Safety and Security. Boca Raton:
CRC Press. DOI: https://doi.org/10.1201/b11087

Doro-on, Anna M. (2014); Risk Assessment and Security for Pipelines, Tunnels, and Underground
Rail and Transit Operations. Boca Raton: CRC Press. DOI: https://doi.org/10.1201/b17047

Dunn Cavelty, Myriam; Kristensen, Kristian Sgby (Eds.) (2008): Securing “the Homeland”: Critical
Infrastructure, Risk and (In)Security. (CSS Studies in Security and International Relations).
Abingdon: Routledge.

Edwards, Frances L.; Goodrich, Daniel C. (2024): Introduction to Transportation Security. (2nd
ed.). Boca Raton: CRC Press. DOI: https://doi.org/10.4324/9781003461722

Edwards, Matthew (Ed.) (2014): Critical Infrastructure Protection. (NATO Science for Peace and
Security Series - E: Human and Societal Dynamics, Vol. 116). Amsterdam: I0S Press.

Egli, Dane S. (2015): Beyond the Storms: Strengthening Homeland Security and Disaster
Management to Achieve Resilience. Abingdon: Routledge.

Elias, Bartholomew (2009): Airport and Aviation Security: U.S. Policy and Strategy in the Age of
Global Terrorism. Boca Raton: CRC Press.

Eltaher, Hassan M. (2012): Aviation and Maritime Security Intelligence. Ottawa: E&W
Communications.

Ercetin, Umran; Zuievska, Natalia; Vovk, Oksana (Eds.) (2024): Critical Infrastructure Protection
in Response to Terrorist Attacks. (NATO Science for Peace and Security Series - E: Human and
Societal Dynamics, Vol. 157). Amsterdam: I0S Press.

Erskine, Kevin L.; Volpi, Joy A. (2024): Safety and Security for Churches and Other Places of
Worship. Boca Raton: CRC Press.

Evans, Carol V.(Ed.) (2022, November): Enabling NATO'’s Collective Defense: Critical Infrastructure
Security and Resiliency. NATO COE-DAT Handbook 1. [e-Book]. Carlisle: US Army War
College Press. URL: https://www.coedat.nato.int/publication/researches/12-Enabling%?20
NATO_s%20Collective%20Defense_%20Critical%20Infrastructure%?20Secur.pdf

Fagel, Michael |. (Ed.) (2022): Principles of Emergency Management and Emergency Operations
Centers (EOC). (2nd ed.). Boca Raton: CRC Press.

Farazmand, Ali (Ed.) (2016): Global Cases in Best and Worst Practice in Crisis and Emergency
Management. Abingdon: Routledge.

Forest, James ]. E. (Ed.) (2006): Homeland Security: Protecting America’s Targets. (Volume 3:
Critical Infrastructure). Westport: Praeger Security International.

Ganguly, Auroop Ratan; Bhatia, Udit; Flynn, Stephen E. (2018): Critical Infrastructures Resilience:
Policy and Engineering Principles. New York: Routledge.

Gordon, Gary A.; Young, Richard R. (Eds.) (2020): Intermodal Maritime Security: Supply Chain
Risk Mitigation. Amsterdam: Elsevier.

Harrison, John 52009): International Aviation and Terrorism: Evolving Threats, Evolving Security.
(Political Violence). Abingdon: Routledge.

Hellenberg, Timo et al. (Eds.) (2011): Securing Air Traffic: Case CBRN Terrorism. [e-BooK].
Helsinki: Aleksanteri Institute, University of Helsinki. URL: https://urn.kb.se/
resolve?urn=urn:nbn:se:fhs:diva-4389

Perspectives on Terrorism 127


https://doi.org/10.4324/9781003093961
https://doi.org/10.5772/intechopen.104070
https://doi.org/10.5772/intechopen.104070
https://doi.org/10.1201/b11087
https://doi.org/10.1201/b17047
https://doi.org/10.4324/9781003461722
https://www.coedat.nato.int/publication/researches/12-Enabling%20NATO_s%20Collective%20Defense_%20Critical%20Infrastructure%20Secur.pdf
https://www.coedat.nato.int/publication/researches/12-Enabling%20NATO_s%20Collective%20Defense_%20Critical%20Infrastructure%20Secur.pdf
https://urn.kb.se/resolve?urn=urn:nbn:se:fhs:diva-4389
https://urn.kb.se/resolve?urn=urn:nbn:se:fhs:diva-4389

Tinnes

Hoffman, Bruce; Reinares, Fernando (Eds.) (2016): The Evolution of the Global Terrorist Threat:
From 9/11 to Osama bin Laden’s Death. (Columbia Studies in Terrorism and Irregular
Warfare). New York: Columbia University Press.

Hollywood, John S. et al. (2024, March): Improving the Security of Soft Targets and Crowded
Places: A Landscape Assessment. [e-Book|. (RAND Research Reports, RR-A2260-1). Santa
Monica: RAND Corporation. DOI: https://doi.org/10.7249 /RRA2260-1

Hornmoen, Harald; Backholm, Klas (Eds.) (2018): Social Media Use in Crisis and Risk
Communication: Emergencies, Concerns and Awareness. Bingley: Emerald.

Houghton, Rick; Bennett, William (2021): Emergency Characterization of Unknown Materials.
(2nd ed.). Boca Raton: CRC Press.

Jackson, Brian A. et al. (2012): Efficient Aviation Security: Strengthening the Analytic Foundation
for Making Air Transportation Security Decisions. [e-Book]. (RAND Monographs, MG-1220-
RC). Santa Monica: RAND Corporation. URL: https://www.rand.org/pubs/monographs/
MG1220.html

Jin, Yan; Austin, Lucinda L. (Eds.) (2022): Social Media and Crisis Communication. (2nd ed.).
Abingdon: Routledge. DOI: https://doi.org/10.4324 /9781003043409

Jin, Yan; Reber, Bryan H.; Nowak, Glen ]J. (Eds.} (2020): Advancing Crisis Communication
Effectiveness: Integrating Public Relations Scholarship with Practice. New York: Routledge.
DOI: https://doi.org/10.4324 /9780429330650

Johnson, Thomas A. (Ed.) (2015): Cybersecurity: Protecting Critical Infrastructures from Cyber
Attack and Cyber Warfare. Boca Raton: CRC Press.

Kapoor, Marclly'ari Khanna (2024): Securic?/ by Design: Protecting Buildings and Public Places Against
Crime and Terror. Abingdon: Routledge. DOI: https://doi.org/10.1201/9781003395133

Kapucu, Naim; Boin, Arjen (Eds.) (2016): Disaster and Crisis Management: Public Management
Perspectives. Abingdon: Routledge. DOI: https://doi.org/10.4324 /9781315677545

Kapucu, Naim; Ozerdem, Alpaslan; Sadiq, Abdul-Akeem (2022): Managing Emergencies and
Crises: Global Perspectives. (2nd ed.). Burlington: Jones & Bartlett Learning.

Keupp, Marcus Matthias (Ed.) (2020): The Security of Critical Infrastructures: Risk, Resilience
and Defense. (International Series in Operations Research & Management Science, Vol. 288).
Cham: Springer Nature. DOI: https://doi.org/10.1007/978-3-030-41826-7

Khader, Majeed et al. (Eds.) (2019): Learning from Violent Extremist Attacks: Behavioural
Sciences Insights for Practitioners and Policymakers. Singapore: World Scientific.

Kilroy, Richard J., Jr. (Eds.) (2018): Threats to Homeland Security: Reassessing the All-Hazards
Perspective. (2nd ed.). Hoboken: Wiley.

Knox, Claire Connolly; Haupt, Brittany “Brie” (Eds.) (2020): Cultural Competency for Emergency
and Crisis Management: Concepts, Theories and Case Studies. Abingdon: Routledge.

Kovacs, Tlinde Anna et al. (2024): Critical Infrastructure Protection in the Light of the Armed
Conflicts. (Advanced Sciences and Technologies for Security Applications). Cham: Springer.
DOI: https://doi.org/10.1007/978-3-031-47990-8

Kowalkowski, Stanistaw; KazZmierczak, Danuta; Paul, Salvin (Eds.) (2024): Civil Protection
Systems and Disaster Governance: A Cross-Regional Approach. Cham: Palgrave Macmillan /
Springer Nature. DOI: https://doi.org/10.1007/978-3-031-60167-5

Kruszka, Leopold; Klésak, Maciej; Muzolf, Pawet (2019): Critical Infrastructure Protection: Best
Practices and Innovative Methods of Protection. (NATO Science for Peace and Security Series
- D: Information and Communication Security, Vol. 52). Amsterdam: 10S Press.

Kruszka, Leopold et al. (2022): Critical Energy Infrastructure Protection: Innovative Structures
and Materials for Blast and Ballistic Protection. (NATO Science for Peace and Security Series -
D: Information and Communication Security, Vol. 60). Amsterdam: 10S Press.

Lawson, Chappell; Bersin, Alan; Kayyem, Juliette N. (Eds.) (2020): Beyond 9/11: Homeland
Security for the Twenty-First Century. (Belfer Center Studies in International Security).
Cambridge: The MIT Press. DOI: https://doi.org/10.7551 /mitpress/13831.001.0001

Lazari, Alessandro; Mikac, Robert (Eds.) (2022): The External Dimension of the European Union’s
Critical Infrastructure Protection Programme: From Neighbouring Frameworks to Transatlantic
Cooperation. Boca Raton: CRC Press. DOI: https://doi.org/10.4324 /9781003273769

Perspectives on Terrorism 128


https://doi.org/10.7249/RRA2260-1
https://www.rand.org/pubs/monographs/MG1220.html
https://www.rand.org/pubs/monographs/MG1220.html
https://doi.org/10.4324/9781003043409
https://doi.org/10.4324/9780429330650
https://doi.org/10.1201/9781003395133
https://doi.org/10.4324/9781315677545
https://doi.org/10.1007/978-3-030-41826-7
https://doi.org/10.1007/978-3-031-47990-8
https://doi.org/10.1007/978-3-031-60167-5
https://doi.org/10.7551/mitpress/13831.001.0001
https://doi.org/10.4324/9781003273769

Vol. XIX, Issue 1 - March 2025

Lehr, Peter (2019): Counter-Terrorism Technolqzies: A Critical Assessment. (Advanced Sciences
and Technologies for Security Applications). Cham: Springer International. DOI: https://doi.
org/10.1007/978-3-319-90924-0

Lewis, Ted G. (2020): Critical Infrastructure Protection in Homeland Security: Defending a
Networked Nation. (3rd ed.). Hoboken: John Wiley & Sons.

Lewis, Ted G. (2024): Critical Infrastructure Resilience and Sustainability Reader. Hoboken: John
Wiley & Sons.

Liu, Brooke Fisher; Mehta, Amisha M. (Eds.) (2024): Routledge Handbook of Risk, Crisis, and
Disaster Communication. (Routledge Handbooks). Abingdon: Routledge. DOI: https://doi.
org/10.4324/9781003363330

Logan, Caroline; Borum, Randy; Gill, Paul (Eds.) (2023): Violent Extremism: A Handbook of Risk
Assessment and Management. London: UCL Press.

Lohmann, Sarah J. (Ed.) (2022, December): Countering Terrorism on Tomorrow’s Battlefield:
Critical Infrastructure Security and Resiliency. NATO COE-DAT Handbook 2. [e-Book]. Carlisle:
US Army War College Press. URL: https://www.coedat.nato.int/publication/researches/15-
Countering_TerrorismonTomorrowsBattlefield.pdf

Lum, Cynthia; Kennedy, Leslie W. (Eds.) (2012): Evidence-Based Counterterrorism Policy.
(Springer Series on Evidence-Based Crime Policy). New York: Springer. DOI: https://doi.
org/10.1007/978-1-4614-0953-3

Madigan, Michael L. (2018): Handbook of Emergency Management Concepts: A Step-by-Step
Approach. Boca Raton: CRC Press.

Maguire, Mark; Westbrook, David A. (2021): Getting Through Security: Counterterrorism,
Bureaucracy, and a Sense of the Modern. New York: Routledge.

McElreath, David H. et al. (2021): Introduction to Homeland Security. (3rd ed.). Boca Raton: CRC
Press. DOI: https://doi.org/10.4324 /9780429491962

McEntire, David A. (2019): Introduction to Homeland Security: Understanding Terrorism
Prevention and Emergency Management. (2nd ed.). Hoboken: John Wiley & Sons.

McEntire, David A. (Ed.) (2023): The Distributed Functions of Emergency Management and
Homeland Security: An Assessment of Professions Involved in Response to Disasters and Terrorist
Attacks. Boca Raton: CRC Press.

Morag, Nadav (2011): Comparative Homeland Security: Global Lessons. Hoboken: Wiley & Sons.

Morewitz, Stephen (2019): Kidnapping and Violence: New Research and Clinical Perspectives.
New York: Springer. DOI: https://doi.org/10.1007/978-1-4939-2117-1

Morral, Andrew R. et al. (2012): Modeling Terrorism Risk to the Air Transportation System: An
Independent Assessment of TSA’s Risk Management Analysis Tool and Associated Methods.
[e-Book]. (RAND Monographs, MG-1241-TSA). Santa Monica: RAND Corporation. URL:
https://www.rand.org/pubs/monographs/MG1241.html

Mueller, John; Stewart, Mark G. (2016): Chasing Ghosts: The Policing of Terrorism. New York:
Oxford University Press.

Nemeth, Charles P. (2021): Homeland Security: An Introduction to Principles and Practice. (4th
ed.) Boca Raton: CRC Press. DOI: https://doi.org/10.4324 /9781003176053

Nemeth, Charles P. (2023): Private Security: An Introduction to Principles and Practice. (2nd
ed.). Boca Raton: CRC Press. DOI: https://doi.org/10.4324/9781003217299

Niglia, Alessandro (Ed.) (2015): The Protection of Critical Energy Infrastructure Against
Emerging Security Challenges. (NATO Science for Peace and Security Series - D: Information
and Communication Security, Vol. 43). Amsterdam: IOS Press.

Niglia, Alessandro (2016): Critical Infrastructure Protection Against Hybrid Warfare Security
Related Challenges. (NATO Science for Peace and Security Series - D: Information and
Communication Security, Vol. 46). Amsterdam: [0S Press.

Nyampong, Yaw Otu Mankata (2013): Insuring the Air Transport Industry Against Aviation
War and Terrorism Risks and Allied Perils: Issues and Options in a Post-September 11, 2001
Environment. Heidelberg: Springer. DOI: https://doi.org/10.1007/978-3-642-32433-8

Osiecki, Mateusz (2022): International Legal Aspects of Aerial Terrorism: Methods of Law
Enforcement in Aviation. (lus, Lex et Res Publica, Vol. 22). Berlin: Peter Lang.

Perspectives on Terrorism 129


https://doi.org/10.1007/978-3-319-90924-0
https://doi.org/10.1007/978-3-319-90924-0
https://doi.org/10.4324/9781003363330
https://doi.org/10.4324/9781003363330
https://www.coedat.nato.int/publication/researches/15-Countering_TerrorismonTomorrowsBattlefield.pdf
https://www.coedat.nato.int/publication/researches/15-Countering_TerrorismonTomorrowsBattlefield.pdf
https://doi.org/10.1007/978-1-4614-0953-3
https://doi.org/10.1007/978-1-4614-0953-3
https://doi.org/10.4324/9780429491962
https://doi.org/10.1007/978-1-4939-2117-1
https://www.rand.org/pubs/monographs/MG1241.html
https://doi.org/10.4324/9781003176053
https://doi.org/10.4324/9781003217299
https://doi.org/10.1007/978-3-642-32433-8

Tinnes

Parks, Lisa (2018): Rethinking Media Coverage: Vertical Mediation and the War on Terror.
Abingdon: Routledge.

Perdikaris, John (2014): Physical Security and Environmental Protection. Boca Raton: CRC Press.
DOI: https://doi.org/10.1201/b16861

Pereira, Mauro Fernandes; Apostolakis, Apostolos (Eds.) (2021): Terahertz (THz), Mid Infrared
(MIR) and Near Infrared (NIR) Technologies for Protection of Critical Infrastructures Against
Explosives and CBRN. (NATO Science for Peace and Security Series B: Physics and Biophysics).
Dordrecht: Springer. DOI: https://doi.org/10.1007/978-94-024-2082-1

Peritz, Aki J. (2021): Disruption: Inside the Largest Counterterrorism Investigation in History.
Lincoln: Potomac Books.

Pesch-Cronin, Kelley A.; Marion, Nancy E. (2024): Critical Infrastructure Protection, Risk
Management, and Resilience: A Policy Perspective. (2nd ed.). New York: Routledge. DOI:
https://doi.org/10.4324/9781003434887

Phillips, Brenda D.; Landahl, Mark (2020): Business Continuity Planning: Increasing Workplace
Resilience to Disasters. London: Butterworth-Heinemann. DOI: https://doi.org/10.1016/
C2017-0-00385-3

Phillips, Brenda D.; Neal, David M., Webb, Gary R. (2022): Introduction to Emergency
Management and Disaster Science. (3rd ed.). New York: Routledge. DOI: https://doi.
org/10.4324/9781003021919

Pomerleau, Pierre-Luc; Lowery, David L. (2020): Countering Cyber Threats to Financial
Institutions: A Private and Public Partnership Approach to Critical Infrastructure Protection.
Cham: Palgrave Macmillan / Springer Nature. DOI: https://doi.org/10.1007/978-3-030-
54054-8

Popov, Oliver B.; Sukhostat, Lyudmila (2022): Cybersecurity for Critical Infrastructure Protection
via Reflection of Industrial Control Systems. (NATO Science for Peace and Security Series - D:
Information and Communication Security, Vol. 62). Amsterdam: 10S Press.

Price, Jeffrey C.; Forrest, J. S. (2024): Practical Aviation Security: Predicting and Preventing
Future Threats. (4th ed.). Amsterdam: Butterworth-Heinemann.

Radosavljevic, Vladan; Banjari, Ines; Belojevic, Goran (Eds.) (2018): Defence Against
Bioterrorism: Methods for Prevention and Control. (NATO Science for Peace and Security
Series - A: Chemistry and Biology). Dordrecht: Springer. DOI: https://doi.org/10.1007 /978-
94-024-1263-5

Radvanovsky, Robert; Brodsky, Jacob (Eds.) (2016): Handbook of SCADA/Control Systems
Security. (2nd ed.). Boca Raton: CRC Press. DOI: https://doi.org/10.1201/b19545

Radvanovsky, Robert S.; McDougall, Allan (2024): Critical Infrastructure: Homeland
Security and Emergency Preparedness. (5th ed.). Boca Raton: CRC Press. DOI: https://doi.
org/10.4324/9781003346630

Ramsay, James D.; Kiltz, Linda A. (Eds.ﬂ (2018): Critical Issues in Homeland Security: A Casebook.
New York: Routledge. (Original work published 2014)

Rass, Stefan et al. (2020): Cyber-Security in Critical Infrastructures: A Game-Theoretic Approach.
(Advanced Sciences and Technologies for Security Applications). Cham: Springer. DOI:
https://doi.org/10.1007/978-3-030-46908-5

Ratnaweera, Harsha; Pivovarov, Oleksandr A. (Eds.) (2019): Physical and Cyber S?fety in Critical
Water Infrastructure. (NATO Science for Peace and Security Series - D: Information and
Communication Security, Vol. 56). Amsterdam: [0S Press.

Romaniuk, Scott Nicholas; Catino, Martin Scott; Martin, C. Augustus (Eds.) (2023): The Handbook
of Homeland Security. Boca Raton: CRC Press. DOI: https://doi.org/10.4324 /9781315144511

Sadler, Anthony et al. (2016): The 15:17 to Paris: The True Story of a Terrorist, a Train, and Three
American Heroes. New York: PublicAffairs.

Sageman, Marc (2019): The London Bombings. Philadelphia: University of Pennsylvania Press.

Schmid, Alex P. (Ed.) (2021): Handbook of Terrorism Prevention and Preparedness. [e-BooK].
The Hague: ICCT Press. URL: https://www.icct.nl/handbook-terrorism-prevention-and-
preparedness

Perspectives on Terrorism 130


https://doi.org/10.1201/b16861
https://doi.org/10.1007/978-94-024-2082-1
https://doi.org/10.4324/9781003434887
https://doi.org/10.1016/C2017-0-00385-3
https://doi.org/10.1016/C2017-0-00385-3
https://doi.org/10.4324/9781003021919
https://doi.org/10.4324/9781003021919
https://doi.org/10.1007/978-3-030-54054-8
https://doi.org/10.1007/978-3-030-54054-8
https://doi.org/10.1007/978-94-024-1263-5
https://doi.org/10.1007/978-94-024-1263-5
https://doi.org/10.1201/b19545
https://doi.org/10.4324/9781003346630
https://doi.org/10.4324/9781003346630
https://doi.org/10.1007/978-3-030-46908-5
https://doi.org/10.4324/9781315144511
https://www.icct.nl/handbook-terrorism-prevention-and-preparedness
https://www.icct.nl/handbook-terrorism-prevention-and-preparedness

Vol. XIX, Issue 1 - March 2025

Schweitzer, Glenn E. (2009): Countering Terrorism: Biological Agents, Transportation Networks,
and Energy Systems: Summary ofg a US.-Russian Workshop. Washington, DC: National
Academies Press.

Setola, Roberto et al. (Eds.) (2015): Railway Infrastructure Security. (Topics in Safety, Risk,
Reliability and Quality, Vol. 27). Cham: Springer. DOI: https://doi.org/10.1007/978-3-319-
04426-2

Sidorenko, Anatolie; Hahn, Horst ;Eds.) (2020): Functional Nanostructures and Sensors for
CBRN Defence and Environmental Safety and Security. (NATO Science for Peace and Security
Series C: Environmental Security). Dordrecht: Springer. DOI: https://doi.org/10.1007 /978-
94-024-1909-2

Spellman, Frank R. (2007): Transportation of Hazardous Materials Post-9/11. Lanham:
Government Institutes.

Spellman, Frank R. (2019): Financial Services Sector Protection and Homeland Security. Lanham:
Bernan Press.

Spellman, Frank R.; Bieber, Revonna M. (2010): Energy Infrastructure Protection and Homeland
Security. Lanham: Government Institutes.

Spellman, Frank R.; Stoudt, Melissa L. (2011): Nuclear Infrastructure Protection and Homeland
Security. Lanham: Government Institutes.

Stedmon, Alex; Lawson, Glyn (Eds.) (2016): Hostile Intent and Counter-Terrorism: Human Factors
Theory and Application. (Human Factors in Defence). Abingdon: Routledge.

Stern, EricK. (2022): Oxford Encyclopedia of Crisis Analysis. (2 Vols). New York: Oxford University
Press.

Stewart, Mark G.; Mueller, John (2018): Are We Safe Enough? Measuring and Assessing Aviation
Security. Amsterdam: Elsevier. DOI: https://doi.org/10.1016/C2016-0-01215-9

Stewart, Mark G.; Rosowsky, David V. (Eds.) (20221): Engineering for Extremes: Decision-Making
in an Uncertain World. (Springer Tracts in Civil Engineering). Cham: Springer Nature. DOI:
https://doi.org/10.1007/978-3-030-85018-0

Stoddart, Kristan (2023): Cyberwarfare: Threats to Critical Infrastructure. (Palgrave Studies in
Cybercrime and Cybersecurity). Cham: Palgrave Macmillan / Springer Nature. DOI: https://
doi.org/10.1007/978-3-030-97299-8

Swanson, Charles (2021): Professional Security Management: A Strategic Guide. Abingdon:
Routledge.

Tahmisoglu, Mete; Ozen, Cinar (2009): Transportation Security Against Terrorism. (NATO Science
for Peace and Security Series — E: Human and Societal Dynamics, Vol. 54). Amsterdam: 10S
Press.

Tatar, Unal; Gokce, Yasir; Gheorghe, Adrian V. (Eds.) (2017): Strategic Cyber Defense: A
Multidisciplinary Perspective. (NATO Science for Peace and Security Series - D: Information
and Communication Security, Vol. 48). Amsterdam: IOS Press.

Tatar, Unal et al. (Eds.) (2020): Space Infrastructures: From Risk to Resilience Governance. (NATO
Science for Peace and Security Series - D: Information and Communication Security, Vol. 57)
Amsterdam: I0S Press.

Theron, Paul; Bologna, Sandro (2013): Critical Information Infrastructure Protection and
Resilience in the ICT Sector. Hershey: Information Science Reference.

Uusikyld, Petri; Jalonen, Harri; Jokip, Annukka (Eds.) (2024): Information Resilience and
Comprehensive Security: Challenges and Complexities in Wicked Environments. (Information
Technology and Global Governance). Cham: Palgrave Macmillan / Springer Nature. DOI:
https://doi.org/10.1007 /978-3-031-66196-9

Veilleux-Lepage, Yannick (2020): How Terror Evolves: The Emergence and Spread of Terrorist
Techniques. London: Rowman & Littlefield International.

Vermetten, Eric et al. (Eds.) (2020): Risk Management of Terrorism Induced Stress: Guidelines for
the Golden Hours (Who, What and When). (NATO Science for Peace and Security Series - E:
Human and Societal Dynamics, Vol. 148). Amsterdam: 10S Press.

Wengler, Patrick (2024): Policing and CBRN Hazards: Advancing CBRN Competence in
Police Education. (Innovations in Policing). New York: Routledge. DOI: https://doi.
org/10.4324/9781003340775

Perspectives on Terrorism 131


https://doi.org/10.1007/978-3-319-04426-2
https://doi.org/10.1007/978-3-319-04426-2
https://doi.org/10.1007/978-94-024-1909-2
https://doi.org/10.1007/978-94-024-1909-2
https://doi.org/10.1016/C2016-0-01215-9
https://doi.org/10.1007/978-3-030-85018-0
https://doi.org/10.1007/978-3-030-97299-8
https://doi.org/10.1007/978-3-030-97299-8
https://doi.org/10.1007/978-3-031-66196-9
https://doi.org/10.4324/9781003340775
https://doi.org/10.4324/9781003340775

Tinnes

Wilkinson, Paul (Ed.) (2007): Homeland Security in the UK: Future Preparedness for Terrorist
Attack Since 9/11. (Political Violence). Abingdon: Routledge.

Wilson, Jeremy M. et al. (2007, December): Securing America’s Passenger-Rail Systems. [e-BooK].
(RAND Monographs, MG-705-NIJ). Santa Monica: RAND Corporation. URL: https://www.
rand.org/pubs/monographs/MG705.html

Wright, Stephen J. (2021): Aviation Safety and Security: Utilizing Technology to Prevent Aircraft
Fatality. Boca Raton: CRC Press. DOI: https://doi.org/10.1201/9780429296451

Yates, Sheldon (Ed.) (2016): National Critical Infrastructure Policy: Background and Select
Cybersecurity Issues. Hauppauge: Nova Science Publishers.

Zeigler, Sean M. et al. (2019): Acquisition and Use of MANPADS Against Commercial Aviation:
Risks, Proliferation, Mitigation, and Cost of an Attack. [e-Book]. (RAND Research Reports, RR-
4304-DOS). Santa Monica: RAND Corporation. DOI: https://doi.org/10.7249 /RR4304

Zellen, Barry Scott (2013): State of Recovery: The Quest to Restore American Security After 9/11.
London: Bloomsbury Academic.

Theses

Adhiambo, Lynette Deborah (2016): Effect of Terrorism on Air Transport Industry in Africa: A
Case Study of Kenya. (Master’s Thesis, University of Nairobi, Nairobi, Kenya). URL: http://
erepository.uonbi.ac.ke/handle/11295/99809

Ali, Ghanim Masood (2020, August): A Deferred Model for Evaluating and Improving the Dubai
Metro Train Security Management. (Doctoral Thesis, Cardiff University, Cardiff, United
Kingdom). DOI: https://doi.org/10.25401 /cardiffmet.15062316.v1

Alkhaili, Khalifa (2015, October): Building Disaster Resilience Within the Emirati Energy Sector
and its Infrastructure Through a Comprehensive Strateﬁic Mitigation Plan. (Doctoral Thesis,
University of Salford, Salford, United Kingdom). URL: https://salford-repository.worktribe.
com/output/1410593/building-disaster-resilience-within-the-emirati-energy-sector-and-
its-infrastructure-through-a-comprehensive-strategic-mitigation-plan

Alshawish, Ali (2021, October): Risk-Based Security Management in Critical Infrastructure
Organizations. (Doctoral Thesis, University of Passau, Passau, Germany). URL: https://nbn-
resolving.org/urn:nbn:de:bvb:739-opus4-10026

Bell, Alison Jane Cranston (2021, February): The Insider Threat — Responding to Behavioural
Indicators in Critical National Infrastructure Organsations. (Doctoral Thesis, King's
College London, London, United Kingdom). URL: https://kclpure.kcl.ac.uk/portal/en/
studentTheses/the-insider-threat

Biskupovic, Sandra (2021): Critical Infrastructure Resilience: Findings from a Systematic
Review. (Master’s Thesis, University of Waterloo, Waterloo, Canada). URL: http://hdl.handle.
net/10012/17358

Block, Molly Mae (2016, May): Applying Situational Crime Prevention to Terrorism Against
Airports and Aircrafts. (Doctoral Thesis, University of Louisville, Louisville, United States).
DOI: https://doi.org/10.18297 /etd /2479

Borowsky, Paul M. (2009, May): An Exploratory Analysis of the Psychological Dimensions of
Airline Security and Correlates of Perceived Terrorism Threats: A Study of Active American
Airlines Pilots. (Master’s Thesis, East Tennessee State University, Johnson City, United States).
URL: https://dc.etsu.edu/etd /1824

Boutwell, Mark Allen (2019, December): Exploring Industry Cybersecurity Strategy in Protecting
Critical Infrastructure. (Doctoral Thesis, Walden University, Minneapolis, United States). URL:
https://scholarworks.waldenu.edu/dissertations/7965

Callander, Briony Elspeth (2015, December): The Expansion of Counter-Terrorism in the EU Post-
9/11: The Development of EU Aviation Security. (Doctoral Thesis, University of Dundee, Dundee,
Scotland, United Kingdom). URL: https://discovery.dundee.ac.uk/en/studentTheses/the-
expansion-of-counter-terrorism-in-the-eu-post-911

Cohen, Samuel A. (2019, May): Cybersecurity for Critical Infrastructure: Addressing Threats and
Vulnerabilities in Canada. (Master’s Thesis, Missouri State University, Springfield, United
States). URL: https://bearworks.missouristate.edu/theses/3340

Cousins, Joshua T. (2021, March): Policing the Aerotropolis: A Model for Securing the Nation’s

Perspectives on Terrorism 132


https://www.rand.org/pubs/monographs/MG705.html
https://www.rand.org/pubs/monographs/MG705.html
https://doi.org/10.1201/9780429296451
https://doi.org/10.7249/RR4304
http://erepository.uonbi.ac.ke/handle/11295/99809
http://erepository.uonbi.ac.ke/handle/11295/99809
https://doi.org/10.25401/cardiffmet.15062316.v1
https://salford-repository.worktribe.com/output/1410593/building-disaster-resilience-within-the-emirati-energy-sector-and-its-infrastructure-through-a-comprehensive-strategic-mitigation-plan
https://salford-repository.worktribe.com/output/1410593/building-disaster-resilience-within-the-emirati-energy-sector-and-its-infrastructure-through-a-comprehensive-strategic-mitigation-plan
https://salford-repository.worktribe.com/output/1410593/building-disaster-resilience-within-the-emirati-energy-sector-and-its-infrastructure-through-a-comprehensive-strategic-mitigation-plan
https://nbn-resolving.org/urn:nbn:de:bvb:739-opus4-10026
https://nbn-resolving.org/urn:nbn:de:bvb:739-opus4-10026
https://kclpure.kcl.ac.uk/portal/en/studentTheses/the-insider-threat
https://kclpure.kcl.ac.uk/portal/en/studentTheses/the-insider-threat
http://hdl.handle.net/10012/17358
http://hdl.handle.net/10012/17358
https://doi.org/10.18297/etd/2479
https://dc.etsu.edu/etd/1824
https://scholarworks.waldenu.edu/dissertations/7965
https://discovery.dundee.ac.uk/en/studentTheses/the-expansion-of-counter-terrorism-in-the-eu-post-911
https://discovery.dundee.ac.uk/en/studentTheses/the-expansion-of-counter-terrorism-in-the-eu-post-911
https://bearworks.missouristate.edu/theses/3340

Vol. XIX, Issue 1 - March 2025

Large Airports. (Master’s Thesis, Naval Postgraduate School, Monterey, United States). URL:
https://hdl.handle.net/10945/67120

Craft, LaMesha (2017, February): Perceived Threats to Food Security and Possible Responses
Following an Agro-Terrorist Attack. (Doctoral Thesis, Walden University, Minneapolis, United
States). URL: https://scholarworks.waldenu.edu/dissertations/3289

Duchesneau, Jacques (2015, Aprill): Aviation Terrorism: Thwarting High-Impact Low-Probabilit
Attacks. (Doctoral Thesis, Royal Military College of Canada, Kingston, Canada). URL: https: /)//
hdlLhandle.net/11264/741

Egan, Taylor J. G. (2019, March): Design and Control of Resilient Interconnected Microquridsfor
Reliable Mass Transit Systems. (Master’s Thesis, University of Ontario Institute of Technology,
Oshawa, Canada). URL: https://hdl.handle.net/10155/1020

Ellis, Ryan Nelson (2011): Networks, Deregulation, and Risk: The Politics of Critical Infrastructure
Protection. (Doctoral Thesis, University of California, San Diego, United States). URL: https://
escholarship.org/uc/item/5b93r8tr

Feldman, Devin (2020, January): Mitigating Potential Lone Wolf Terrorist Attacks Against
Aviation Sector Infrastructure. (Master’s Thesis, Johns Hopkins University, Baltimore, United
States). URL: http://jhirlibrary.jhu.edu/handle/1774.2 /62331

Gonzalez, Manuel (2016): The Question of Homeland Security in Rural America. (Doctoral Thesis,
Walden University, Minneapolis, United States). URL: https://scholarworks.waldenu.edu/
dissertations/2261

Gottschalk, Jason Howard (2015, July): Towards an Evaluation and Protection Strategf](y for
Critical Infrastructure. (Master’s Thesis, Rhodes University, Grahamstown, South Africa).
URL: http://hdlL.handle.net/10962/d1018793

Gregson-Green, Lucy Elizabeth (2018, January): Resilience, Security, and the Railway Station: A
Unique Case Study of the Current and Future Resilience to Security Threats. (Doctoral Thesis,
Loughborough University, Loughborough, United Kingdom). URL: https://hdl.handle.
net/2134/33411

Grof3e, Christine (2020, April): Towards Systemic Governance of Critical Infrastructure Protection:
State and Relevance o[p a Swedish Case. (Doctoral Thesis, Mid Sweden University, Sundsvall,
Sweden). URL: https://urn.kb.se/resolve?urn=urn:nbn:se:miun:diva-39168

Guetler, Vivian Fiona (2022): Exploring Cyberterrorism, Topic Models and Social Networks of
Jihadists Dark Web Forums: A Computational Social Science Approach. (Doctoral Thesis, West
Virginia University, Morgantown, United States). DOI: https://doi.org/10.33915/etd. 11253

Hamm, Dominik Ernst (2019, June): Government Communication and Terrorist Organizations:
Towards a Concept of “Crisis Communication” in Reaction to 21st Century Islamic Terrorist
Attacks for Western Governments. (Doctoral Thesis, Queen’s University Belfast, Belfast,
Northern Ireland). URL: https://pure.qub.ac.uk/en/studentTheses/government-
communication-and-terrorist-organizations-towards-a-co

Harbour, Lance D. (2020, March): Aligning the National Preparedness Goal and FEMA’s National
Preparedness Grants. (Master’s Thesis, Naval Postgraduate School, Monterey, United States).
URL: https://hdl.handle.net/10945/64928

Harre-Young, Steven Nicholas (2012, April): The Relative Performance and Consequences of
Protecting Crowded Places from Vehicle-Borne Improvised E)galosive Devices. (Doctoral Thesis,
Loughborough University, Loughborough, United Kingdom). URL: https://hdl.handle.
net/2134/9757

Hodoh, Ofia B. (2015, Winter): Utilizing the Risk Reduction Effectiveness and Capabilities
Assessment Program to Emphasize Emergency Response Capabilities from a Food Terrorism
Attack. (Doctoral Thesis, University of Georgia, Athens, United States). URL: https://esploro.
libs.uga.edu/esploro/outputs/9949334509202959

Hou, Guangyang (2019, Fall): Multi-Scale Traffic Performance Modeling of Transportation
Systems Subjected to Multiple Hazards. (Doctoral Thesis, Colorado State University, Fort
Collins, United States). URL: https://hdl.handle.net/10217/199830

Huff, Andrew G. (2014, March): Enhancing Food Defense: Risk Managers’ Perceptions, Criticality
Assessments, and a Novel Method for Objectively Determining Food Systems’ Criticality.
(Doctoral Thesis, University of Minnesota, Minneapolis, United States). URL: https://hd)l/.
handle.net/11299/163766

Janczak-Hogarth, David Scott (2015, January): A Bayesian Risk Assessment of the Saudi Arabian

Perspectives on Terrorism 133


https://hdl.handle.net/10945/67120
https://scholarworks.waldenu.edu/dissertations/3289
https://hdl.handle.net/11264/741
https://hdl.handle.net/11264/741
https://hdl.handle.net/10155/1020
https://escholarship.org/uc/item/5b93r8tr
https://escholarship.org/uc/item/5b93r8tr
http://jhir.library.jhu.edu/handle/1774.2/62331
https://scholarworks.waldenu.edu/dissertations/2261
https://scholarworks.waldenu.edu/dissertations/2261
http://hdl.handle.net/10962/d1018793
https://hdl.handle.net/2134/33411
https://hdl.handle.net/2134/33411
https://urn.kb.se/resolve?urn=urn:nbn:se:miun:diva-39168
https://doi.org/10.33915/etd.11253
https://pure.qub.ac.uk/en/studentTheses/government-communication-and-terrorist-organizations-towards-a-co
https://pure.qub.ac.uk/en/studentTheses/government-communication-and-terrorist-organizations-towards-a-co
https://hdl.handle.net/10945/64928
https://hdl.handle.net/2134/9757
https://hdl.handle.net/2134/9757
https://esploro.libs.uga.edu/esploro/outputs/9949334509202959
https://esploro.libs.uga.edu/esploro/outputs/9949334509202959
https://hdl.handle.net/10217/199830
https://hdl.handle.net/11299/163766
https://hdl.handle.net/11299/163766

Tinnes

Oil Supply Chain, 2001-2010. (Doctoral Thesis, University of Exeter, Exeter, United Kingdom).
URL: http://hdl.handle.net/10871/27142

Jashari, Linda (2018, March): Soft Target Security: Environmental Design and the Deterrence
of Terrorist Attacks on Soft Targets in Aviation Transportation. (Master’s Thesis, Naval
Postgraduate School, Monterey, United States). URL: https://hdl.handle.net/10945/58317

Joyce, John P. (2011, March): The Transportation Security Administration’s Four Major Security
Programs for Mass Transit—How They Can Be Improved to Address the Needs of Tier Il Mass
Transit Agencies. (Master’s Thesis, Naval Postgraduate School, Monterey, United States). URL:
https://hdl.handle.net/10945/5755

Kaneberg,Elvira(2018): Emergency Preparedness Managementand Civil Defencein Sweden: An All-
HazardsApproachforDevelopedCountries’Supply Chains.(Doctoral Thesis,JonkdpingUniversity,
Jonkoping, Sweden). URL: https://urn.kb.seﬁ”esolve?urn:urn:nbn:se:hj:diva—39457

Kavousifard, Amir Hossein (2018, June): Influence of Transverse Reinforcement on Bridge Column
Resistance Against Blast Loads. (Master’s Thesis, Concordia University, Montreal, Canada).
URL: https://spectrum.library.concordia.ca/id /eprint/984066

Kraidi, Layth (2020, May): Development of an Integrated Risk Management Framework for 0Oil
and Gas Pipeline Projects. (Doctoral Thesis, Liverpool John Moores University, Liverpool,
United Kingdom). DOI: https://doi.org/10.24377 /LJMU.t.00014194

Kuligowski, Erica Dawn (2011): Terror Defeated: Occupant Sensemaking, Decision-Making and
Protective Action in the 2001 World Trade Center Disaster. (Doctoral Thesis, University of
Colorado, Boulder, United States). URL: https://scholar.colorado.edu/concern/graduate_
thesis_or_dissertations/6t053g11g

Lee, Alfred B. (20211): Probability Risk Assessments in Critical Infrastructure and Homeland
Security. (Doctoral Thesis, Liberty University, Lynchburg, United States). URL: https://
digitalcommons.liberty.edu/doctoral /3865

Lin, Jiwei (2017): Modelling of Critical Infrastructure Interdependencies for Vulnerability Analysis.
(Doctoral Thesis, Nanyang Technological University, Singapore, Republic of Singapore). URL:
https://hdl.handle.net/10356/73356

Liquorie, Paul J. (2015, September): Homeland Security Is Hometown Security: Comﬁarison and
Case Studies of Vertically Synchronized Catastrophe Response Plans. (Master’s Thesis, Naval
Postgraduate School, Monterey, United States). URL: https://hdl.handle.net/10945/47297

Locke, Edward P. (2013, November): The Use of Military Forces for Emergency Management: A
Comparative Case Study of the United States and Israel. (Doctoral Thesis, Capella University,
Minneapolis, United States). URL: https://www.proquest.com/dissertations-theses/use-
military-forces-emergency-management/docview /1473918429 /se-2

Madia,JamesD.(2020,December): Threat Assessmentof Physical Attacks of Electric Infrastructure:
How Do Terrorist Groups Select their Targets? (Doctoral Thesis, University of Southern
California, Los Angeles, United States). URL: https://www.hsdl.org/c/view?docid=850125

Malji, Andrea (2015?: Terrain, Trains, and Terrorism: The Influence of Geography on Terrorism
in India. (Doctoral Thesis, University of Kentucky, Lexington, United States). URL: https://
uknowledge.uky.edu/polysci_etds/15

Massey, Patrick J. (2007, March): Forging a Framework to Improve the Emergency Management
Community’s Ability to Respond to a Nuclear or Radiological Weapons Attack. (Master’s
Thesis, Naval Postgraduate School, Monterey, United States). URL: https://hdlLhandle.
net/10945/3632

Mathew, Taj (2023, March): Insider Threat: A Constant Problem with a Continuous Approach.
(Master’s Thesis, Naval Postgraduate School, Monterey, United States). URL: https://www.
hsdl.org/c/view?docid=878376

Matias, Diogo (2019, November): An Empirical Game-Theoretic Approach to Airport Security
Using Agent-Based Modelling and Simulation. (Master’s Thesis, Delft University of Technology,
Delft, The Netherlands). URL: http://resolvertudelft.nl/uuid:09434259-d628-4c74-8d73-
f285030f6373

Matthews, Michael D. (2023, March): We Are All Gonna Die: How the Weak Points of the Power
Grid Leave the United States with an Unacceptable Risk. (Master’s Thesis, Naval Postgraduate
School, Monterey, United States). URL: https://apps.dtic.mil/sti/trecms/pdf/AD1212940.
pdf

Perspectives on Terrorism 134


http://hdl.handle.net/10871/27142
https://hdl.handle.net/10945/58317
https://hdl.handle.net/10945/5755
https://urn.kb.se/resolve?urn=urn:nbn:se:hj:diva-39457
https://spectrum.library.concordia.ca/id/eprint/984066
https://doi.org/10.24377/LJMU.t.00014194
https://scholar.colorado.edu/concern/graduate_thesis_or_dissertations/6t053g11g
https://scholar.colorado.edu/concern/graduate_thesis_or_dissertations/6t053g11g
https://digitalcommons.liberty.edu/doctoral/3865
https://digitalcommons.liberty.edu/doctoral/3865
https://hdl.handle.net/10356/73356
https://hdl.handle.net/10945/47297
https://www.proquest.com/dissertations-theses/use-military-forces-emergency-management/docview/1473918429/se-2
https://www.proquest.com/dissertations-theses/use-military-forces-emergency-management/docview/1473918429/se-2
https://www.hsdl.org/c/view?docid=850125
https://uknowledge.uky.edu/polysci_etds/15
https://uknowledge.uky.edu/polysci_etds/15
https://hdl.handle.net/10945/3632
https://hdl.handle.net/10945/3632
https://www.hsdl.org/c/view?docid=878376
https://www.hsdl.org/c/view?docid=878376
http://resolver.tudelft.nl/uuid:09434259-d628-4c74-8d73-f285030f6373
http://resolver.tudelft.nl/uuid:09434259-d628-4c74-8d73-f285030f6373
https://apps.dtic.mil/sti/trecms/pdf/AD1212940.pdf
https://apps.dtic.mil/sti/trecms/pdf/AD1212940.pdf

Vol. XIX, Issue 1 - March 2025

Mclnerney, Joan (2009, March): Strengthening Hospital Surge chvacity in the Event of Explosive
or Chemical Terrorist Attacks. (Master’s Thesis, Naval Postgraduate School, Monterey, United
States). URL: https://hdlL.handle.net/10945/4806

Monson, Alex J. (2022, March): Vulnerabilities to U.S. Waterway Infrastructure Impacting the
Ability to Project Naval Power. (Master’s Thesis, Naval Postgraduate School, Monterey, United
States). URL: https://hdl.handle.net/10945/69688

Olsvik, Elise Anonby (2015): Challenges of Aviation Security Regulation in Norway Post 9/11.
(Doctoral Thesis, University of Stavanger, Stavanger, Norway). URL: http://hdl.handle.
net/11250/2360216

Oroszi, Terry (2016): A Pilot Study of High-Stakes Decision-Making for Crisis Leadership. (Doctoral
Thesis, Wright State University, Dayton, United States). URL: http://rave.ohiolink.edu/etdc/
view?acc_num=wright1464709408

Oster%aard, Daniel J. (2016): Business and Security in the Age of Terrorism: The Long-Term Effects

of the September 11 Terrorist Attacks on Seaport Governance and Control. (Doctoral Thesis,
University of South Carolina, Columbia, United States). URL: https://scholarcommons.
sc.edu/etd/3899

Pearson, Edward M. (2014, September): The Consequences to National Security of Jurisdictional
Gray Areas Between Emergency Management and Homeland Security. (Master’s Thesis, Naval
Postgraduate School, Monterey, United States). URL: https://hdl.handle.net/10945/43977

Pepper, Matthew (2019, May): Prehospital Response to Terrorism. (Master’s Thesis, Monash
University, Melbourne, Australia). DOI: https://doi.org/10.26180/5cecae200f826

Place, David S.; Grubbs, Gregory A. (2009, June): Empirical Evaluation of a Model of Team
Collaboration Using Selected Transcripts from September 11, 2001. (Master’s Thesis, Naval
Postgraduate School, Monterey, United States). URL: http://hdl.handle.net/10945/4682

Shwani, Hazim G. (2014, April): Critical Infrastructure Protection. (Master’s Thesis, Utica
College, Utica, United States). URL: https://www.proquest.com/dissertations-theses/
critical-infrastructure-protection/docview /1534359368 /se-2

Singh, Milan (2015, Summer): The Bombin{] of Air India Flight 182: Demanding Justice, Public
Inquiries, and Acts of Citizenship. (Doctoral Thesis, Simon Fraser University, Burnaby, Canada).
URL: https://summit.sfu.ca/item /15624

Strandh, Veronica (2015): Responding to Terrorist Attacks on Rail Bound Traffic: Challenges for
Inter-Organizational Collaboration. (Doctoral Thesis, Umea University, Umea, Sweden). URL:
https://urn.kb.se/resolve?urn=urn:nbn:se:umu:diva-107194

Thorne, Sara Eileen Bertin (2010, July): Failures of Imagination: Terrorist Incident Response in
the Context of Crisis Management. (Doctoral Thesis, University of Portsmouth, Portsmouth,
United Kingdom). URL: https://researchportal.port.ac.uk/en/studentTheses/failures-of-
imagination

Vogiatzis, Dimitrios (2020, June): The Way to the Promised Land or the Door to Armageddon:
How Severe Are the Threats Against the Physical Security of Israeli Offshore Gas Platforms?
(Master’s Thesis, Naval Postgraduate School, Monterey, United States). URL: https://hdl
handle.net/10945/65461

Williams, David S. (2010, December): Improving the Security of the U.S. Aeronautical Domain:
Adopting an Intelligence-Led, Risk-Based Strategy and Partnership. (Master’s Thesis, Naval
Postgraduate School, Monterey, United States). URL: https://hdl.handle.net/10945 /4960

Wood, Stephen (2018, May): Passenger Experience of Security at UK Airports as a Result of
Terrorism. (Doctoral Thesis, Leeds Beckett University, Leeds, United Kingdom). URL: https://
figshare.leedsbeckett.ac.uk/articles/thesis/Passenger_experience_of_security_at_UK_
airports_as_a_result_of_terrorism/21502164/1

Zuber, Felix (2024): Hacking the Airport X-Ray Machine. (Master’s Thesis, KTH
Royal Institute of Technology, Stockholm, Sweden). URL: https://urn.kb.se/

resolve?urn=urn:nbn:se:kth:diva-348491

Journal Articles and Book Chapters

Abrahamsen, Eirik Bjorheimetal. (2017): AFramework for Selection of Strategy for Management
of Security Measures. Journal of Risk Research, 20(3), 404-417. DOI: https://doi.org/10.108
0/13669877.2015.1057205

Perspectives on Terrorism 135


https://hdl.handle.net/10945/4806
https://hdl.handle.net/10945/69688
http://hdl.handle.net/11250/2360216
http://hdl.handle.net/11250/2360216
http://rave.ohiolink.edu/etdc/view?acc_num=wright1464709408
http://rave.ohiolink.edu/etdc/view?acc_num=wright1464709408
https://scholarcommons.sc.edu/etd/3899
https://scholarcommons.sc.edu/etd/3899
https://hdl.handle.net/10945/43977
https://doi.org/10.26180/5cecae200f826
http://hdl.handle.net/10945/4682
https://www.proquest.com/dissertations-theses/critical-infrastructure-protection/docview/1534359368/se-2
https://www.proquest.com/dissertations-theses/critical-infrastructure-protection/docview/1534359368/se-2
https://summit.sfu.ca/item/15624
https://urn.kb.se/resolve?urn=urn:nbn:se:umu:diva-107194
https://researchportal.port.ac.uk/en/studentTheses/failures-of-imagination
https://researchportal.port.ac.uk/en/studentTheses/failures-of-imagination
https://hdl.handle.net/10945/65461
https://hdl.handle.net/10945/65461
https://hdl.handle.net/10945/4960
https://figshare.leedsbeckett.ac.uk/articles/thesis/Passenger_experience_of_security_at_UK_airports_as_a_result_of_terrorism/21502164/1
https://figshare.leedsbeckett.ac.uk/articles/thesis/Passenger_experience_of_security_at_UK_airports_as_a_result_of_terrorism/21502164/1
https://figshare.leedsbeckett.ac.uk/articles/thesis/Passenger_experience_of_security_at_UK_airports_as_a_result_of_terrorism/21502164/1
https://urn.kb.se/resolve?urn=urn:nbn:se:kth:diva-348491
https://urn.kb.se/resolve?urn=urn:nbn:se:kth:diva-348491
https://doi.org/10.1080/13669877.2015.1057205
https://doi.org/10.1080/13669877.2015.1057205

Tinnes

Abrenio, Joseph; Gridley, Joel; Folk, Christopher (2017, Spring): Cyber Security and the Grid:
We'll Leave the Lights on for You (If We Can). Journal on Terrorism and Security Analysis,
12, 1-33. URL: https://satsa.syr.edu/wp-content/uploads/2017/03/SATSA_2017_Vol_12_
WebEdition.pdf

Abualnaja, Nader; Nayer, Gautam (2019, Fall): Do Muslim Americans Support Racial Profiling
at Airports? Islamophobia Studies Journal, 5(1), 11-25. DOI: https://doi.org/10.13169/
islastudj.5.1.0011

Albaek, Mette Mayli et al. (2020, May): The Controller: How Basil Hassan Launched Islamic State
Terror into the Skies. CTC Sentinel, 13(5), 1-11. URL: https://ctc.westpoint.edu/wp-content/
uploads/2020/05/CTC-SENTINEL-052020.pdf

Al-Dahash, Hajer; Kulatunga, Udayangani; Amaratunga, Dilanthi (2014): Evaluation of the System
of Disaster Management Resulting from War Operations and Terrorism in Iraq. Procedia
Economics and Finance, 18,900-907. DOI: https://doi.org/10.1016/S2212-5671(14)01016-
8 URL: http://eprints.hud.ac.uk/id /eprint/23029

Al-Gharibi, Mansoor; Warren, Matthew; Yeoh, William (2020): Risks of Critical Infrastructure
Adoption of Cloud Computing by Government. International Journal of Cyber Warfare and
Terrorism, 10(3), 47-58. DOI: https://doi.org/10.4018/1JCWT.2020070104

Anand, Manish (2018, January-February): A Systems Approach to Agricultural Biosecurity.
Health Security, 16(1), 58-68. DOI: https://doi.org/10.1089 /hs.2017.0035

Anghuwo, John Shivute; Imanuel, Peter; Nangolo, Sam Shimakeleni (2024, December): Anti-
Unmanned Aerial Vehicle Detection System for Airports: Aviation and National Security
Perspective. Journal of Transportation Security, 17(1), Article 12. DOI: https://doi.
org/10.1007/s12198-024-00280-w

Aplin, Dylan; Rogers, Marian Brooke (2020, September): “Alert Not Alarm”: The UK Experience
of Puglic Counter-Terrorism Awareness and Training, with Explicit Reference to Project
ARGUS. The Police Journal: Theory, Practice and Principles, 93(3), 167-182. DOI: https://doi.
org/10.1177/0032258X19851537

Ard, Michael ]. (2024): Intelligence Warning in the Corporate Sector: The 2013 In Amenas
Terrorist Attack in Retrospect. Journal of Policing, Intelligence and Counter Terrorism, 19(4),
436-447. https://doi.org/10.1080/18335330.2023.2274614

Argomaniz, Javier (2015): The European Union Policies on the Protection of Infrastructure
rom Terrorist Attacks: A Critical Assessment. Intelligence and National Security, 30(2-3),
259-280. DOI: https://doi.org/10.1080/02684527.2013.800333

Argomaniz, Javier; Lehr, Peter (2016): Political Resilience and EU Responses to Aviation
Terrorism. Studies in Conflict & Terrorism, 39(4), 363-379. DOI: https://doi.org/10.1080/10
57610X.2016.1117334 URL: http://hdl.handle.net/10023/11390

Armenia, Stefano; Tsaples, Georgios (2018): Individual Behavior as a Defense in the “War on
Cyberterror”: A System Dynamics Approach. Studies in Conflict & Terrorism, 41(2), 109-132.
DOI: https://doi.org/10.1080/1057610X.2016.1249775

Armenia, Stefano etal. (2018, January): A System Dynamics Simulation Tool for the Management
of Extreme Events in Urban Transportation Systems. International Journal of Critical
Infrastructures, 13(4), 329-353. DOI: https://doi.org/10.1504/1JCIS.2017.089241

Atwell, Julie (2 020): Aviation and International Terrorism. In: Ben Saul (Ed.): Research Handbook
on International Law and Terrorism. (2nd ed.). Cheltenham: Edward Elgar, 47-59.

Aydemir, Muzaffer; Ates, Baris (2018): Employing Upper Echelon Approach to the Crisis
Management Team Intervening in Terror Incidents and Regional Conflicts. Defence Against
Terrorism Review, 10, 65-84. URL: https://www.coedat.nato.int/publication/datr/volumes/
Datr_Vol.10.pdf

Aytekin, Akin; Dursun, Mahir (2023): Enhancing Cyber Defense and Resilience of Critical
Infrastructures Against Terrorist Attacks. Defence Against Terrorism Review, 18, 45-66. URL:
https://www.coedat.nato.int/publication/datr/volumes/datr18.pdf

Babb, Casey; Wilner, Alex (2019, December): Passwords, Pistols, and Power Plants: An
Assessment of Physical and Digital Threats Targeting Canada’s Energy Sector. International
Journal: Canada’s Journal of Global Policy Analysis, 74(4), 518-536. DOI: https://doi.
org/10.1177/0020702019895263

Badami, Krishna G. et al. (2020, July): Analysis of Transfusion Therapy During the March 2019

Perspectives on Terrorism 136


https://satsa.syr.edu/wp-content/uploads/2017/03/SATSA_2017_Vol_12_WebEdition.pdf
https://satsa.syr.edu/wp-content/uploads/2017/03/SATSA_2017_Vol_12_WebEdition.pdf
https://doi.org/10.13169/islastudj.5.1.0011
https://doi.org/10.13169/islastudj.5.1.0011
https://ctc.westpoint.edu/wp-content/uploads/2020/05/CTC-SENTINEL-052020.pdf
https://ctc.westpoint.edu/wp-content/uploads/2020/05/CTC-SENTINEL-052020.pdf
https://doi.org/10.1016/S2212-5671(14)01016-8
https://doi.org/10.1016/S2212-5671(14)01016-8
http://eprints.hud.ac.uk/id/eprint/23029
https://doi.org/10.4018/IJCWT.2020070104
https://doi.org/10.1089/hs.2017.0035
https://doi.org/10.1007/s12198-024-00280-w
https://doi.org/10.1007/s12198-024-00280-w
https://doi.org/10.1177/0032258X19851537
https://doi.org/10.1177/0032258X19851537
https://doi.org/10.1080/18335330.2023.2274614
https://doi.org/10.1080/02684527.2013.800333
https://doi.org/10.1080/1057610X.2016.1117334
https://doi.org/10.1080/1057610X.2016.1117334
https://doi.org/10.1080/1057610X.2016.1117334
https://doi.org/10.1080/1057610X.2016.1117334
http://hdl.handle.net/10023/11390
https://doi.org/10.1080/1057610X.2016.1249775
https://doi.org/10.1504/IJCIS.2017.089241
https://www.coedat.nato.int/publication/datr/volumes/Datr_Vol.10.pdf
https://www.coedat.nato.int/publication/datr/volumes/Datr_Vol.10.pdf
https://www.coedat.nato.int/publication/datr/volumes/datr18.pdf
https://doi.org/10.1177/0020702019895263
https://doi.org/10.1177/0020702019895263

Vol. XIX, Issue 1 - March 2025

Mass Shooting Incident in Christchurch, New Zealand. Vox Sanguinis, 115(5), 424-432. DOLI:
https://doi.org/10.1111/vox.12907

Baker, David Mc.A (2015): Tourism and Terrorism: Terrorists Threats to Commercial Aviation
Safety & Security. International Journal of Safety and Security in Tourism/Hospitality, 12.
URL: https://www.palermo.edu/Archivos_content/2015/economicas/journal-tourism/
edicion12/02_Terrorism_Commercial_Aviation.pdf

Balogun, Taofeek Mobolarinwa; Bahsi, Hayretdin; Karabacak, Bilge (2017): Preliminary Analysis
of Cyberterrorism Threats to Internet of Things (IoT) Applications. In: Maura Conway et al.
(Eds.): Terrorists’ Use of the Internet: Assessment and Response. (NATO Science for Peace and
Security Series — E: Human and Societal Dynamics, Vol. 136). Amsterdam: 10S Press, 49-58.
URL: https://fuse.franklin.edu/facstaff-pub/48

Balogun, Taofeek Mobolarinwa et al. (2023, September): A Comparative Framework for Cyber
Threat Modelling: Case of Healthcare and Industrial Control Systems. International Journal
of Critical Infrastructures, 19(5), 405-435. DOI: https://doi.org/10.1504 /1JCIS.2023.133282

Bartolucci, Andrea; Magni, Michele (2023, December): Spontaneous Hospitalization in the
Immediate Aftermath of the Manchester Arena Bombing. Journal of Contingencies and Crisis
Management, 31(4), 627-634. DOI: https://doi.org/10.1111/1468-5973.12465

Basha, Saddiq (2023, September): “Death to the Grid”: Ideological Narratives and Online
Community Dynamics in Encouraging Far-Right Extremist Attacks on Critical Infrastructure.
Counter Terrorist Trends and Analyses, 15(4), 17-24. URL: https://www.rsis.edu.sg/wp-
content/uploads/2023/09/CTTA-September-2023.pdf

Bass, Sarah Bauerle et al. (2016, October): How Do Low-Literacy Populations Perceive “Dirty
Bombs”? Implications for Preparedness Messages. Health Security, 14(5), 331-344. DOLI:
https://doi.org/10.1089/hs.2016.0037

Baucum, Matt et al. (2018, June): Modeling Public Responses to Soft-Target Transportation
Terror. Environment Systems and Decisions, 38(2), 239-249. DOI: https://doi.org/10.1007/
s10669-018-9676-7

Bayrak, Tuncay (2024, January): A Framework for a Mobile Knowledge Management Application
for Crisis and Emergency Management. Journal of Homeland Security and Emergency
Management, 21(1), 49-69. DOI: https://doi.org/10.1515/jhsem-2021-0021

Bearse, Ronald S. (2015): Protecting Critical Information Infrastructure from Terrorist Attacks
and Other Threats: Strategic Challenges for NATO and its Partner Countries. In: Mehmet Nesip
Ogun (Ed.): Terrorist Use of Cyberspace and Cyber Terrorism: New Challenges and Responses.
(NATO Science for Peace and Security Series — D: Information and Communication Security,
Vol. 42). Amsterdam: 10S Press, 29-44. DOI: https://doi.org/10.3233/978-1-61499-528-9-
29

Bearse, Ronald S. (2021, June): Best Practices for Strengthening the Protection of NATO and
Partner Nation Critical Infrastructure Against Terrorist Attacks: It Is All About the “How”. In:
Haldun Yal¢inkaya (Ed.): Good Practices in Counter Terrorism. Ankara: Centre of Excellence
Defence Against Terrorism (COE-DAT), 85-104. URL: https://www.coedat.nato.int/
publication%researches/l0-GoodPracticesIncounterTerrorism-I.pdf

Bearth, Angela et al. (2021, December): Increasing the Deterrence of Airport Security Checks
by Managing Expectations Through Communication: A Hypothetical Scenario Experiment.
Journal of Transportation Security, 14(3-4), 275-289. DOI: https://doi.org/10.1007 /s12198-
021-00240-8

Beckham, Tammy R.; Brake, David A.; Fine, Joshua B. (2018, March-April): Strengthening One
Health Through Investments in Agricultural Preparedness. Health Security, 16(2), 92-107.
DOI: https://doi.org/10.1089/hs.2017.0069

Berthold, Theresa et al. (2024, May): A National Disaster Medicine Quality Management Tool in
an International Context — A Theoretical Study. Journal of Homeland Security and Emergency
Management, 21(2), 189-207. DOI: https://doi.org/10.1515/jhsem-2021-0012

Besenyd, Janos; Marton, Krisztina; Shaffer, Ryan (2024): Hospital Attacks Since 9/11: An
Analysis of Terrorism Targeting Healthcare Facilities and Workers. Studies in Conflict &
Terrorism, 47(1), 36-59. DOI: https://doi.org/10.1080/1057610X.2021.1937821

Bier, Vicki M,; Kosanofglu, Fuat (2015, April): Target-Oriented Utility Theory for Modeling the
Deterrent Effects of Counterterrorism. Reliability Engineering & System Safety, 136, 35-46.
DOI: https://doi.org/10.1016/j.ress.2014.11.006

Perspectives on Terrorism 137


https://doi.org/10.1111/vox.12907
https://www.palermo.edu/Archivos_content/2015/economicas/journal-tourism/edicion12/02_Terrorism_Commercial_Aviation.pdf
https://www.palermo.edu/Archivos_content/2015/economicas/journal-tourism/edicion12/02_Terrorism_Commercial_Aviation.pdf
https://fuse.franklin.edu/facstaff-pub/48
https://doi.org/10.1504/IJCIS.2023.133282
https://doi.org/10.1111/1468-5973.12465
https://www.rsis.edu.sg/wp-content/uploads/2023/09/CTTA-September-2023.pdf
https://www.rsis.edu.sg/wp-content/uploads/2023/09/CTTA-September-2023.pdf
https://doi.org/10.1089/hs.2016.0037
https://doi.org/10.1007/s10669-018-9676-7
https://doi.org/10.1007/s10669-018-9676-7
https://doi.org/10.1515/jhsem-2021-0021
https://doi.org/10.3233/978-1-61499-528-9-29
https://doi.org/10.3233/978-1-61499-528-9-29
https://www.coedat.nato.int/publication/researches/10-GoodPracticesIncounterTerrorism-I.pdf
https://www.coedat.nato.int/publication/researches/10-GoodPracticesIncounterTerrorism-I.pdf
https://doi.org/10.1007/s12198-021-00240-8
https://doi.org/10.1007/s12198-021-00240-8
https://doi.org/10.1089/hs.2017.0069
https://doi.org/10.1515/jhsem-2021-0012
https://doi.org/10.1080/1057610X.2021.1937821
https://doi.org/10.1016/j.ress.2014.11.006

Tinnes

Biersteker, Erwin et al. (2017, April): Toward a Legal Perspective on Crisis Information
Management: Legal Values and Privacy-Sensitive Information at Odds? Journal of Homeland
Securityand Emergency Management, 14(1),Article20160060.DOI: https://doi.org/10.1515/
jhsem-2016-0060

Birkett, David Michael (2017, May): Water Critical Infrastructure Security and its Dependencies.
Journal of Terrorism Research, 8(2), 1-21. DOI: http://doi.org/10.15664 /jtr.1289

Bjgrnskov, Christian; Voigt, Stefan (2020, April): When Does Terror Induce a State of Emergency?
And What Are the Effects? Journal of Conflict Resolution, 64(4), 579-613. DOI: https://doi.
org/10.1177/0022002719865994

Bjgrnskov, Christian; Voigt, Stefan (2022, May): Terrorism and Emergency Constitutions
in the Muslim World. journal of Peace Research, 59(3), 305-318. DOI: https://doi.
org/10.1177/00223433211012445

Blackwood, Leda; Hopkins, Nick; Reicher, Stephen D. (2015, October): “Flying While Muslim”:
Citizenship and Misrecognition in the Airport. Journal of Social and Political Psychology, 3(2),
148-170. DOI: https://doi.org/10.5964 /jspp.v3i2.375

Boin, Arjen; Smith, Denis (2006): Terrorism and Critical Infrastructures: Implications for
Public-Private Crisis Management. Public Money & Management, 26(5), 295-304.

Booth, Alasdair; Bosher, Lee; Chmutina, Ksenia (2023, March): The Protection of Crowded
Places from Terrorist Threats: Does Protective Security Advice Meet the Needs of Security
Managers? Security Journal, 36(1), 141-164. DOI: https://doi.org/10.1057/s41284-022-
00332-7

Bossong, Raphael (2015): The European Programme for the Protection of Critical Infrastructures
- Meta-Governing a New Security Problem? In: Hans-Georg Ehrhart; Hendrik Hegemann;
Martin Kahl (Eds%: Putting Security Governance to the Test. Abingdon: Routledge, 92-108.

Boyle, Philip J.; Speed, Shannon T. (2018, June): From Protection to Coordinated Preparedness:
A Genealogy of Critical Infrastructure in Canada. Security Dialogue, 49(3), 217-231. DOLI:
https://doi.org/10.1177/0967010617748541

Brassett, James; Vaughan-Williams, Nick (2015, February): Security and the Performative Politics
of Resilience: Critical Infrastructure Protection and Humanitarian Emergency Preparedness.
Security Dialogue, 46(1), 32-50. DOI: https://doi.org/10.1177/0967010614555943

Brigantic, Robert et al. (2024, December): Aviation Security Screening Optimizer for Risk and
Throughput (ASSORT). Journal of Transportation Security, 17(1), Article 22. DOI: https://doi.
org/10.1007/s12198-024-00290-8

Brill, Alan; Smolanoff, Jason (2017): Hacking Back Against Cyberterrorists: Could you? Should
you? Defence Against Terrorism Review, 9, 35-46. URL: https://www.coedat.nato.int/
publication/datr/volumes/datr2017.pdf

Bronk, Chris; Conklin, Wm Arthur (2022): Who's in Charge and How Does it Work? US
Cybersecurity of Critical Infrastructure. Journal of Cyber Policy, 7(2), 155-174. DOI: https://
doi.org/10.1080/23738871.2022.2116346

Bueger, Christian; Liebetrau, Tobias (2021): Protecting Hidden Infrastructure: The Securi
Politics of the Global Submarine Data Cable Network. Contemporary Security Policy, 42(3),
391-413. DOI: https://doi.org/10.1080/13523260.2021.1907129

Burato, Alessandro (2015): Crisis Management and Violent Radicalization: The Neglected
Role of Risk Communication. In: Marco Lombardi et al. (Eds.): Countering Radicalisation and
Violent Extremism Among Youth to Prevent Terrorism. (NATO Science for Peace and Security
Series — E: Human and Societal Dynamics, Vol. 118). Amsterdam: 10S Press, 56-64. DOI:
https://doi.org/10.3233/978-1-61499-470-1-56

Burns, Jeff (2017, Summer): Safe Travel in the Philippines in an Era of Terrorism and Kidnapping.
Journal of Counterterrorism and Homeland Security International, 23(2), 10-15. URL: https://
issuu.com/fusteros/docs/iacsp_magazine_v23n2_issuu

Busch, Nathan E.; Givens, Austen D. (2014 ): Public-Private Partnerships in Critical Infrastructure
Protection. In: The Business of Counterterrorism: Public-Private Partnerships in Homeland
Security. (Terrorism Studies, Vol. 4). New York: Peter Lang, 49-86.

Cain, Lauren; Herovic, Emina; Wombacher, Kevin (2021, September): “You Are Here”: Assessing
the Inclusion of Maps in a Campus Emergency Alert System. Journal of Contingencies and
Crisis Management, 29(3), 332-340. DOI: https://doi.org/10.1111/1468-5973.12358

Perspectives on Terrorism 138


https://doi.org/10.1515/jhsem-2016-0060
https://doi.org/10.1515/jhsem-2016-0060
http://doi.org/10.15664/jtr.1289
https://doi.org/10.1177/0022002719865994
https://doi.org/10.1177/0022002719865994
https://doi.org/10.1177/00223433211012445
https://doi.org/10.1177/00223433211012445
https://doi.org/10.5964/jspp.v3i2.375
https://doi.org/10.1057/s41284-022-00332-7
https://doi.org/10.1057/s41284-022-00332-7
https://doi.org/10.1177/0967010617748541
https://doi.org/10.1177/0967010614555943
https://doi.org/10.1007/s12198-024-00290-8
https://doi.org/10.1007/s12198-024-00290-8
https://www.coedat.nato.int/publication/datr/volumes/datr2017.pdf
https://www.coedat.nato.int/publication/datr/volumes/datr2017.pdf
https://doi.org/10.1080/23738871.2022.2116346
https://doi.org/10.1080/23738871.2022.2116346
https://doi.org/10.1080/13523260.2021.1907129
https://doi.org/10.3233/978-1-61499-470-1-56
https://issuu.com/fusteros/docs/iacsp_magazine_v23n2_issuu
https://issuu.com/fusteros/docs/iacsp_magazine_v23n2_issuu
https://doi.org/10.1111/1468-5973.12358

Vol. XIX, Issue 1 - March 2025

Casin, Mesut Hakki (2016): Critical Energy Infrastructure Protection Against Terrorist Attacks
in the Context of Gas and Oil Pipelines: The Turkish Case. Defence Against Terrorism Review,
8, 37-52. URL: https://www.coedat.nato.int/publication/datr/volumes/datr8-2016.pdf

Cazalas, Edward (2018, December): Defending Cities Against Nuclear Terrorism: Analysis of a
Radiation Detector Network for Ground Based Traffic. Homeland Security Affairs, 14, Article
10. URL: https://www.hsaj.org/articles/14715

Chaurasia, Priyanka et al. (2016): Countering Terrorism, Protecting Critical National
Infrastructure and Infrastructure Assets Through the Use of Novel Behavioral Biometrics.
Behavioral Sciences of Terrorism and Political Aggression, 8(3), 197-211. DOI: https://doi.org
/10.1080/19434472.2016.1146788

Christello, Gabrielle (2024, July): The Rise of Iran’s Cyber Capabilities and the Threat to U.S.
Critical Infrastructure. Georgetown Security Studies Review, 12(1), 12-22. URL: https://
repositorylibrary.georgetown.edu/handle/10822 /1088844

Christensen, Tom; Lagreid, Per; Rykkja, Lise H. (2023): How to Balance Individual Rights and
Societal Security? The View of Civil Servants. Studies in Conflict & Terrorism, 46(7), 1150-
1166. DOI: https://doi.org/10.1080/1057610X.2018.1538187

Chun-lin, Liu; Gunaratna, Rohan (2022): Lebanon’s Single Most Destructive Explosion -
Terrorists Plan to Copy and Provision Against Such Accidents. Journal of Applied Security
Research, 17(3), 310-331. DOI: https://dot.org/10.1080/19361610.2021.1873681

Cinturati, Frank (2014): The Bioterrorism Act and Water Utilities Protection: How to Proceed
from Policy to Practice. Journal of Applied Security Research, 9(1), 97-108. DOI: https://doi.
org/10.1080/19361610.2014.851575

Clarke, Colin P. etal. (2023, May): The Targeting of Infrastructure by America’s Violent Far-Right.
CTC Sentinel, 16(5), 26-32. URL: https://ctc.westpoint.edu/wp-content/uploads/2023/05/
CTC-SENTINEL-052023.pdf

Condell, Joanetal. (2018): Automatic Gait Recognition and its Potential Role in Counterterrorism.
Studies in Conflict & Terrorism, 41(2), 151-168. DOI: https://doi.org/10.1080/105761
0X.2016.1249777

Cordova, Amado (2022, December): Technologies for Primary Screening in Aviation Security.
Journal of Transportation Security, 15(3-4), 141-159. DOI: https://doi.org/10.1007 /s12198-
022-00248-8

Daly, Andrew (2012): Using Ordered Attitudinal Indicators in a Latent Variable Choice Model:
A Study of the Impact of Security on Rail Travel Behaviour. Transportation, 39(2), 267-297.
DOI: https://doi.org/10.1007/s11116-011-9351-z

Davis, Xiaohong M.; Rouse, Edward N.; Stampley, Chaunté (2021, January): Preparing the
CDC Public Health Workforce for Emergency Response. Journal of Homeland Security and
Emergency Management, 18(1), 1-21. DOI: https:/ﬁioi.org/lO.lS15/jhsem—2019—0021

De Cillis, Francesca et al. (2013, August): Analysis of Criminal and Terrorist Related Episodes in
Railway Infrastructure Scenarios. Journal of Homeland Security and Emergency Management,
10(2), 447-476. DOL: https://doi.org/10.1515/jhsem-2013-0003

Demir, Mustafa; Guler, Ahmet; Ozer, Murat (2024): Predictors of Successful Terrorism Incidents.
Behavioral Sciences of Terrorism and Political Aggression, 16(4), 482-510. DOI: https://doi.or
g/10.1080/19434472.2022.2130396

Dillon, Robin L.; Burns, William J.; John, Richard S. (2018, September): Insights for Critical
Alarm-Based Warning Systems from a Risk Analysis of Commercial Aviation Passenger
Screening. Decision Analysis, 15(3), 154-173. DOI: https://doi.org/10.1287 /deca.2018.0369

Dmitrieva, Aleksandra M.; Meloy, J. Reid (2022): Troubled Waters: Domestic Terrorism
Threat in the U.S. Coast Guard and the TRAP-18. Journal of Threat Assessment and
Management, 9(3), 153-170. DOI: https://doiorg/10.1037/tam0000170  URL:
https://drreidmeloy.com/wp-content/uploads/2022/01/2021_
TroubledWatersDomesticTerrorism.pdf

Drury, John; Cocking, Chris; Reicher, Steve (2009, March): The Nature of Collective Resilience:
Survivor Reactions to the 2005 London Bombings. International Journal of Mass Emergencies
and Disasters, 27(1), 66-95. DOI: https://doi.org/10.1177/028072700902700104

Dudenhoeffer, Donald D. (2020): Day of the Drone: Protecting Critical Infrastructure from
Terrorist Use of Unmanned Aerial Systems. In: Alan Brill; Kristina Misheva; Metodi Hadji-Janev

Perspectives on Terrorism 139


https://www.coedat.nato.int/publication/datr/volumes/datr8-2016.pdf
https://www.hsaj.org/articles/14715
https://doi.org/10.1080/19434472.2016.1146788
https://doi.org/10.1080/19434472.2016.1146788
https://repository.library.georgetown.edu/handle/10822/1088844
https://repository.library.georgetown.edu/handle/10822/1088844
https://doi.org/10.1080/1057610X.2018.1538187
https://doi.org/10.1080/19361610.2021.1873681
https://doi.org/10.1080/19361610.2014.851575
https://doi.org/10.1080/19361610.2014.851575
https://ctc.westpoint.edu/wp-content/uploads/2023/05/CTC-SENTINEL-052023.pdf
https://ctc.westpoint.edu/wp-content/uploads/2023/05/CTC-SENTINEL-052023.pdf
https://doi.org/10.1080/1057610X.2016.1249777
https://doi.org/10.1080/1057610X.2016.1249777
https://doi.org/10.1007/s12198-022-00248-8
https://doi.org/10.1007/s12198-022-00248-8
https://doi.org/10.1007/s11116-011-9351-z
https://doi.org/10.1515/jhsem-2019-0021
https://doi.org/10.1515/jhsem-2013-0003
https://doi.org/10.1080/19434472.2022.2130396
https://doi.org/10.1080/19434472.2022.2130396
https://doi.org/10.1287/deca.2018.0369
https://doi.org/10.1037/tam0000170
https://drreidmeloy.com/wp-content/uploads/2022/01/2021_TroubledWatersDomesticTerrorism.pdf
https://drreidmeloy.com/wp-content/uploads/2022/01/2021_TroubledWatersDomesticTerrorism.pdf
https://doi.org/10.1177/028072700902700104

Tinnes

(Eds.): Toward Effective Cyber Defense in Accordance with the Rules of Law. (NATO Science for
Peace and Security Series — E: Human and Societal Dynamics, Vol. 149). Amsterdam: 10S
Press, 17-31. DOI: https://doi.org/10.3233 /NHSDP200038

Dufggan, James M.; Petrozzelli, John; Slattery, Jay 92023): Implementing NIMS: Lessons Learned
rom the Boston Marathon Bombing. Journal of Strategic Security, 16(3), Article 5. DOI:
https://doi.org/10.5038/1944-0472.16.3.2139

Ekhomu, Ona (2020): Infrastructure Attacks. In: Boko Haram: Security Considerations and the
Rise of an Insurgency. Boca Raton: CRC Press, 131-148.

Ellis, Cali M.; McDaniel, Michael C. (2013, April): Texas Takes on the TSA: The Constitutional
Fight Over Airport Security. Journal of Homeland Security and Emergency Management, 10(1),
209-229. DOI: https://doi.org/10.1515/jhsem-2012-0068

Elsass, H. Jaymi; McKenna, Joseph M.; Schildkraut, Jaclyn (2016, November): Rethinking
Crisis Communications on Campus: An Evaluation of Faculty and Staff Perceptions About
Emergency Notification Systems. Journal of Homeland Security and Emergency Management,
13(3), 329-349. DOI: https://doi.org/10.1515/jhsem-2016-0047

Ergilin, Nalan; Acikel, Birsen Yoriik; Turhan, Ugur (2017, January): The Appropriateness of
Today’s Airport Security Measures in Safeguarding Airline Passengers. Security Journal,
30(13’, 89-105. DOLI: https://doi.org/10.1057 /sj.2014.41

Eriksson, Mats (2024, March): Living a “Digital Life” and Ready to Cope with Crises? Highlighting
Young Adults’ Conceptions of Crisis and Emergency Preparedness. Journal of Contingencies and
Crisis Management, 32(1), Article e12498. DOI: https://doi.org/10.1111/1468-5973.12498

Evans, Carol V. (2020, May): Future Warfare: Weaponizing Critical Infrastructure. Parameters,
50(2), 35-42. DOI: https://doi.org/10.55540/0031-1723.1017

Farhat, Hassan et al. (2024, March): Exploring Attitudes Towards Health Preparedness in the
Middle East and North Africa Against Chemical, Biological, Radiological, and Nuclear Threats:
A Qualitative Study. Journal of Contingencies and Crisis Management, 32(1), Article e12509.
DOI: https://doi.org/10.1111/1468-5973.12509

Farhat, Hassan et al. (2024, May-June): Perspectives on Preparedness for Chemical, Biological,
Radiological, and Nuclear Threats in the Middle East and North Africa Region: Application
of Artificial Intelligence Techniques. Health Security, 22(3), 190-202. DOI: https://doi.
org/10.1089/hs.2023.0093

Fianyi, Israel; Zia, Tanveer (2016): Biometric Technology Solutions to Countering Today’s
Terrorism. International Journal of Cyber Warfare and Terrorism, 6(4), 28-40. DOI: https://
doi.org/10.4018/1JCWT.2016100103

Fiondella, Lance etal. (2013, April): Security and Performance Analysis of a Passenger Screening
Checkpoint for Mass-Transit Systems. Homeland Security Affairs, Suppl. 6, Article 3. URL:
https://www.hsaj.org/articles/241

Florido-Benitez, Lazaro (2024, December): The Types of Hackers and Cyberattacks in the
Aviation Industry. Journal of Transportation Security, 17(1), Article 13. DOI: https://doi.
org/10.1007/s12198-024-00281-9

Forest, James ]. F. (2007, December): The Modern Terrorist Threat to Aviation Security.
Perspectives on Terrorism, 1(6), 10-13. URL: https://pt.icct.nl/article/modern-terrorist-
threat-aviation-security

Fox, Sarah Jane (2021): Past Attacks, Future Risks: Where Are We 20-Years After 9/11? Journal
of Strategic Security, 14(3), Article 6. DOI: https://doi.org/10.5038/1944-0472.14.3.1964

Freudenberg, Dirk (2023): Hybrid Loans and Tactics of Jihadism: Will Hybridity Remain the
Narrative of Convergent, Politically Motivated Violence? In: Nicolas Stockhammer (Ed.):
Routledge Handbook of Transnational Terrorism. (Routledge Handbooks). Abingdon:
Routledge, Chapter 27.

Gabbe, Belinda J. et al. (2020, April): Survey of Major Trauma Centre Preparedness for Mass
Casualty Incidents in Australia, Canada, England and New Zealand. eClinicalMedicine, 21,
Article 100322. DOI: https://doi.org/10.1016/j.eclinm.2020.100322

Gartenstein-Ross, Daveed; Joscelyn, Thomas (2022): The Unfriendly Skies: Plots Against
Aviation. In: Enemies Near and Far: How Jihadist Groups Strategize, Plot, and Learn. (Columbia
Studies in Terrorism and Irregular Warfare). New York: Columbia University Press, 70-106.

Giacomello, Giampiero (2023): Research Note: More Bucks, Still No Bangs? Why a Cost-Benefit

Perspectives on Terrorism 140


https://doi.org/10.3233/NHSDP200038
https://doi.org/10.5038/1944-0472.16.3.2139
https://doi.org/10.1515/jhsem-2012-0068
https://doi.org/10.1515/jhsem-2016-0047
https://doi.org/10.1057/sj.2014.41
https://doi.org/10.1111/1468-5973.12498
https://doi.org/10.55540/0031-1723.1017
https://doi.org/10.1111/1468-5973.12509
https://doi.org/10.1089/hs.2023.0093
https://doi.org/10.1089/hs.2023.0093
https://doi.org/10.4018/IJCWT.2016100103
https://doi.org/10.4018/IJCWT.2016100103
https://www.hsaj.org/articles/241
https://doi.org/10.1007/s12198-024-00281-9
https://doi.org/10.1007/s12198-024-00281-9
https://pt.icct.nl/article/modern-terrorist-threat-aviation-security
https://pt.icct.nl/article/modern-terrorist-threat-aviation-security
https://doi.org/10.5038/1944-0472.14.3.1964
https://doi.org/10.1016/j.eclinm.2020.100322

Vol. XIX, Issue 1 - March 2025

Analysis of Cyberterrorism Still Holds True. Studies in Conflict & Terrorism, 46(8), 1508-1517.
DOI: https://doi.org/10.1080/1057610X.2020.1822591

Gibson, Stacey; Lemyre, Louise; Lee, Jennifer E. C. (2015): Predicting Emergency Response
Intentions Among the Canadian Public in the Context of Terrorism Threats: Examinin
Sociodemographics and the Mediating Role of Risk Perception. Human and Ecological Ris
Assessment, 21(1), 205-226. DOI: https://doi.org/10.1080/10807039.2014.902683

Giesecke, James A. et al. (2015): Regional Dynamics Under Adverse Physical and Behavioral
Shocks: The Economic Consequences of a Chlorine Terrorist Attack in the Los Angeles
Financial District. In: Peter Nijkamp; Adam Rose; Karima Kourtit (Eds.): Regional Science
Matters: Studies Dedicated to Walter Isard. Cham: Springer, 319-350. DOI: https://doi.
org/10.1007/978-3-319-07305-7_16

Gill, Charlotte et al. (2021, June): “Translational Criminology” in Action: A National Survey
of TSA’s Playbook Implementation at U.S. Airports. Security Journal, 34(2), 319-339. DOI:
https://doi.org/10.1057/s41284-019-00225-2

Gnatyuk, Sergiy (2016): Meeting Security Challenges Through Data Analytics and Decision
Support. In: Elisa Shahbazian; Galina Rogova (Eds.): Meeting Security Challenges Through
Data Analytics and Decision Support. (NATO Science for Peace and Security Series - D:
Information and Communication Security, Vol. 47). Amsterdam: 10S Press, 308-316. DOLI:
https://doi.org/10.3233/978-1-61499-716-0-308

Goertz, Stefan (2018, March): TerrorMANV - Massenanfall von Verletzten bei Terrorlagen.
Die Kriminalpolizei, Marz 2018. URL: https://www.kriminalpolizei.de/ausgaben/2018/
detailansicht-2018/artikel /terrormanv-massenanfall-von-verletzten-bei-terrorlagen.html

Grant, Matthew ].; Stewart, Mark G. (2017, June): Benefit of Distributed Security Queuing for
Reducing Risks Associated with Improvised Explosive Device Attacks in Airport Terminals.
ASCE-ASME Journal of Risk and Uncertainty in Engineering Systems, Part B: Mechanical
Engineering, 3(2), Article 021003. DOI: https://doi.org/10.1115/1.4035730

Giicliyener, Ayhan (2018): Cyber Terrorism and Energy Security: A Growing Threat Imperils
Entire Regions. per Concordiam, 8(4), 58-61. URL: http://perconcordiam.com/perCon_
V8N4_ENG.pdf

Guohui, Li et al. (2014): Study on Correlation Factors that Influence Terrorist Attack Fatalities
Using Global Terrorism Database. Procedia Engineering, 84, 698-707. DOI: https://doi.
org/10.1016/j.proeng.2014.10.475

Haase, Thomas W.; Demiroz, Fatih (2020, Mafl): Considerations of Resilience in the Homeland
Security Literature: Towards Conceptual Convergence? Journal of Homeland Security
and Emergency Management, 17(2), Article 20180078. DOI: https://doi.org/10.1515/
jhsem-2018-0078

Haddow, George D.; Bullock, Jane A.; Coppola, Damon P. (2020): Emergency Management and the
Terrorist Threat. In: Introduction to Emergency Management. (7th ed.). Oxford: Butterworth-
Heinemann, 403-466.

Hambridge, Nicholas B.; Howitt, Arnold M.; Giles, David W. (2017, April): Coordination
in Crises: Implementation of the National Incident Management System by Surface
Transportation Agencies. Homeland Security Affairs, 13(2), Article 2. DOI: https://www.hsaj.
org/articles/13773

Harwood, Shawn; Porter, Wayne (2020, August): The Case for Adaptive SOPs in Complex Crises
and Unpredictable Operating Environments. Homeland Security Affairs, 16(5), Article 5. URL:
https://www.hsaj.org/articles/16105

Hasisi, Badi et al. (2020, September): Concentrated and Close to Home: The Spatial Clustering
and Distance Decay of Lone Terrorist Vehicular Attacks. Journal of Quantitative Criminology,
36(3), 607-645. DOI: https://doi.org/10.1007/s10940-019-09414-7

Hastings, Justin V,; Chan, Ryan J. (2013): Target Hardening and Terrorist Signaling: The Case of
Aviation Security. Terrorism and Political Violence, 25(5), 777-797. DOI: https://doi.org/10.1
080/09546553.2012.699906

Haugstvedt, Havard (2024, March): Still Aiming at the Harder Targets: An Update on Violent
Non-State Actors’ Use of Armed UAVs. Perspectives on Terrorism, 18(1), 132-143. URL:
https://pt.icct.nl/sites/default/files/2024-03 /Research%20note%20template%202024_
Hausgstved_0.pdf

Haupt, Brittany (2021, May): The Use of Crisis Communication Strategies in Emergency

Perspectives on Terrorism 141


https://doi.org/10.1080/1057610X.2020.1822591
https://doi.org/10.1080/10807039.2014.902683
https://doi.org/10.1007/978-3-319-07305-7_16
https://doi.org/10.1007/978-3-319-07305-7_16
https://doi.org/10.1057/s41284-019-00225-2
https://doi.org/10.3233/978-1-61499-716-0-308
https://www.kriminalpolizei.de/ausgaben/2018/detailansicht-2018/artikel/terrormanv-massenanfall-von-verletzten-bei-terrorlagen.html
https://www.kriminalpolizei.de/ausgaben/2018/detailansicht-2018/artikel/terrormanv-massenanfall-von-verletzten-bei-terrorlagen.html
https://doi.org/10.1115/1.4035730
http://perconcordiam.com/perCon_V8N4_ENG.pdf
http://perconcordiam.com/perCon_V8N4_ENG.pdf
https://doi.org/10.1016/j.proeng.2014.10.475
https://doi.org/10.1016/j.proeng.2014.10.475
https://doi.org/10.1515/jhsem-2018-0078
https://doi.org/10.1515/jhsem-2018-0078
https://www.hsaj.org/articles/13773
https://www.hsaj.org/articles/13773
https://www.hsaj.org/articles/16105
https://doi.org/10.1007/s10940-019-09414-z
https://doi.org/10.1080/09546553.2012.699906
https://doi.org/10.1080/09546553.2012.699906
https://pt.icct.nl/sites/default/files/2024-03/Research%20note%20template%202024_Hausgstved_0.pdf
https://pt.icct.nl/sites/default/files/2024-03/Research%20note%20template%202024_Hausgstved_0.pdf

Tinnes

Management. Journal of Homeland Security and Emergency Management, 18(2), 125-150.
DOI: https://doi.org/10.1515/jhsem-2020-0039

Hedel, Ralf et al. (2018, October): Assessment of the European Programme for Critical
Infrastructure Protection in the Surface Transport Sector. International Journal of Critical
Infrastructures, 14(4), 311-335. DOI: https://doi.org/10.1504/1]CIS.2018.095616

Hemme, Kris (2015, Fall): Critical Infrastructure Protection: Maintenance Is National Security.
Journal of Strategic Security, 8(3, Suppl.), Article 3. DOI: https://doi.org/10.5038/1944-
0472.8.35.1471

Hildebrand, Sean (2015, May): Coerced Confusion? Local Emergency Policy Implementation
After September 11. Journal of Homeland Security and Emergency Management, 12(2), 273-
298. DOI: https://doi.org/10.1515/jhsem-2014-0054

Hildebrand, Sean (2020, September): Representative Bureaucracy in Emergency Management:
Attitudes About Contemporary Emergency Management Policy and Politics in Local Agencies.
Journal of Homeland Security and Emergency Management, 17(3), Article 20190009. DOI:
https://doi.org/10.1515/jhsem-2019-0009

Hodgson, Luke (2021, April): How Violent Attacks Are Changing the Demands of Mass Casualty
Incidents: A Review of the Challenges Associated with Intentional Mass Casualty Incidents.
Homeland Security Affairs, 17, Article 1. URL: https://www.hsaj.org/articles/16880

Hodwitz, Omi (2020): Threats to Aviation: Modeling Effectiveness. Journal of Applied Security
Research, 15(3), 385-407. DOI: https://doi.org/10.1080/19361610.2019.1710093

Hodwitz, Omi; Tracy, Hailee (2020): President Trump’s Travel Ban: Inciting or Deterring
Terrorism? Behavioral Sciences of Terrorism and Political Aggression, 12(4), 292-306. DOLI:
https://doi.org/10.1080/19434472.2019.1701525

Hoijtink, Marijn (2015): Performativity and the Project: Enacting Urban Transport Security in
Europe. Critical Studies on Terrorism, 8(1), 130-146. DOI: https://doi.org/10.1080/175391
53.2015.1005937

Holgersson, Annelie (2016): Review of On-Scene Management of Mass-Casualty Attacks. Journal
of Human Security, 12(1),91-111. DOI: https://doi.org/10.12924 /johs2016.12010091

Holgersson, Annelie; Bjornstig, Ulf (2014, March): Mass-Casualty Attacks on Public
Transportation. Journal of Transportation Security,7(1),1-16.DOI: https://doi.org/10.1007/
s12198-013-0125-z

Holgersson, Annelie et al. (2020, April): Emergency Medical Response in Mass Casualty Tunnel
Incidents—with Emphasis on Prehospital Care. Journal of Human Security, 16(1), 3-15. DOI:
https://doi.org/10.12924 /johs2020.16010003

Hopfner, Benedikt (2016): Protecting Europe’s Critical Infrastructure. per Concordiam, 7(4),
8-63. URL: https://perconcordiam.com/perCon_V7N4_ENG_hires.pdf

Horner, Matthew (2018, April): SCADA Fusion with Commercial Fission. Homeland Security
Affairs, 14, Article 4. URL: https://www.hsaj.org/articles /14317

Hsu, Henda Y.; Apel, Robert (2016): A Situational Model of Displacement and Diffusion
Following the Introduction of Airport Metal Detectors. In: Joshua Freilich; Gary LaFree (Eds.):
Crirgzinology Theory and Terrorism: New Applications and Approaches. Abingdon: Routledge,
29-52.

Hsu, Henda Y.,; McDowall, David (2017, November): Does Target-Hardening Result in Deadlier
Terrorist Attacks Against Protected Targets? An Examination of Unintended Harmful
Consequences. Journal of Research in Crime and Delinquency, 54(6), 930-957. DOI: https://
doi.org/10.1177/0022427817719309

Hughes, Geraint (2014, September): Skyjackers, Jackals and Soldiers: British Planning for
International Terrorist Incidents During the 1970s. International Affairs, 90(5), 1013-1031.
DOI: https://doi.org/10.1111/1468-2346.12154

Huttunen, Mikko (2019, December): Civil Unmanned Aircraft Systems and Security: The
European Approach. Journal of Transportation Security, 12(3-4), 83-101. DOI: https://doi.
org/10.1007/s12198-019-00203-0

Hwang, Seongwon; Cho, Namsuk (2019, February): Optimisation Models for Critical
Infrastructure Protection, Rebuilding, and Interdependency in the Event of Mass
Destruction. International Journal of Critical Infrastructures, 15(2), 136-162. DOI: https://
doi.org/10.1504/1JCIS.2019.098836

Perspectives on Terrorism 142


https://doi.org/10.1515/jhsem-2020-0039
https://doi.org/10.1504/IJCIS.2018.095616
https://doi.org/10.5038/1944-0472.8.3S.1471
https://doi.org/10.5038/1944-0472.8.3S.1471
https://doi.org/10.1515/jhsem-2014-0054
https://doi.org/10.1515/jhsem-2019-0009
https://www.hsaj.org/articles/16880
https://doi.org/10.1080/19361610.2019.1710093
https://doi.org/10.1080/19434472.2019.1701525
https://doi.org/10.1080/17539153.2015.1005937
https://doi.org/10.1080/17539153.2015.1005937
https://doi.org/10.12924/johs2016.12010091
https://doi.org/10.1007/s12198-013-0125-z
https://doi.org/10.1007/s12198-013-0125-z
https://doi.org/10.12924/johs2020.16010003
https://perconcordiam.com/perCon_V7N4_ENG_hires.pdf
https://www.hsaj.org/articles/14317
https://doi.org/10.1177/0022427817719309
https://doi.org/10.1177/0022427817719309
https://doi.org/10.1111/1468-2346.12154
https://doi.org/10.1007/s12198-019-00203-0
https://doi.org/10.1007/s12198-019-00203-0
https://doi.org/10.1504/IJCIS.2019.098836
https://doi.org/10.1504/IJCIS.2019.098836

Vol. XIX, Issue 1 - March 2025

Ismail, Suhaila; Sitnikova, Elena; Slay, Jill (2016): SCADA Systems Cyber Security for Critical
Infrastructures: Case Studies in Multiple Sectors. International Journal of Cyber Warfare and
Terrorism, 6(3), 79-95. DOI: https://doi.org/10.4018/IJCWT.2016070107

Jaafar, Hadi; Sujud, Lara; Woertz, Eckart (2022): Scorched Earth Tactics of the “Islamic State”
After its Loss of Territory: Intentional Burning of Farmland in Iraq and Syria. Regional
Environmental Change, 22(4), Article 120. DOI: https://doi.org/10.1007/s10113-022-
01976-2

Jackson, Brian A.; Chan, Edward W.; Latourrette, Tom (2012, March): Assessing the Security
Benefits of a Trusted Traveler Program in the Presence of Attempted Attacker Exploitation and
Compromise. Journal of Transportation Security, 5(1), 1-34. DOI: https://doi.org/10.1007/
s12198-011-0077-0

Jamil, Uzma (2017, Fall): Can Muslims Fly? The No Fly List as a Tool of the “War on Terror”.
Islamophobia Studies Journal, 4(1), 72-86. DOI: https://doi.org/10.13169 /islastudj.4.1.0072

Jasani, Gregory N. et al. (2023, March-April): Terrorist Attacks Against Firefighters, 1970-2019.
Health Security, 21(2), 141-145. DOI: https://doi.org/10.1089 /hs.2022.0075

Jonathan-Zamir, Tal; Hasisi, Badi; Margalioth, Yoram (2016, September): Is It the What or the
How? The Roles of High-Policing Tactics and Procedural Justice in Predicting Perceptions of
Hostile Treatment: The Case of Security Checks at Ben-Gurion Airport, Israel. Law & Society
Review, 50(3), 608-636. DOI: https://doi.org/10.1111/lasr.12216

Jupe, Louise Marie; Keatley, David Adam (2020, December): Airport Artificial Intelligence
Can Detect Deception: Or Am I Lying? Security Journal, 33(4), 622-635. DOI: https://doi.
org/10.1057/s41284-019-00204-7

Juvan, Jelena; Prezelj, I1ztok; Kopac, Erik (2021, September): Public Dilemmas About Security
Measures in the Field of Civil Aviation. Security Journal, 34(3), 410-428. DOI: https://doi.
org/10.1057/s41284-020-00240-8

Kaczmarek, Krzysztof; Karpiuk, Mirostaw; Soler, Urszula (2024): The Potential Use of Artificial
Intelligence in Crisis Management. Sicurezza, Terrorismo e Societa, 20,141-151. URL: https://
www.sicurezzaterrorismosocieta.it/wp-content/uploads/2024/12/008_SicTerSoc_20_
Kaczmarek_et_al.pdf

Kamil, Ismaila Adeniyi; Ogundoyin, Sunday Oyinlola (2018): A Privacy-Preserving Passenger
Information Management Scheme for Road Transport System in Nigeria. Journal of Applied
Security Research, 13(4), 502-531. DOI: https://doi.org/10.1080/19361610.2018.1498268

Kaneda, Yudai et al. (2023): The Importance of the Taliban and the International Community
Collaboration in Building Support Systems for Experts Working in Earthquake-Affected
Areas in Afghanistan—Perspectives from a Triple Disaster Experience in Fukushima. Disaster
Medicine and Public Health Preparedness, 17, Article E265. DOI: https://doi.org/10.1017/
dmp.2022.260

Karpiuk, Mirostaw (2022): Crisis Management vs. Cyber Threats. Sicurezza, Terrorismo
e Societa, 16, 113-123. URL: https://www.sicurezzaterrorismosocieta.it/wp-content/
uploads/2022/12/SicTerSoc16-Karpiuk-Crisis-management-vs.-cyber-threats.pdf

Kaszeta, Dan (2017, March): Protecting Against Chemical and Biological Risks to Office
Buildings. Journal of Terrorism & Cyber Insurance, 1(2), 37-44. URL: http://docs.wixstatic.
com/ugd/7cfaab_dbd9c13d3c3d42049cf078a3e876b28a.pdf

Kaunert, Christian; Callander, Briony; Léonard, Sarah (2023): The Collective Securitization of
Aviation in the European Union Tﬁrough Association with Terrorism. In: Christian Kaunert;
Sarah Léonard (Eds.): Collective Securitization and Crisci{ication of EU Policy Change: Two
Decades of EU Counterterrorism Policy. Abingdon: Routledge, 61-78.

Kayhan, Selguk; Ergiin, Nalan; Gerede, Ender (2018, April): Research Determining Issues on
the Administrative Success of Security Services at Civil Airports in Turkey. Security Journal,
31(2), 470-500. DOI: https://doi.org/10.1057/s41284-017-0111-4

Khalid, Nazery (2013): Battening Down the Hatches: Some Reflections on Protecting the
Maritime Supply Chain from Maritime Terrorism. SEARCCT’s Selection of Articles, 1, 17-29.
URL: https:})WWW.Searcct.gov.my/wp—content/uploads/2020/O3/SEARCCTS—Selecti0n—Of—
Articles-Vol-1.pdf

Kim, Taeyoung; ]eong, Suung; Lee, Julak (2022, March): Factors of Mass Casualty Terrorism.
Security Journal, 35(1), 133-153. DOI: https://doi.org/10.1057 /s41284-020-00268-w

Perspectives on Terrorism 143


https://doi.org/10.4018/IJCWT.2016070107
https://doi.org/10.1007/s10113-022-01976-2
https://doi.org/10.1007/s10113-022-01976-2
https://doi.org/10.1007/s12198-011-0077-0
https://doi.org/10.1007/s12198-011-0077-0
https://doi.org/10.13169/islastudj.4.1.0072
https://doi.org/10.1089/hs.2022.0075
https://doi.org/10.1111/lasr.12216
https://doi.org/10.1057/s41284-019-00204-7
https://doi.org/10.1057/s41284-019-00204-7
https://doi.org/10.1057/s41284-020-00240-8
https://doi.org/10.1057/s41284-020-00240-8
https://www.sicurezzaterrorismosocieta.it/wp-content/uploads/2024/12/008_SicTerSoc_20_Kaczmarek_et_al.pdf
https://www.sicurezzaterrorismosocieta.it/wp-content/uploads/2024/12/008_SicTerSoc_20_Kaczmarek_et_al.pdf
https://www.sicurezzaterrorismosocieta.it/wp-content/uploads/2024/12/008_SicTerSoc_20_Kaczmarek_et_al.pdf
https://doi.org/10.1080/19361610.2018.1498268
https://doi.org/10.1017/dmp.2022.260
https://doi.org/10.1017/dmp.2022.260
https://www.sicurezzaterrorismosocieta.it/wp-content/uploads/2022/12/SicTerSoc16-Karpiuk-Crisis-management-vs.-cyber-threats.pdf
https://www.sicurezzaterrorismosocieta.it/wp-content/uploads/2022/12/SicTerSoc16-Karpiuk-Crisis-management-vs.-cyber-threats.pdf
http://docs.wixstatic.com/ugd/7cfaab_dbd9c13d3c3d42049cf078a3e876b28a.pdf
http://docs.wixstatic.com/ugd/7cfaab_dbd9c13d3c3d42049cf078a3e876b28a.pdf
https://doi.org/10.1057/s41284-017-0111-4
https://www.searcct.gov.my/wp-content/uploads/2020/03/SEARCCTS-Selection-Of-Articles-Vol-1.pdf
https://www.searcct.gov.my/wp-content/uploads/2020/03/SEARCCTS-Selection-Of-Articles-Vol-1.pdf
https://doi.org/10.1057/s41284-020-00268-w

Tinnes

Kim, Wukki; George, Justin; Sandler, Todd (2021, February-March): Introducing Transnational
Terrorist Hostage Event (TTHE) Data Set, 1978 to 2018. Journal of Conflict Resolution, 65(2-
3), 619-641. DOI: https://doi.org/10.1177/0022002720957714

Kirsch, Thomas D. et al. (2022, July-August): Opportunities to Strengthen the National Disaster
Medical System: The Military-Civilian NDMS Interoperability Study. Health Security, 20(4),
339-347.DOLI: https://doi.org/10.1089/hs.2021.0221

Klenka, Michal (2019, June): Major Incidents that Shaped Aviation Security. Journal of
Transportation Security, 12(1), 39-56. DOI: https://doi.org/10.1007/s12198-019-00201-2

Klenka, Michal (2021, December): Aviation Cyber Security: Legal Aspects of Cyber Threats.
Journal of Transportation Security, 14(3-4), 177-195. DOI: https://doi.org/10.1007 /s12198-
021-00232-8

Kooi, Brandon (2015): Security Concerns at Hot-Spot Bus Stop Locations. Journal of Applied
Security Research, 10(3), 277-307. DOI: https://doi.org/10.1080/19361610.2015.1038762

Komasov4, Sarah (2020): Airport Security and Visibility: Security as Visualization and its In-
Place Performance. Journal of Applied Security Research, 15(3), 332-354. DOI: https://doi.or
g/10.1080/19361610.2020.1738315

Kostyuchenko, Yuriy V. et al. (2020): On the Behavior-Based Risk Communication Models in
Crisis Management and Social Risks Minimization. International Journal of Cyber Warfare
and Terrorism, 10(2), 27-45. DOI: https://doi.org/10.4018/IJCWT.2020040102

Kumar, Venkatachary Sampath; Prasad, Jagdish; Samikannu, Ravi (2018, May): A Critical
Review of Cyber Security and Cyber Terrorism — Threats to Critical Infrastructure in the
Energy Sector. International Journal of Critical Infrastructures, 14(2), 101-119. DOI: https://
doi.org/10.1504/1JCIS.2018.091932

Labaj, Leo; Barnes, Bruce (2016, Spring): Protecting the Power Grid: Target Analysis and
Vulnerability Assessment. Journal of Counterterrorism & Homeland Security International,
22(1), 26-28. URL: https://issuu.com/fusteros/docs/iacsp_magazine_v22_n1_issuu

Lee, Chia-yi (2022, MaK) : Why do Terrorists Target the Energy Industry? A Review of Kidnapping,
Violence and Attacks Against Energy Infrastructure. Energy Research & Social Science, 87,
Article 102459. DOI: https://doi.org/10.1016/j.erss.2021.102459

Le Sage, Tanya; Borrion, Hervé; Toubaline, Sonia (2014, December): A User-Layered Approach
for Modelling and Simulating Terrorist Attacks. International Journal of Critical Infrastructures,
10(3-4), 398-412. DOI: https://doi.org/10.1504 /1JCIS.2014.066342 URL: https://discovery.
ucl.ac.uk/id/eprint/1401091

Li, Chenglong (2021): Optimization of Emergency Resource Scheduling in Serial Terrorist
Attacks Based on PSO-CS Algorithm. Journal of Applied Security Research, 16(4), 526-537.
DOI: https://doi.org/10.1080/19361610.2020.1812995

Li, Shuying; Zhuang, Jun; Shen, Shifei (2017, June): A Three-Stage Evacuation Decision-Making
and Behavior Model for the Onset of an Attack. Transportation Research Part C: Emerging
Technologies, 79, 119-135. DOI: https://doi.org/10.1016/j.trc.2017.03.008 URL: https://
Www.eng.buffalo.edu/~jZhuang/Papers/LZS_TRC_ZO17.pdf’

Liedlbauer, Lina (2021): Politicising European Counter-Terrorism: The Role of NGOs. European
Security, 30(3), 485-503. DOI: https://doi.org/10.1080/09662839.2021.1947802

Liscouski, Robert; McGann, William (2016, May): The Evolving Challenges for Explosive
Detection in the Aviation Sector and Beyond. CTC Sentinel, 9(5), 1-6. URL: https://ctc.
westpoint.edu/wp-content/uploads/2016/05/CTC-SENTINEL_Vol9Iss515.pdf

Liu, Brooke Fisher; Fraustino, Julia Daisy 52014, September): Beyond Image Repair: Suggestions
for Crisis Communication Theory Development. Public Relations Review, 40(3), 543-546. DOL:
https://doi.org/10.1016/j.pubrev.2014.04.004

Liu, Brooke Fisher; Jin, Yan; Austin, Lucinda (2023): Digital Crisis Communication Theory:
Current Landscape and Future Trajectories. In: Carl H. Botan; Erich J. Sommerfeldt (Eds.):
Public Relations Theory III: In the Age of Publics. (Routledge Communication Series). New
York: Routledge, 191-212.

Liu, Brooke Fisher; Viens, Jeannette (2020): Crisis and Risk Communication Scholarship of the
Future: Reflections on Research Gaps. Journal of International Crisis and Risk Communication
Research, 3(1), 7-14. URL: https://jicrcr.com/index.php/jicrcr/article /download /27 /28 /55

Perspectives on Terrorism 144


https://doi.org/10.1177/0022002720957714
https://doi.org/10.1089/hs.2021.0221
https://doi.org/10.1007/s12198-019-00201-2
https://doi.org/10.1007/s12198-021-00232-8
https://doi.org/10.1007/s12198-021-00232-8
https://doi.org/10.1080/19361610.2015.1038762
https://doi.org/10.1080/19361610.2020.1738315
https://doi.org/10.1080/19361610.2020.1738315
https://doi.org/10.4018/IJCWT.2020040102
https://doi.org/10.1504/IJCIS.2018.091932
https://doi.org/10.1504/IJCIS.2018.091932
https://issuu.com/fusteros/docs/iacsp_magazine_v22_n1_issuu
https://doi.org/10.1016/j.erss.2021.102459
https://doi.org/10.1504/IJCIS.2014.066342
https://discovery.ucl.ac.uk/id/eprint/1401091
https://discovery.ucl.ac.uk/id/eprint/1401091
https://doi.org/10.1080/19361610.2020.1812995
https://doi.org/10.1016/j.trc.2017.03.008
https://www.eng.buffalo.edu/~jzhuang/Papers/LZS_TRC_2017.pdf
https://www.eng.buffalo.edu/~jzhuang/Papers/LZS_TRC_2017.pdf
https://doi.org/10.1080/09662839.2021.1947802
https://ctc.westpoint.edu/wp-content/uploads/2016/05/CTC-SENTINEL_Vol9Iss515.pdf
https://ctc.westpoint.edu/wp-content/uploads/2016/05/CTC-SENTINEL_Vol9Iss515.pdf
https://doi.org/10.1016/j.pubrev.2014.04.004
https://jicrcr.com/index.php/jicrcr/article/download/27/28/55

Vol. XIX, Issue 1 - March 2025

Liu, Brooke Fisher et al. (2017, April): Public Understanding of Medical Countermeasures.
Health Security, 15(2), 137-143. DOI: https://doi.org/10.1089 /hs.2016.0074

Liu, Brooke Fisher et al. (2017, October): The Role of Communication in Healthcare Systems
and Community Resilience. International Journal of Emergency Management, 13(4), 305-327.
DOI: https://doi.org/10.1504/1JEM.2017.087218

Liu, Brooke Fisher et al. (2018, November): Keeping Hospitals Operating During Disasters
Through Crisis Communication Preparedness. Public Relations Review, 44(4), 585-597. DOLI:
https:f/doi.org/lO.lO16/j.pubrev.2018.06.002

Loadenthal, Michael (2015): Shooting Yourselfin the Foot: Securitization, Critical Infrastructure,
and the Gaza Strip. Journal of Applied Security Research, 10(2), 267-276. DOI: https://doi.org
/10.1080/19361610.2015.1004607

Loadenthal, Michael (2022): Feral Fascists and Deep Green Guerrillas: Infrastructural Attack
and Accelerationist Terror. Critical Studies on Terrorism, 15(1), 169-208. DOI: https://doi.or
g/10.1080/17539153.2022.2031129

Loffi, Jon M.; Bliss, Timm ], Depperschmidt, Chad L. (2013, September): Identifying
Knowledge Demands and Professional Skill Sets for Employment Within the Aviation
Security Environment: A Qualitative Inquiry of Aviation Security Professionals. Journal of
Transportation Security, 6(3), 235-256. DOI: https://doi.org/10.1007/s12198-013-0114-2

Lohlker, Ridiger (2013): Al-QaedaAirlines: JihadiSelf-Assessmentand the Ideology of Engineers.
In: Rudiger Lohlker; Tamara Abu-Hamdeh (Eds.): Jihadi Thozaght and Ideology. (Jihadism and
Terrorism, Vol. 1). Berlin: Logos, 5-15. URL: http://www.academia.edu/4396804 /Al_Qaeda_
Airlines

Lowe, David (2015): The Threat Islamist Groups Pose to the Security of European Union
Member States: Time to Consider Re-Introducing the EU’s Directive on the Use of Passenger
Name Record Data. International Journal of Terrorism and Political Hot Spots, 10(3), 77-94.

Lowe, Luis et al. (2020, September): Geospatial Analysis in Responding to a Nuclear Detonation
Scenario in NYC: The Gotham Shield Exercise. Journal of Homeland Security and Emergency
Management, 17(3), Article 20190027. DOI: https://doi.org/10.1515/jhsem-2019-0027

Lum, Cynthia et al. (2015, October): Discretion and Fairness in Airport Security Screening.
Security Journal, 28(4), 352-373. DOI: https://doi.org/10.1057 /sj.2012.51

Lyovin, Boris A. etal. (2019, September): Method for Remote Rapid Response to Transportation
Security Threats on High Speed Rail Systems. International Journal of Critical Infrastructures,
15(4), 324-335. DOI: https://doi.org/10.1504/1JCIS.2019.103015

Maclachlan, Colin (2016): The Threat of Terrorism to Critical Infrastructure: TEN-R and the
Global Salafi Jihad. In: Scott Nicholas Romaniuk; Stewart Tristan Webb (Eds.): Insurgency and
Counterinsurgency in Modern War. Boca Raton: CRC Press, 89-106.

Malet, David; Korbitz, Mark (2015, November): Bioterrorism and Local Agency Preparedness:
Results from an Experimental Study in Risk Communication. Journal of Homeland Security and
Emergency Management, 12(4), 861-873. DOI: https://doi.org/10.1515/jhsem-2014-0107

Manning, Scott Robert (2020, September): Strategic Planning in Emergency Management:
Evaluating the Impacts on Local Program Quality. Journal of Homeland Security and Emergency
Management, 17(3), Article 20190051. DOI: https://doi.org/10.1515/jhsem-2019-0051

Maras, Marie-Helen (2014): Critical Infrastructure Protection. In: The CRC Press Terrorism
Reader. Boca Raton: CRC Press, 291-306.

Marino, Michael etal. (2015, June): To Save Lives and Property: High Threat Response. Homeland
Security Affairs, 11, Article 5. DOI: https://www.hsaj.org/articles /4530

Marjanian, Ali; Soleymani, Soodabeh (2018, January): Optimal Investment in Power System for
Defending Against Malicious Attacks Through Defender-Attacker-Defender Model and Mixed
Strategy Nash Equilibrium. International Journal of Critical Infrastructures, 13(4), 354-373.
DOI: https://doi.org/10.1504/1]CIS.2017.089242

Marshall, Zachary A. et al. (2022, December): Expediting Airport Security Queues Through
Advanced Lane Assignment. Journal of Transportation Security, 15(3-4), 245-262. DOLI:
https://doi.org/10.1007/s12198-022-00247-9

Perspectives on Terrorism 145


https://doi.org/10.1089/hs.2016.0074
https://doi.org/10.1504/IJEM.2017.087218
https://doi.org/10.1016/j.pubrev.2018.06.002
https://doi.org/10.1080/19361610.2015.1004607
https://doi.org/10.1080/19361610.2015.1004607
https://doi.org/10.1080/17539153.2022.2031129
https://doi.org/10.1080/17539153.2022.2031129
https://doi.org/10.1007/s12198-013-0114-2
http://www.academia.edu/4396804/Al_Qaeda_Airlines
http://www.academia.edu/4396804/Al_Qaeda_Airlines
https://doi.org/10.1515/jhsem-2019-0027
https://doi.org/10.1057/sj.2012.51
https://doi.org/10.1504/IJCIS.2019.103015
https://doi.org/10.1515/jhsem-2014-0107
https://doi.org/10.1515/jhsem-2019-0051
https://www.hsaj.org/articles/4530
https://doi.org/10.1504/IJCIS.2017.089242
https://doi.org/10.1007/s12198-022-00247-9

Tinnes

Martinez, DeAndrea et al. (2019, November-December): Evolution of the Public Health
Preparedness and Response Capability Standards to Support Public Health Emergency
Management Practices and Processes. Health Security, 17(6), 430-438. DOI: https://doi.
org/10.1089/hs.2019.0076

Maiello, Mark L., Mandel-Ricci, Jenna (2024, November-December): Findings and
Recommendations from a Series of Workshops on Hospital Emergency Responses to an
Improvised Nuclear Device Detonation. HealtL) Security, 22(6), 409-421. DOI: https://doi.
org/10.1089/hs.2023.0106

McCarthy, John; Mahoney, William (2013): SCADA Threats in the Modern Airport. International
Journal of Cyber Warfare and Terrorism, 3(4), 32-39. DOI: https://doi.org/10.4018/
ijcewt.2013100104

McCormack, Desmond; Horner, William; Smith, Jerry (2017, March): On-Site Risk Surveys with
an Aligned Approach for Physical and Cyber Security to Reduce the Potential Exposure from
Cyber-Attacks on Industrial Control Systems. The Journal of Terrorism & Cyber Insurance, 1(2),
23%33. URL: http://docs.wixstatic.com/ugd/7cfaab_dbd9c13d3c3d42049cf078a3e876b28a.
p

McCourt, Alexander D.; Sunshine, Gregory; Rutkow, Lainie (2019, May-June): Judicial Opinions
Arising from Emergency Preparedness, Response, and Recovery Activities. Health Security,
17(3), 240-247. DOI: https://doi.org/10.1089 /hs.2018.0118

McCreight, Robert (2019): Grid Collapse Security, Stability and Vulnerability Issues: Impactful
Issues Affecting Nuclear Power Plants, Chemical Plants and Natural Gas Supply Systems.
Journal of Homeland Security and Emergency Management, 16(1), Article 20180021. DOI:
https://doi.org/10.1515/jhsem-2018-0021

McCrie, Robert; Haas, David (2018): Why Airline Passenger Screening Will Be With Us Forever:
Past, Present, and Prospects for Air Travel Safety. Journal of Applied Security Research, 13(2),
149-159. DOI: https://doi.org/10.1080/19361610.2018.1422359

McFarlane, Paul (2023, December): A New Inter-Disciplinary Relationship: Introducing Self-
Organized Criticality to Failures in Aviation Security. Journal of Transportation Security,
16(1), Article 12. DOI: https://doi.org/10.1007/s12198-023-00257-1

Mendizabal, Agustin Palao et al. (2022, September): Using Hotspot Analysis to Prioritize
Security Efforts in Colombian Critical Infrastructure, a Focus on the Power Grid. Security
Journal, 35(3), 801-822. DOI: https://doi.org/10.1057 /s41284-021-00300-7

Mezher, Toufic; El Khatib, Sameh; Sooriyaarachchi, Thilanka Maduwanthi (2015): Cyberattacks
on Critical Infrastructure and Potential Sustainable Development Impacts. International
Journal of Cyber Warfare and Terrorism, 5(3), 1-18. DOI: https://doi.org/10.4018/
[JCWT.2015070101

Miller, Jacob et al. (2024, December): Multi-Layer Network PageRank for Critical Infrastructure
Analysis. Homeland Security Affairs, 20(4). URL: https://www.hsaj.org/articles/23189

Milioti, Christina et al. (2019, December): Modeling Traveler Recovery Time Following Man-
Made Incidents: The Case of the Athens Metro. Journal of Transportation Security, 12(3-4),
103-117. DOI: https://doi.org/10.1007/s12198-019-00205-y

Mitchener-Nissen, Timothy; Bowers, Kate; Chetty, Kevin (2012, July): Public Attitudes to Airport
Security: The Case of Whole Body Scanners. Security Journal, 25(3), 229-243. DOI: https://
doi.org/10.1057/sj.2011.20

Monaghan, Aidan (2017, May): Implications of September 11 Flight Transponder Activity. Journal
of 9/11 Studies. URL: http://www.journalof911studies.com/implications-of-september-11-
ight-transponder-activity

Morabito, Patrick N. et al. (2011, November-December): Impact of Personal Communication
Networks on Emergency Evacuation Times. Journal of Emergency Management, 9(6), 75-80.
DOI: https://doi.org/10.5055/jem.2011.0081

Myers, Natalie etal. (2016, August): People, Infrastructure, and Conflict: Analyzing the Dynamics
of Infrastructure Disruption and Community Response. Small Wars Journal. URL: https://
archive.smallwarsjournal.com/jrnl/art/people-infrastructure-and-conflict-analyzing-the-
dynamics-of-infrastructure-disruption-and-

Myers, Nathan (2020, May): Coordination, Communication, and Clade X: Challenges and Lessons
Learned from Health Emergency Exercise After-Action Reports and How They Can Help Guide
Future Efforts to Improve Information Sharing. Journal of Homeland Security and Emergency

Perspectives on Terrorism 146


https://doi.org/10.1089/hs.2019.0076
https://doi.org/10.1089/hs.2019.0076
https://doi.org/10.1089/hs.2023.0106
https://doi.org/10.1089/hs.2023.0106
https://doi.org/10.4018/ijcwt.2013100104
https://doi.org/10.4018/ijcwt.2013100104
http://docs.wixstatic.com/ugd/7cfaab_dbd9c13d3c3d42049cf078a3e876b28a.pdf
http://docs.wixstatic.com/ugd/7cfaab_dbd9c13d3c3d42049cf078a3e876b28a.pdf
https://doi.org/10.1089/hs.2018.0118
https://doi.org/10.1515/jhsem-2018-0021
https://doi.org/10.1080/19361610.2018.1422359
https://doi.org/10.1007/s12198-023-00257-1
https://doi.org/10.1057/s41284-021-00300-7
https://doi.org/10.4018/IJCWT.2015070101
https://doi.org/10.4018/IJCWT.2015070101
https://www.hsaj.org/articles/23189
https://doi.org/10.1007/s12198-019-00205-y
https://doi.org/10.1057/sj.2011.20
https://doi.org/10.1057/sj.2011.20
http://www.journalof911studies.com/implications-of-september-11-flight-transponder-activity
http://www.journalof911studies.com/implications-of-september-11-flight-transponder-activity
https://doi.org/10.5055/jem.2011.0081
https://archive.smallwarsjournal.com/jrnl/art/people-infrastructure-and-conflict-analyzing-the-dynamics-of-infrastructure-disruption-and-
https://archive.smallwarsjournal.com/jrnl/art/people-infrastructure-and-conflict-analyzing-the-dynamics-of-infrastructure-disruption-and-
https://archive.smallwarsjournal.com/jrnl/art/people-infrastructure-and-conflict-analyzing-the-dynamics-of-infrastructure-disruption-and-

Vol. XIX, Issue 1 - March 2025

Management, 17(2), Article 20180048. DOI: https://doi.org/10.1515/jhsem-2018-0048

Narloch, Andrew (2019, July): COIN Primer - The MANPADS Republic: An Effective Means to
Establish Regional Sovereignty. Small Wars Journal. URL: https://archive.smallwarsjournal.
com/index.php/jrnl/art/coin-primer-manpads-republic-effective-means-establish-
regional-sovereignty

Niglia, Alessandro; Torretta, Letizia (2017): Preventing Terroristic Attacks Against Cultural
Heritage as Part of a Critical Infrastructure Protection Strategy. In: Alessandro Niglia; Amer
Al Sabaileh; Amani (Amneh) Hammad (Eds.): Countering Terrorism, Preventing Radicalization
and Protecting Cultural Heritage: The Role of Human Factors and Technology. (NATO Science
for Peace and Security Series - E: Human and Societal Dynamics, Vol. 133). Amsterdam: 10S
Press, 1-16.

Ngkleberg, Martin (2022, April): Expecting the Exceptional in the Everyday: Policing
Global Transportation Hubs. Security Dialogue, 53(2), 164-181. DOI: https://doi.
org/10.1177/09670106211007066

Norri-Sederholm, Teija; Huhtinen, Aki-Mauri; Paakkonen, Heikki (2018): Ensuring Public Safety
Organisations’ Information Flow and Situation Picture in Hybrid Environments. International
Journal of Cyber Warfare and Terrorism, 8(1), 12-24. DOI: https://doi.org/10.4018/
[JCWT.2018010102

Olmati, Pierluigi et al. (2015, October): Blast Resistant Design of Precast Reinforced Concrete
Walls for Strategic Infrastructures Under Uncertainty. International Journal of Critical
Infrastructures, 11(3), 197-212. DOI: https://doi.org/10.1504/1JCIS.2015.072151

Pala, Ali; Zhuang, Jun (2018, March): Security Screening Queues with Impatient Applicants: A
New Model with a Case Study. European Journal of Operational Research, 265(3), 919-930.
DOI: https://doi.org/10.1016/j.ejor.2017.08.038

Parrott, Michael W. (2024, April): Weaponizing Food Insecurity: The Violent Extremist Threat
to Precision Agriculture in the United States. In: Susan Sim; Eric Hartunian; Paul ]. Milas
(Eds.): Emerging Technologies and Terrorism: An American Perspective. Carlisle: US Army War
College Press, 35-51. URL: https://press.armywarcollege.edu/monographs/967

Pastorello, Mauro (2015): How Cyberspace is Used by Terrorist Organization: Possible Threats
to Critical Infrastructures? The Most Recent Activities of Cyber Counterterrorism. Sicurezza,
Terrorismo e Societa, 2, 117-134. URL: http://www.sicurezzaterrorismosocieta.it/wp-
content/uploads/2015/12 /Pastorello_SicTerSoc_book-8.pdf

Patil, Sunil et al. (2014): Trade-off Across Privacy, Security and Surveillance in the Case of
Metro Travel in Europe. Transportation Research Procedia, 1(1), 121-132. DOI: https://doi.
org/10.1016/j.trpro.2014.07.013

Pearce, Julia M. et al. (2013): Communicating with the Public Following Radiological Terrorism:
Results from a Series of Focus Groups and National Surveys in Britain and Germany. Prehospital
and Disaster Medicine, 28(2), 110-119. DOI: https://dot.org/10.1017/S1049023X12001756

Perry, Gali; Hasisi, Badi (2020): Closing the Gap: Promoting Suspect Communities’ Cooperation
with Airport Security. Terrorism and Political Violence, 32(6), 1141-1160. DOI: https://doi.or
g/10.1080/09546553.2018.1442331

Peter, Cyril (2016): Cruising with Terrorists: Qualitative Study of Consumer Perspectives.
International Journal of Safety and Security in Tourism/Hospitality, 14. URL: https://www.
palermo.edu/Archivos_content/2016/Economicas/journal-tourism/edicion14/01_
CruisingWithTerrorists.pdf

Petersen, Laura et al. (2023, December): Applicability of PROACTIVE Recommendations on
CBRNe Risks and Threats to Passenger Rail and Metro Sectors. Journal of Transportation
Security, 16(1), Article 4. DOI: https://doi.org/10.1007/s12198-023-00263-3

Phayal, Anup et al. (2024, June): Attrition and Provocation: Subnational Variation in Terrorist
Targeting. Perspectives on Terrorism, 18(2), 57-81. URL: https://pt.icct.nl/sites/default/
files/2024-06/Research%?20article_Zhang.pdf

Pik, Eugene (2024, December): Airport Security: The Impact of Al on Safety, Efficiency, and the
Passenger Experience. Journal of Transportation Security, 17(1), Article 9. DOI: https://doi.
org/10.1007/s12198-024-00276-6

Pousette, Anders etal. (2021, June): AERODROM Security Climate: Development and Validation
of the Aerodrome Security Climate Questionnaire (ADSECQ). Journal of Transportation
Security, 14(1-2), 19-39. DOI: https://doi.org/10.1007 /s12198-020-00217-z

Perspectives on Terrorism 147


https://doi.org/10.1515/jhsem-2018-0048
https://archive.smallwarsjournal.com/index.php/jrnl/art/coin-primer-manpads-republic-effective-means-establish-regional-sovereignty
https://archive.smallwarsjournal.com/index.php/jrnl/art/coin-primer-manpads-republic-effective-means-establish-regional-sovereignty
https://archive.smallwarsjournal.com/index.php/jrnl/art/coin-primer-manpads-republic-effective-means-establish-regional-sovereignty
https://doi.org/10.1177/09670106211007066
https://doi.org/10.1177/09670106211007066
https://doi.org/10.4018/IJCWT.2018010102
https://doi.org/10.4018/IJCWT.2018010102
https://doi.org/10.1504/IJCIS.2015.072151
https://doi.org/10.1016/j.ejor.2017.08.038
https://press.armywarcollege.edu/monographs/967
http://www.sicurezzaterrorismosocieta.it/wp-content/uploads/2015/12/Pastorello_SicTerSoc_book-8.pdf
http://www.sicurezzaterrorismosocieta.it/wp-content/uploads/2015/12/Pastorello_SicTerSoc_book-8.pdf
https://doi.org/10.1016/j.trpro.2014.07.013
https://doi.org/10.1016/j.trpro.2014.07.013
https://doi.org/10.1017/S1049023X12001756
https://doi.org/10.1080/09546553.2018.1442331
https://doi.org/10.1080/09546553.2018.1442331
https://www.palermo.edu/Archivos_content/2016/Economicas/journal-tourism/edicion14/01_CruisingWithTerrorists.pdf
https://www.palermo.edu/Archivos_content/2016/Economicas/journal-tourism/edicion14/01_CruisingWithTerrorists.pdf
https://www.palermo.edu/Archivos_content/2016/Economicas/journal-tourism/edicion14/01_CruisingWithTerrorists.pdf
https://doi.org/10.1007/s12198-023-00263-3
https://pt.icct.nl/sites/default/files/2024-06/Research%20article_Zhang.pdf
https://pt.icct.nl/sites/default/files/2024-06/Research%20article_Zhang.pdf
https://doi.org/10.1007/s12198-024-00276-6
https://doi.org/10.1007/s12198-024-00276-6
https://doi.org/10.1007/s12198-020-00217-z

Tinnes

Pretorius, Barend; van Niekerk, Brett (2016): Cyber-Security for ICS/SCADA: A South African
Perspective. International Journal of Cyber Warfare and Terrorism, 6(3), 1-16. DOI: https://
doi.org/10.4018/1JCWT.2016070101

Prunckun, Henry; Whitford, Troy (2019): Protection of Critical Infrastructure. In: Terrorism
and Counterterrorism: A Comprehensive Introduction to Actors and Actions. Boulder: Lynne
Rienner, 191-210.

Quashie, Emanuel Patrick (2023, September): The War on Terror and the Caribbean. Perspectives
on Terrorism, 17(3), 70-82. URL: https://pticct.nl/sites/default/files/2023-09/PT%Z20
-%20V01%20XVI1%Z2C%20Issue%?20111%20-%20Quashie.pdf

Radomyski, Adam; Bernat, Pawet (2018): Contemporary Determinants of Organising Effective
Protection of Civil Aviation Against Terrorism. Transportation Research Procedia, 35, 259-
270.DOI: https://doi.org/10.1016/j.trpro.2018.12.021

Richman, Ety (2015): The Need for Integrated Municipal Planning for Rail Security the Jerusalem
Light Rail Project. In: Aaron Richman; Yair Sharan (Eds.): Lone Actors - An Emerging Security
Threat. (NATO Science for Peace and Security Series - E: Human and Societal Dynamics, Vol.
123). Amsterdam: 10S Press, 221-232.

Riedman, David (2016, May): Questioning the Criticality of Critical Infrastructure: A Case Study
Analysis. Homeland Security Affairs, 12, Essay 3. DOI: https://www.hsaj.org/articles/10578

Riedman, David (2017, June): The Cold War on Terrorism: Reevaluating Critical Infrastructure
Facilities as Targets for Terrorist Attacks. Homeland Security Affairs, 13, Article 3. URL:
https://www.hsaj.org/articles/13976

Riley, K. Jack (2011): Flight of Fancy? Air Passenger Security Since 9/11. In: Brian Michael
Jenkins; John P. Godges (Eds.) (2011): The Long Shadow of 9/11: America’s Response to
Terrorism. [e-Book]. (RAND Monographs, MG-1107-RC). Santa Monica: RAND Corporation,
147-160. DOI: https://doi.org/10.7249/MG1107

Rios, Jeronimo; Gonzalez, Julio C.; Garcia de las Heras, Mariano (2023): Environment and Armed
Conflict in Colombia: Terrorist Attacks Against Water Resources and Oil Infrastructure in
Norte de Santander (2010-2020). Small Wars & Insurgencies, 34(8), 1429-1457.DOI: https://
doi.org/10.1080/09592318.2021.1978750

Rooijakkers, Maria; Sadiq, Abdul-Akeem (2015, April): Critical Infrastructure, Terrorism, and the
Chemical Facility Anti-Terrorism Standards: The Need for Collaboration. International Journal
of Critical Infrastructures, 11(2), 167-182. DOI: https://doi.org/10.1504 /1]CIS.2015.068615

Rosbough, Christopher P. (2012): Property Crime at the Atlanta International Airport: An
Examination of the Rational Choice Theory and the 9/11 Intervention. Journal of Applied
Security Research, 7(3), 354-374. DOI: https://doi.org/10.1080/19361610.2012.686097

Rose, Adam Z.; Avetisyan, Misak; Chatterjee, Samrat (2014, August): A Framework for Analyzini
the Economic Tradeoffs Between Urban Commerce and Security Against Terrorism. Ris
Analysis, 34(8), 1554-1579. DOI: https://doi.org/10.1111 /risa.12187

Rosoff, Heather et al. (2012, September): Structuring Uncertainty and Conflicting Objectives
for Life or Death Decisions Following an Urban Biological Catastrophe. IDRiM Journal, 2(1),
49-69. DOI: https://doi.org/10.5595/idrim.2012.0035

Rosson, Jack et al. (2019, May): Incentivizing Cyber Security Investment in the Power Sector
Using an Extended Cyber Insurance Framework. Homeland Security Affairs, 15, Article 2.
URL: https://www.hsaj.org/articles /15082

Rudner, Martin (2013): Cyber-Threats to Critical National Infrastructure: An Intelligence
Challenge. International Journal of Intelligence and CounterlIntelligence, 26(3), 453-481. DOLI:
https://doi.org/10.1080/08850607.2013.780552

Russell, Jill S.; de Orellana, Pablo (2020): Public Communications Leadership: #CrisisComms
and the Manchester Arena Attack. The RUSI Journal, 165(5-6), 22-35. DOI: https://doi.org/1
0.1080/03071847.2020.1845099

Salehian, Ali; Sheikholeslami, Mohammad Hasan (2022): The Impact of the Aviation Industry on
International Security Threats, Case Study of Health Threats (2002-2020). Journal of Applied
Security Research, 17(4), 477-496. DOI: https://doi.org/10.1080/19361610.2021.1896280

Sarhadi, Hassan; Tulett, David M.; Verma, Manish (2017, March): An Analytical Approach to the
Protection Planning of a Rail Intermodal Terminal Network. European Journal of Operational
Research, 257(2), 511-525. DOI: https://doi.org/10.1016/j.ejor.2016.07.036

Perspectives on Terrorism 148


https://doi.org/10.4018/IJCWT.2016070101
https://doi.org/10.4018/IJCWT.2016070101
https://doi.org/10.4018/IJCWT.2016070101
https://doi.org/10.4018/IJCWT.2016070101
https://pt.icct.nl/sites/default/files/2023-09/PT%20-%20Vol%20XVII%2C%20Issue%20III%20-%20Quashie.pdf
https://pt.icct.nl/sites/default/files/2023-09/PT%20-%20Vol%20XVII%2C%20Issue%20III%20-%20Quashie.pdf
https://doi.org/10.1016/j.trpro.2018.12.021
https://www.hsaj.org/articles/10578
https://www.hsaj.org/articles/13976
https://doi.org/10.7249/MG1107
https://doi.org/10.1080/09592318.2021.1978750
https://doi.org/10.1080/09592318.2021.1978750
https://doi.org/10.1504/IJCIS.2015.068615
https://doi.org/10.1080/19361610.2012.686097
https://doi.org/10.1111/risa.12187
https://doi.org/10.5595/idrim.2012.0035
https://www.hsaj.org/articles/15082
https://doi.org/10.1080/08850607.2013.780552
https://doi.org/10.1080/03071847.2020.1845099
https://doi.org/10.1080/03071847.2020.1845099
https://doi.org/10.1080/19361610.2021.1896280
https://doi.org/10.1016/j.ejor.2016.07.036

Vol. XIX, Issue 1 - March 2025

Satish, Ajay Sudharshan; Mangal, Akul; Churi, Prathamesh (2023, December): A Systematic
Review of Passenger Profiling in Airport Security System: Taking a Potential Case Study of
CAPPS 11. Journal of Transportation Security, 16(1), Article 8. DOI: https://doi.org/10.1007/
s12198-023-00260-6

Schlegelmilch, Jeffrey et al. (2017, Spring): Acts of Terrorism and Mass Violence Targeting
Schools: Analysis and Implications for Preparedness in the USA. Journal of Business Continuity
& Emergency Planning, 10(3), 280-289. DOI: https://doi.org/10.7916/D84X5DH5

Schouten, Peer (2014): Security as Controversy: Reassembling Security at Amsterdam Airport.
Security Dialogue, 45(1), 23-42. DOI: https:}}doi.org/lo.l177/0967010613515014

Seasonwein, Robert (2016, Spring): The Challenge of Passenger Rail Security. Journal of
Counterterrorism and Homeland Security International, 22(1), 12-13. URL: https://issuu.
com/fusteros/docs/iacsp_magazine_v22_n1_issuu

Seeger, Matthew W. et al. (2018, May-June): A Conceptual Model for Evaluating Emergency
Risk Communication in Public Health. Health Security, 16(3), 193-203. DOI: https://dol.
org/10.1089/hs.2018.0020

Senthil, K.; Sethi, Muskaan; Pelecanos, Loizos (2023, June): Techniques to Safeguard
the Underground Tunnels Against Surface Blast Load. International Journal of Critical
Infrastructures, 19(4), 301-322. DOI: https://doi.org/10.1504/1JCIS.2023.132212

Shi, Jia etal. (2017, April): Assessing Risk Communication in Social Media for Crisis Prevention:
A Social Network Analysis of Microblog. Journal of Homeland Security and Emergency
Management, 14(1), Article 20160058. DOI: https://doi.org/10.1515/jhsem-2016-0058

Siao, Daniel H. (2017, April): The Aviation Insider Threat: An Assessment of Vulnerabilities
and Countermeasures. Harvard National Security Journal, Online Edition. URL: https://
harvardnsj.org/2017 /04 /24 /the-aviation-insider-threat-an-assessment-of-vulnerabilities-
and-countermeasures

Sinai,Joshua (2012, Fall):New Trendsin Airportand Aviation Security. Journal of Counterterrorism
and Homeland Security International, 18(3), 18-27. URL: https://issuu.com/fusteros/docs/
iacsp_magazine_v18n3

Sinai, Joshua (2017, Winter): Active Threats Against the Aviation Sector: Terrorism, Active
Shooters, Workplace Violence, and “Insiders”. Journal of Counterterrorism and Homeland
Security International, 22(4), 32-37. URL: https://issuu.com/fusteros/docs/iacsp_magazine_
v22n4_issuu

Sjoberg, Laura (2015, April): (S)he Shall Not Be Moved: Gender, Bodies and Travel Rights in the
Post-9/11 Era. Security Journal, 28(2), 198-215. DOI: https://doi.org/10.1057 /sj.2015.4

Smith, Patrick K. et al. (2014, March): Network-Based Risk Assessment of the US Crude Pipeline
Infrastructure. International Journal of Critical Infrastructures, 10(1), 67-80. DOI: https://
doi.org/10.1504/1JCIS.2014.059550

Song, Cen; Zhuang, Jun (2017, September): N-Stage Security Screening Strategies in the Face of
Strategic Applicants. Reliability Engineering & System Safety, 165, 292-301. DOI: https://doi.
org/10.1016/j.ress.2017.04.019

Spyridopoulos, Theodorosetal.(2017): Critical Infrastructure Cyber-Security Risk Management.
In: Maura Conway et al. (Eds.): Terrorists’ Use of the Internet. (NATO Science for Peace and
Security Series - E: Human and Societal Dynamics, Vol. 136). Amsterdam: 10S Press, 59-76.
DOI: https://doi.org/10.3233/978-1-61499-765-8-59

Stern, Eric K. (2017, June): Unpacking and Exploring the Relationship Between Crisis
Management and Social Media in the Era of “Smart Devices”. Homeland Security Affairs, 13,
Article 4. DOI: https://www.hsaj.org/articles /13986

Stewart, Mark G.; Mueller, John (2013, May): Terrorism Risks and Cost-Benefit Analysis of
Aviation Security. Risk Analysis, 33(5), 893-908. DOI: https://doi.org/10.1111/j.1539-
6924.2012.01905.x URL: https://politicalscience.osu.edu/faculty /jmueller/FAMSraFIN.pdf

Stewart, Mark G.; Mueller, John (2014): A Risk and Cost-Benefit Analysis of Police Counter-
Terrorism Operations at Australian Airports. Journal of Policing, Intelligence and Counter
Terrorism, 9(2), 98-116. DOI: https://doi.org/10.1080/18335330.2014.940816 URL:
https://politicalscience.osu.edu/faculty /jmueller /JPICT_AFP%202014fin.pdf

Perspectives on Terrorism 149


https://doi.org/10.1007/s12198-023-00260-6
https://doi.org/10.1007/s12198-023-00260-6
https://doi.org/10.7916/D84X5DH5
https://doi.org/10.1177/0967010613515014
https://issuu.com/fusteros/docs/iacsp_magazine_v22_n1_issuu
https://issuu.com/fusteros/docs/iacsp_magazine_v22_n1_issuu
https://doi.org/10.1089/hs.2018.0020
https://doi.org/10.1089/hs.2018.0020
https://doi.org/10.1504/IJCIS.2023.132212
https://doi.org/10.1515/jhsem-2016-0058
https://harvardnsj.org/2017/04/24/the-aviation-insider-threat-an-assessment-of-vulnerabilities-and-countermeasures
https://harvardnsj.org/2017/04/24/the-aviation-insider-threat-an-assessment-of-vulnerabilities-and-countermeasures
https://harvardnsj.org/2017/04/24/the-aviation-insider-threat-an-assessment-of-vulnerabilities-and-countermeasures
https://issuu.com/fusteros/docs/iacsp_magazine_v18n3
https://issuu.com/fusteros/docs/iacsp_magazine_v18n3
https://issuu.com/fusteros/docs/iacsp_magazine_v22n4_issuu
https://issuu.com/fusteros/docs/iacsp_magazine_v22n4_issuu
https://doi.org/10.1057/sj.2015.4
https://doi.org/10.1504/IJCIS.2014.059550
https://doi.org/10.1504/IJCIS.2014.059550
https://doi.org/10.1016/j.ress.2017.04.019
https://doi.org/10.1016/j.ress.2017.04.019
https://doi.org/10.3233/978-1-61499-765-8-59
https://www.hsaj.org/articles/13986
https://doi.org/10.1111/j.1539-6924.2012.01905.x
https://doi.org/10.1111/j.1539-6924.2012.01905.x
https://politicalscience.osu.edu/faculty/jmueller/FAMSraFIN.pdf
https://doi.org/10.1080/18335330.2014.940816
https://politicalscience.osu.edu/faculty/jmueller/JPICT_AFP%202014fin.pdf

Tinnes

Stewart, Mark G.; Mueller, John (2014, March): Cost-Benefit Analysis of Airport Security:
Are Airports too Safe? Journal of Air Transport Management, 35, 19-28. DOI: https://doi.
org/10.1016/j.jairtraman.2013.11.003 URL: https://www.cato.org/sites/cato.org/files/
articles/stewart-mueller-joatm.pdf

Stewart, Mark G.; Mueller, John (2017, June): Risk and Economic Assessment of Expedited
Passenger Screening and TSA PreCheck. Journal of Transportation Security, 10(1-2), 1-22.
DOI: https://doi.org/10.1007/s12198-016-0175-0 URL: https://politicalscience.osu.edu/
faculty/jmueller/jtsfin.pdf

Stoichev, Kiril (2014): Security Levels of Critical Infrastructure. Journal of Applied Security
Research, 9(3), 328-337. DOI: https://doi.org/10.1080/19361610.2014.913233

Stoichev, Kiril (2015): Selection of an Alternative Method for Establishing Security Levels.
Journal of Applied Security Research, 10(1), 48-59. DOI: https://doi.org/10.1080/1936161
0.2015.972269

Stone, Kahler W. et al. (2018, December): Evaluating the Effectiveness of a Full-Scale Exercise
of Epidemiologic Capacity for Bioterrorism Response. Journal of Homeland Security
and Emergency Management, 15(4), Article 20170061. DOI: https://doi.org/10.1515/
jhsem-2017-0061

Strandberg, Veronica (2013, September): Rail Bound Traffic—A Prime Target for Contemporary
Terrorist Attacks? Journal of Transportation Security, 6(3), 271-286. DOI: https://doi.
org/10.1007/s12198-013-0116-0

Strandh, Veronica (2017, December): Exploring Vulnerabilities in Preparedness - Rail Bound
Traffic and Terrorist Attacks. Journal of Transportation Security, 10(3-4), 45-62. DOI: https://
doi.org/10.1007/s12198-017-0178-5

Straub, Frank; Zeunik, Jennifer; Gorban, Ben (2017, May): Lessons Learned from the Police
Response to the San Bernardino and Orlando Terrorist Attacks. CTC Sentinel, 10(5), 1-7. URL:
https://ctc.westpoint.edu/wp-content/uploads/2017/05/CTC-Sentinel_Vol10Iss515.pdf

Suda, Yuko (2013, July): Transatlantic Politics of Data Transfer: Extraterritoriality, Counter-
Extraterritoriality and Counter-Terrorism. JCMS: Journal of Common Market Studies, 51(4),
772-788.DOI: https://doi.org/10.1111/jcms. 12017

Swain, Steve (2015): Securing the Transport System. In: Genevieve Lennon; Clive Walker (Eds.):
Routledge Handbook of Law and Terrorism. (Routledge Handbooks). Abingdon: Routledge,
349-364.

Szyliowicz, ]os%ph S. (2013): Trans]p()ortation Technology and Its Effect on the S?eed, Distance
and Magnitude of Terrorist Attacks. In: U. Feyyaz Aydogdu (Ed.): Technological Dimensions of
Defence Against Terrorism. (NATO Science for Peace and Security Series - E: Human and Societal
Dynamics, Vol. 115). Amsterdam: 10S Press, 70-80. DOI: https://doi.org/10.3233/978-1-
61499-317-9-70

Szymankiewicz, Lukasz (2022): Evolution of Aviation Terrorism - El Al Israeli Airlines, Case
Study. Journal of Strategic Security, 15(1), 106-125. DOI: https://doi.org/10.5038/1944-
0472.15.1.1945

Tabansky, L. (2013): Critical Infrastructure Protection: Evolution of Israeli Policy. International
Journal of Cyber Warfare and Terrorism, 3(3), 80-87. DOI: https://doiorg/10.4018/
ijcwt.2013070106

Tallis, Joshua; Bauer, Ryan; Frey, Lauren (2017, October): ISIL's Battlefield Tactics and the
Implications for Homeland Security and Preparedness. Journal of Terrorism Research, 8(3),
24-42.DOLI: https://doi.org/10.15664 /jtr.1391

Tan, Jethro; Wang, Yingmin; Gomes, Danielle (2016): Building National Resilience in the Digital
Era of Violent Extremism: Systems and People. In: Majeed Khader et al. (Eds.): Combating
Violent Extremism and Radicalization in the Digital Era. Hershey: 1GI Global, 307-327.

Taquechel, Eric (2013, September): Options and Challenges of a Resilience-Based, Network-
Focused Port Security Grant Program. Journal of Homeland Security and Emergency
Management, 10(2), 521-554. DOI: https://doi.org/10.1515/jhsem-2013-0018

Taquechel, Eric F,; Lewis, Ted G. (2016, September): More Options for Quantifying Deterrence
and Reducing Critical Infrastructure Risk: Cognitive Biases. Homeland Security Affairs, 12,
Article 3. URL: https://www.hsaj.org/articles/12007

Taquechel, Eric F; Lewis, Ted G. (2017, October): A Right-Brained Approach to Critical

Perspectives on Terrorism 150


https://doi.org/10.1016/j.jairtraman.2013.11.003
https://doi.org/10.1016/j.jairtraman.2013.11.003
https://www.cato.org/sites/cato.org/files/articles/stewart-mueller-joatm.pdf
https://www.cato.org/sites/cato.org/files/articles/stewart-mueller-joatm.pdf
https://doi.org/10.1007/s12198-016-0175-0
https://politicalscience.osu.edu/faculty/jmueller/jtsfin.pdf
https://politicalscience.osu.edu/faculty/jmueller/jtsfin.pdf
https://doi.org/10.1080/19361610.2014.913233
https://doi.org/10.1080/19361610.2015.972269
https://doi.org/10.1080/19361610.2015.972269
https://doi.org/10.1515/jhsem-2017-0061
https://doi.org/10.1515/jhsem-2017-0061
https://doi.org/10.1007/s12198-013-0116-0
https://doi.org/10.1007/s12198-013-0116-0
https://doi.org/10.1007/s12198-017-0178-5
https://doi.org/10.1007/s12198-017-0178-5
https://ctc.westpoint.edu/wp-content/uploads/2017/05/CTC-Sentinel_Vol10Iss515.pdf
https://doi.org/10.1111/jcms.12017
https://doi.org/10.3233/978-1-61499-317-9-70
https://doi.org/10.3233/978-1-61499-317-9-70
https://doi.org/10.5038/1944-0472.15.1.1945
https://doi.org/10.5038/1944-0472.15.1.1945
https://doi.org/10.4018/ijcwt.2013070106
https://doi.org/10.4018/ijcwt.2013070106
https://doi.org/10.15664/jtr.1391
https://doi.org/10.1515/jhsem-2013-0018
https://www.hsaj.org/articles/12007

Vol. XIX, Issue 1 - March 2025

Infrastructure Protection Theory in Support of Strategy and Education: Deterrence, Networks,
Resilience, and “Antifragility”. Homeland Security A%irs, 13, Article 8. URL: https://www.
hsaj.org/articles/14087

Taquechel, Eric F; Saitgalina, Marina (2018, December): Risk-Based Performance Metrics
or Critical Infrastructure Protection? A Framework for Research and Analysis. Homeland
Security Affairs, 14, Article 8. URL: https://www.hsaj.org/articles /14699

TariVerdi, Mersedeh; Miller-Hooks, Elise; Kirsch, Thomas (2018, December): Strategies for
Improved Hospital Response to Mass Casualty Incidents. Disaster Medicine and Public Health
Preparedness, 12(6), 778-790. DOI: https://doi.org/10.1017 /dmp.2018.4

Taylor, Robert W.; Swanson, Charles R. (2019): Emergency Management. In: Terrorism,
Intelligence, and Homeland Security. (2nd ed.). New York: Pearson Education, 355-386.

Tennant, Denise L.; Nolan, Louis; House, Deanna (2024, Summer): Cyber Red Lines: Government
Responses to Cyberattacks on Critical Infrastructure. Zther: A Journal of Strategic Airpower &
Spacepower, 3(2),59-71. URL: https://www.airuniversity.af.edu/Portals /10 /AEtherJournal/
Journals/Volume-3_Number-2 /Aether_Volume_3_Number_2.pdf

Thornton, Richard C. (2013): The Hijacking of TWA-847: A Strategic Analysis. In: Jussi M.
Hanhimaki; Bernhard Blumenau Eds.%: An International History of Terrorism: Western and
Non-Western Experiences. (Political Violence). Abingdon: Routledge, 133-148.

Tichy, Lukas (2019, June): Energy Infrastructure as a Target of Terrorist Attacks from the
[slamic State in Iraq and Syria. International Journal of Critical Infrastructure Protection, 25,
1-13. DOI: https://doi.org/10.1016/j.ijcip.2019.01.003

Tichy, Lukas; Eichler, Jan (2018): Terrorist Attacks on the Energy Sector: The Case of Al Qaeda
and the Islamic State. Studies in Conflict & Terrorism, 41(6), 450-473. DOI: https://doi.org/1
0.1080/1057610X.2017.1323469

Tripathi, Kartikeya; Borrion, Hervé (2016, February): Safe, Secure or Punctual? A Simulator
Study of Train Driver Response to Reports of Explosives on a Metro Train. Security Journal,
29(1), 87-105. DOI: https://doi.org/10.1057 /sj.2015.46

Turner, James Austin etal. (2020, July-August): Willingness to Respond to Radiological Disasters
Among First Responders in St. Louis, Missouri. Health Security, 18(4), 318-328. DOI: https://
doi.org/10.1089/hs.2019.0160

Turner, James Austin et al. (2020, September): First Responders’ and Librarians’ Intention
to Use Web-Based Resources for Ress)onse Information During Biological, Chemical, and
Radiological Terrorism Events. Journal of Homeland Security and Emergency Management,
17(3), Article 20190030. DOI: https://doi.org/10.1515/jhsem-2019-0030

Turtz, Michael (2024, December): Comparative Policy Analysis in Airport Security Through the
Lenses of the Multiple-Streams Framework. Journal of Transportation Security, 17(1), Article
15. DOI: https://doi.org/10.1007 /s12198-024-00284-6

Tziarras, Zenonas (2017): Islamic Caliphate: A Quasi-State, a Global Security Threat. Journal of
Applied Security Resedrch, 12(1), 96-116. DOI: https://doi.org/10.1080/19361610.2017.12
28038

Unluy, Ali etal. (2012): The Impact of 9/11 on Information Policy in the United States: A Current
Perspective on Homeland Security and Emergency Management. Journal of Applied Security
Research, 7(3), 320-340. DOI: https://doi.org/10.1080/19361610.2012.686095

Valkenburg, Govert; van der Ploeg, Irma (2015, August): Materialities Between Security and
Privacy: A Constructivist Account of Airport Security Scanners. Security Dialogue, 46(4), 326-
344. DOI: https://doi.org/10.1177/0967010615577855

vanderWal, C.Natalie etal. EZOZ 1,April): Evacuation Behaviorsand Emergency Communications:
An Analysis of Real-World Incident Videos. Safety Science, 136, Article 105121. DOI: https://
doi.org/10.1016/j.ssci.2020.105121

Varouhakis, Myron; Stewart, Mark (2015, Winter): ISAF’s Afghan Truck Drivers: The Overlooked
Counterinsurgency Population. Journal of Strategic Security, 8(4), 92-113. DOI: https://doi.
org/10.5038/1944-0472.8.4.1457

Veilleux, Jennifer; Dinar, Shlomi (2021): A Global Analysis of Water-Related Terrorism, 1970-
2016. Terrorism and Political Violence, 33(6), 1191-1216. DOI: https://doi.org/10.1080/09
546553.2019.1599863

Verner, Duane; Petit, Frederic; Kim, Kibaek (2017, October): Incorporating Prioritization in

Perspectives on Terrorism 151


https://www.hsaj.org/articles/14087
https://www.hsaj.org/articles/14087
https://www.hsaj.org/articles/14699
https://doi.org/10.1017/dmp.2018.4
https://www.airuniversity.af.edu/Portals/10/AEtherJournal/Journals/Volume-3_Number-2/Aether_Volume_3_Number_2.pdf
https://www.airuniversity.af.edu/Portals/10/AEtherJournal/Journals/Volume-3_Number-2/Aether_Volume_3_Number_2.pdf
https://doi.org/10.1016/j.ijcip.2019.01.003
https://doi.org/10.1080/1057610X.2017.1323469
https://doi.org/10.1080/1057610X.2017.1323469
https://doi.org/10.1057/sj.2015.46
https://doi.org/10.1089/hs.2019.0160
https://doi.org/10.1089/hs.2019.0160
https://doi.org/10.1515/jhsem-2019-0030
https://doi.org/10.1007/s12198-024-00284-6
https://doi.org/10.1080/19361610.2017.1228038
https://doi.org/10.1080/19361610.2017.1228038
https://doi.org/10.1080/19361610.2012.686095
https://doi.org/10.1177/0967010615577855
https://doi.org/10.1016/j.ssci.2020.105121
https://doi.org/10.1016/j.ssci.2020.105121
https://doi.org/10.5038/1944-0472.8.4.1457
https://doi.org/10.5038/1944-0472.8.4.1457
https://doi.org/10.1080/09546553.2019.1599863
https://doi.org/10.1080/09546553.2019.1599863

Tinnes

Critical Infrastructure Security and Resilience Programs. Homeland Security Affairs, 13,
Article 7. URL: https://www.hsaj.org/articles /14091

Vivek, Skanda; Harry, Charles (2022): Evaluating the Strategic Consequences of Cyber Targeting
Strategies on Road Transport Networks: A Case Study of Washington DC. International Journal
of Cyber Warfare and Terrorism, 12(1). DOI: https://doi.org/10.4018/IJCWT.314942

Vollmer, Maike et al. (2024, May): Standardization Gaps in European Disaster Management.
Journal of Homeland Security and Emergency Management, 21(2), 209-242. DOI: https://doi.
org/10.1515/jhsem-2021-0047

Vukadinovic, Danijela; Ruiz Osés, Miguel; Anderson, David (2023, December): Automated
Detection of Inorganic Powders in X-Ray Images of Airport Luggage. Journal of Transportation
Security, 16(1), Article 3. DOI: https://doi.org/10.1007 /s12198-023-00261-5

Wahyudi, Rizki; Priyanto, Sapto (2022, May): Prevention of Terrorism Attacks Through
Environmental Design in Indonesia Airport. Journal of Terrorism Studies, 4(1), Article 3. URL:
https://scholarhub.ui.ac.id/jts/vol4 /iss1/3

Wang, Bairong; Zhuang, Jun %2018, September): Rumor Response, Debunking Response, and
Decision Makings of Misinformed Twitter Users During Disasters. Natural Hazards, 93(3),
1145-1162. DOI: https://doi.org/10.1007/s11069-018-3344-6

Wang, Chen; Bier, Vicki M. (2012, April): Optimal Defensive Allocations in the Face of Uncertain
Terrorist Preferences, with an Emphasis on Transportation. Homeland Security Affairs, Suppl.
4, Article 4. URL: https://www.hsaj.org/articles/210

Wardin, Katarzyna (2020, December): Security of Passenger Transport in the Baltic Sea in the
Context of Foreign Terrorist Fighters. Journal of Transportation Security, 13(3-4), 215-229.
DOI: https://doi.org/10.1007/s12198-020-00213-3

Watkins, Daniel M. et al. (2015, September): Identifying Security Checkﬁ)oint Locations to
Protect the Major U.S. Urban Areas. Homeland Security Affairs, 11, Article 8. URL: https://
www.hsaj.org/articles/6311

Weiss, Jim; Davis, Mickey (2012, Spring): The Boeing 727 Anti Terrorism Training Facility.
Journal of Counterterrorism and Homeland Security International, 18(1), 30-34. URL: https://
issuu.com/fusteros/docs/iacsp_magazine_v18n1l

Wendling, Cécile (2012): The Development of European Union Emergency and Crisis
Management Structures. In: Christian Kaunert; Sarah Léonard; Patryk Pawlak (Eds.):
European Homeland Security: A European Strategy in the Making? (Contemporary Security
Studies). Abingdon: Routledge, 111-125.

West, Laura B. (2021, June): Building Cyber Walls: Executive Emergency Powers in
Cyberspace. Journal of National Security Law and Policy, 11(3), 591-634. URL: https://jnslp.
com/2021/06/02/building-cyber-walls-executive-emergency-powers-in-cyberspace

Westbrook, Tegg (2019): The Global Positioning System and Military Jamming: The Geographies
of Electronic Warfare. Journal of Strategic Security, 12(2), Article 1. DOI: https://doi.
org/10.5038/1944-0472.12.2.1720

Wetter, Olive Emil; Wiithrich, Valentino (2015): “What Is Dear to You?” Survey of Beliefs
Regarding Protection of Critical Infrastructure Against Terrorism. Defense & Security Analysis,
31%3), 185-198. DOI: https://doi.org/10.1080/14751798.2015.1056941

White, Latechia; Eveleigh, Timothy; Bereket, Tanju (2019): A Hybrid Hierarchical Framework
Toward Security Effectiveness for Critical Infrastructure Protection and Resiliency: A
Hospital Case Study. Journal of Homeland Security and Emergency Management, 16(1), Article
20140111. DOI: https://doi.org/10.1515/jhsem-2014-0111

Wigginton, Michael, Jr. et al. (2014): What Is the Role of Behavioral Analysis in a Multilayered
Approach to Aviation Security? Journal of Applied Security Research, 9(4), 393-417. DOLI:
https://doi.org/10.1080/19361610.2014.942828

Williams, Alex; Corner, Emily; Taylor, Helen (2022): Vehicular Ramming Attacks: Assessing the
Effectiveness of Situational Crime Prevention Using Crime Script Analysis. Terrorism and
Political Violence, 34(8), 1549-1563. DOI: https://doi.org/10.1080/09546553.2020.18100
25

Wolbers, Jeroen (2022, December): Understanding Distributed Sensemaking in Crisis
Management: The Case of the Utrecht Terrorist Attack. Journal of Contingencies and Crisis
Management, 30(4), 401-411. DOI: https://doi.org/10.1111/1468-5973.12382

Perspectives on Terrorism 152


https://www.hsaj.org/articles/14091
https://doi.org/10.4018/IJCWT.314942
https://doi.org/10.1515/jhsem-2021-0047
https://doi.org/10.1515/jhsem-2021-0047
https://doi.org/10.1007/s12198-023-00261-5
https://scholarhub.ui.ac.id/jts/vol4/iss1/3
https://doi.org/10.1007/s11069-018-3344-6
https://www.hsaj.org/articles/210
https://doi.org/10.1007/s12198-020-00213-3
https://www.hsaj.org/articles/6311
https://www.hsaj.org/articles/6311
https://issuu.com/fusteros/docs/iacsp_magazine_v18n1
https://issuu.com/fusteros/docs/iacsp_magazine_v18n1
https://jnslp.com/2021/06/02/building-cyber-walls-executive-emergency-powers-in-cyberspace
https://jnslp.com/2021/06/02/building-cyber-walls-executive-emergency-powers-in-cyberspace
https://doi.org/10.5038/1944-0472.12.2.1720
https://doi.org/10.5038/1944-0472.12.2.1720
https://doi.org/10.1080/14751798.2015.1056941
https://doi.org/10.1515/jhsem-2014-0111
https://doi.org/10.1080/19361610.2014.942828
https://doi.org/10.1080/09546553.2020.1810025
https://doi.org/10.1080/09546553.2020.1810025
https://doi.org/10.1111/1468-5973.12382

Vol. XIX, Issue 1 - March 2025

Wood, Michele M. et al. (2018, June): Milling and Public Warnings. Environment and Behavior,
50(5), 535-566. DOI: https://doi.org/10.1177/0013916517709561

Wood, Steve; Gardiner, Simon (2021): Policing U.K. Airports and Schedule 7 of the Terrorism
Act 2000: The Young Passengers’ Perception of Security Measures. Terrorism and Political
Violence, 33(8), 1621-1642. DOI: https://doi.org/10.1080/09546553.2019.1638255

Wood, Steve; Raj, Razaq (2021, June): The Impact of Security Scanners at Airports and
Ethnic Minority Travellers’ Experience. Security Journal, 34(2), 278 -298. DOI: https://
doi.org/10.1057/s41284-019-00222-5 URL: https://eprints.leedsbeckett.ac.uk/id/
eprint/6338

Woods, Steve (2017): Terrorism in Aviation: Going on Holiday? Young Travellers Take Longer
to Pass Through Security: Aviation, Security, Passenger Experience, Terrorism. International
Journal of Safety and Security in Tourism/Hospitality, 16. URL: https://www.palermo.edu/
Archivos_content/2017 /Economicas/journal-tourism/edicion16 /PAPER-1.pdf

Wu, Baichao; Tang, Aiping; Wu, Jie (2016, March): Modeling Cascading Failuresin Interdependent
Infrastructures Under Terrorist Attacks. Reliability Engineering & System Safety, 147, 1-8.
DOI: https://doi.org/10.1016/j.ress.2015.10.019

Wukich, Clayton (2020, September): More Monitoring, Less Coordination: Twitter and Facebook
Use Between Emergency Management Agencies. Journal of Homeland Security and Emergency
Management, 17(3), Article 20200007. DOI: https://doi.org/10.1515/jhsem-2020-0007

Yavetz, Gal; Bronstein, Jenny (2023, September): Cities Under Fire: Crisis Communication on
Home Front Versus Frontline Cities’ Facebook Pages During Operation “Guardian of the
Walls”. Journal of Contingencies and Crisis Management, 31(3), 421-430. DOI: https://doi.
org/10.1111/1468-5973.12448

Zager, Philip 92017, February): Bringing COIN to the Airport: On the Effectiveness of the “Muslim
Ban”. Small Wars Journal. URL: https://archive.smallwarsjournal.com/jrnl/art/bringing-
coin-to-the-airport-on-the-effectiveness-of-the-%E2%80%9Cmuslim-ban%E2%80%9D

Zammit, Andrew (2017, October): New Developments in the Islamic State’s External Operations:
The 2017 Sydney Plane Plot. CTC Sentinel, 10(9), 13-18. URL: https://ctc.westpoint.edu/wp-
content/uploads/2017/10/CTC-Sentinel_Vol10Iss9-21.pdf

Zammit, Andrew (2020, April): Operation Silves: Inside the 2017 Islamic State Sydney Plane Plot.
CTC Sentinel, 13(4), 1-13. URL: https://ctc.westpoint.edu/wp-content/uploads/2020/04/
CTC-SENTINEL-042020.pdf

Zhao, Xinyan; Zhan, Mengqgi Monica; Liu, Brooke Fisher (2019, December): Understanding
Motivated Publics During Disasters: Examining Message Functions, Frames, and Styles of
Social Media Influentials and Followers. Journal of Contingencies and Crisis Management,
27(4),387-399. DOL: https://doi.org/10.1111/1468-5973.12279

Zywucka-Koztowska, Elzbieta; Broniecka, Rossana (2024): Security Threats to Port Critical
Infrastructure. Cybersecurity and Law, 12(2), 273-281. DOI: https://doi.org/10.35467/
cal/188576

Grey Literature

Ackerman, Gary et al. (2007, January): Assessing Terrorist Motivations for Attacking Critical
Infrastructure. (Lawrence Livermore National Laboratory Technical Report). DOI: https://
doi.org/10.2172/902328

Allison, Benjamin V. (2022, December): Deadly Detours: Why Terrorists Do Not Attack US Bridges
and Tunnels. (ICCT Research Paper). URL: https://www.icct.nl/publication/deadly-detours-
why-terrorists-do-not-attack-us-bridges-and-tunnels

Andrae, Matthias et al. (2024, February): Methodology for Numerical Simulations of Vehicle
Impact on Security Barriers Considering Soil-Barrier Interaction. (JRC Report). DOI: https://
doi.org/10.2760/33565

Ashkenazi, Michael et al. (2013, February): MANPADS - A Terrorist Threat to Civilian Aviation?
(BICC Brief No. 47). URL: https://www.bicc.de/Publications/Report/MANPADS---A-
terrorist-threat-to-civilian-aviation/pu/12909

Atkins, Sean; Lawson, Chappell (2021, August): Integration of Effort: Rethinking Cybersecurit
for Critical Infrastructure. (Belfer Center for Science and International Affairs, Policy Paper{
URL: https://www.belfercenter.org/publication/integration-effort

Perspectives on Terrorism 153


https://doi.org/10.1177/0013916517709561
https://doi.org/10.1080/09546553.2019.1638255
https://doi.org/10.1057/s41284-019-00222-5
https://doi.org/10.1057/s41284-019-00222-5
https://eprints.leedsbeckett.ac.uk/id/eprint/6338
https://eprints.leedsbeckett.ac.uk/id/eprint/6338
https://www.palermo.edu/Archivos_content/2017/Economicas/journal-tourism/edicion16/PAPER-1.pdf
https://www.palermo.edu/Archivos_content/2017/Economicas/journal-tourism/edicion16/PAPER-1.pdf
https://doi.org/10.1016/j.ress.2015.10.019
https://doi.org/10.1515/jhsem-2020-0007
https://doi.org/10.1111/1468-5973.12448
https://doi.org/10.1111/1468-5973.12448
https://archive.smallwarsjournal.com/jrnl/art/bringing-coin-to-the-airport-on-the-effectiveness-of-the-%E2%80%9Cmuslim-ban%E2%80%9D
https://archive.smallwarsjournal.com/jrnl/art/bringing-coin-to-the-airport-on-the-effectiveness-of-the-%E2%80%9Cmuslim-ban%E2%80%9D
https://ctc.westpoint.edu/wp-content/uploads/2017/10/CTC-Sentinel_Vol10Iss9-21.pdf
https://ctc.westpoint.edu/wp-content/uploads/2017/10/CTC-Sentinel_Vol10Iss9-21.pdf
https://ctc.westpoint.edu/wp-content/uploads/2020/04/CTC-SENTINEL-042020.pdf
https://ctc.westpoint.edu/wp-content/uploads/2020/04/CTC-SENTINEL-042020.pdf
https://doi.org/10.1111/1468-5973.12279
https://doi.org/10.35467/cal/188576
https://doi.org/10.35467/cal/188576
https://doi.org/10.2172/902328
https://doi.org/10.2172/902328
https://www.icct.nl/publication/deadly-detours-why-terrorists-do-not-attack-us-bridges-and-tunnels
https://www.icct.nl/publication/deadly-detours-why-terrorists-do-not-attack-us-bridges-and-tunnels
https://doi.org/10.2760/33565
https://doi.org/10.2760/33565
https://www.bicc.de/Publications/Report/MANPADS---A-terrorist-threat-to-civilian-aviation/pu/12909
https://www.bicc.de/Publications/Report/MANPADS---A-terrorist-threat-to-civilian-aviation/pu/12909
https://www.belfercenter.org/publication/integration-effort

Tinnes

Azani, Eitan; Atiyas Lvovsky, Lorena; Haberfeld, Danielle (2016, August): Trends in Aviation
Terrorism. (ICT Articles). URL: https://www.ict.org.il/UserFiles/ICT-trends-aviation-terror-
aug-16.pdf

Banks, William C.; Samuel, Katja (2019, September): Hybrid Threats, Terrorism, and Resilience
Planning. (ICCT Perspectives). URL: https://www.icct.nl/publication/hybrid-threats-
terrorism-and-resilience-planning

Barnosky, Jason Thomas et al. (2022, June): Streamlining Emergency Management: Issues,
Impacts, and Options for Improvement. (RAND Research Reports, RR-A1440-5). DOI: https://
doi.org/10.7249/RRA1440-5

Beckman, Luke (2023, June): Navigating Poly-Crisis: The New Reality for Crisis Management in
the United States. (Belfer Center for Science and International Affairs Essay). URL: https://
www.belfercenter.org/publication/navigating-poly-crisis-new-reality-crisis-management-
united-states

Beckner, Christian (2015, January): Risk-Based Security and the Aviation System: Operational
Objectives and Policy Challenges. (GW Center for Cyber & Homeland Security Issue Brief
#2015-02). URL: https://www.jstor.org/stable /resrep20741

Bendiek, Annegret; Bund, Jakob; Kerttunen, Mika (2024, October): The Attribution Dividend:
Protecting Critical Infrastructure from Cyber Attacks. (SWP Comment 2024/C 46). DOI:
https://doi.org/10.18449/2024C46

Bergin, Anthony; Murphy, Clare (2015, April): Sounding the Alarm: Terrorism Threat
Communications with the Australian Public. (ASPI Strategic Insights, No. 86). URL: https://
www.aspi.org.au/report/sounding-alarm-terrorism-threat-communications-australian-
public

Bipartisan Commission on Biodefense (2017, October): Defense of Animal Agriculture. (Report).
URL: https://biodefensecommission.org/reports/defense-of-animal-agriculture

Bjelopera, Jerome P; Elias, Bart; Siskin, Alison (2016, November): The Terrorist Screening
Database and Preventing Terrorist Travel. (CRS Report for Congress R44678). URL: https://
fas.org/sgp/crs/terror/R44678.pdf

Boeke, Sergei (2016, Segtember): First Responder or Last Resort? The Role of the Ministry of
Defence in National Cyber Crisis Management in Four Eum{oean Countries. (ISGA Report). URL:
https://scholarlypublications.universiteitleiden.nl/handle /1887 /46615

Cheatham, Amelia; Roy, Diana; Labrador, Rocio Cara (2023, October): U.S. Disaster Relief at Home
and Abroad. (CFR Backgrounder). URL: https://www.cfr.org/backgrounder/us-disaster-
relief-home-and-abroad

Clarke, Yvette D. SChair (2021, October): Transportation Cybersecurity: Protecting Planes,
Trains, and Pipelines from Cyber Threats. (Hearing presented before the House Homeland
Security Subcommittee on Cybersecurity, Infrastructure Protection, and Innovation). URL:
https://www.congress.gov/event/117th-congress/house-event/114172 /text

Conway, Maura (2008): Media, Fear and the Hyperreal: The Construction of Cyberterrorism as
the Ultimate Threat to Critical Infrastructures. (DCU Working Papers in International Studies,
5/2008). URL: http://doras.dcu.ie/2142/1/2008-5.pdf

Cook, Alistair D. B.; Ne, Foo Yen (2018, July): Complex Humanitarian Emergencies and Disaster
Management in Bangladesh: The 2017 Rohingya Exodus. (NTS Report No. 11). URL: https://
www.rsis.edu.sg/rsis-publication/nts/complex-humanitarian-emergencies-and-disaster-
management-in-bangladesh-the-2017-rohingya-exodus

Cooper, Pete (2017, November): Aviation Cybersecurity—Finding Lift, Minimizing Drag. (Atlantic
Council Report). URL: https://www.atlanticcouncil.org/in-depth-research-reports/report/
aviation-cybersecurity-finding-lift-minimizing-drag

Cooper, Pete; Handler, Simon; Edwards, Safa Shahwan (2019, December): Aviation Cybersecurity:
Scoping the Challenge. (Atlantic Council Report). URL: https://www.atlanticcouncil.org/in-
depth-research-reports/report/aviation-cybersecurity-scoping-the-challenge-report

Demings, Val Butler (Chair) (2021, October-November): 20 Years After 9/11: Examining
Emergency Communications. (Hearing presented before the House Homeland Security
Subcommittee on Emergency Preparedness, Response, and Recovery). URL: https://www.
congress.gov/event/117th-congress/house-event/114112

Perspectives on Terrorism 154


https://www.ict.org.il/UserFiles/ICT-trends-aviation-terror-aug-16.pdf
https://www.ict.org.il/UserFiles/ICT-trends-aviation-terror-aug-16.pdf
https://www.icct.nl/publication/hybrid-threats-terrorism-and-resilience-planning
https://www.icct.nl/publication/hybrid-threats-terrorism-and-resilience-planning
https://doi.org/10.7249/RRA1440-5
https://doi.org/10.7249/RRA1440-5
https://www.belfercenter.org/publication/navigating-poly-crisis-new-reality-crisis-management-united-states
https://www.belfercenter.org/publication/navigating-poly-crisis-new-reality-crisis-management-united-states
https://www.belfercenter.org/publication/navigating-poly-crisis-new-reality-crisis-management-united-states
https://www.jstor.org/stable/resrep20741
https://doi.org/10.18449/2024C46
https://www.aspi.org.au/report/sounding-alarm-terrorism-threat-communications-australian-public
https://www.aspi.org.au/report/sounding-alarm-terrorism-threat-communications-australian-public
https://www.aspi.org.au/report/sounding-alarm-terrorism-threat-communications-australian-public
https://biodefensecommission.org/reports/defense-of-animal-agriculture
https://fas.org/sgp/crs/terror/R44678.pdf
https://fas.org/sgp/crs/terror/R44678.pdf
https://scholarlypublications.universiteitleiden.nl/handle/1887/46615
https://www.cfr.org/backgrounder/us-disaster-relief-home-and-abroad
https://www.cfr.org/backgrounder/us-disaster-relief-home-and-abroad
https://www.congress.gov/event/117th-congress/house-event/114172/text
http://doras.dcu.ie/2142/1/2008-5.pdf
https://www.rsis.edu.sg/rsis-publication/nts/complex-humanitarian-emergencies-and-disaster-management-in-bangladesh-the-2017-rohingya-exodus
https://www.rsis.edu.sg/rsis-publication/nts/complex-humanitarian-emergencies-and-disaster-management-in-bangladesh-the-2017-rohingya-exodus
https://www.rsis.edu.sg/rsis-publication/nts/complex-humanitarian-emergencies-and-disaster-management-in-bangladesh-the-2017-rohingya-exodus
https://www.atlanticcouncil.org/in-depth-research-reports/report/aviation-cybersecurity-finding-lift-minimizing-drag
https://www.atlanticcouncil.org/in-depth-research-reports/report/aviation-cybersecurity-finding-lift-minimizing-drag
https://www.atlanticcouncil.org/in-depth-research-reports/report/aviation-cybersecurity-scoping-the-challenge-report
https://www.atlanticcouncil.org/in-depth-research-reports/report/aviation-cybersecurity-scoping-the-challenge-report
https://www.congress.gov/event/117th-congress/house-event/114112
https://www.congress.gov/event/117th-congress/house-event/114112

Vol. XIX, Issue 1 - March 2025

Doty, Mary Bennett (2024 ): The Accelerationism Events Dataset: Tactics, Techniques & Procedures.
(ARC Essay). URL: https://www.accresearch.org/accreports/the-accelerationism-events-
dataset-tactics-techniques-amp-procedures

Doyle, Charles (2010, January): Terrorist Attacks on Commercial Airlines: Federal Criminal
Prohibitions. (CRS Report for Congress, R41035). URL: https://sgp.fas.org/crs/terror/
R41035.pdf

Edwards, Chris (2013, November): Privatizing the Transportation Security Administration. (Cato
Institute Policy Analysis No. 742). URL: https://www.cato.org/policy-analysis/privatizing-
transportation-security-administration

Farrell-Molloy, Joshua (2024, June): “Natural” Connection: An Analysis of Eco-Fascism on
Terrorgram. (ARC Report). URL: https://www.accresearch.org/accreports/natural-
connection-an-analysis-of-eco-fascism-on-terrorgram

Gaynor, Pete; Serino, Rich (Interviewees); Bruggeman, Nate (Interviewer) 92023, June):
Evolving the Emergency Management Enterprise to Meet a New Operational Reality: A Federal
Perspective. (Belfer Center for Science and International Affairs Conversations). URL: https://
www.belfercenter.org/publication/evolving-emergency-management-enterprise-meet-
new-operational-reality-federal

Gerstein, Daniel M.; Leidy, Erin N. (2024, April): Emerging Technology and Risk Analysis: Artificial
Intelligence and Critical Infrastructure. (RAND Research Reports, RR-A2873-1). DOI: https://
doi.org/10.7249/RRA2873-1

Ghenai, Chaouki (2024, May): Countering the Growing Threat of Drone Attacks on Energy
Infrastructure. (New Lines Institute for Strategy and Policy, Policy Analysis). URL: https://
newlinesinstitute.org/environmental-challenges/countering-the-growing-threat-of-drone-
attacks-on-energy-infrastructure

Government Accountability Office (GAO) (2015, July): Critical Infrastructure Protection: DHS
Action Needed to Verify some Chemical Facility Information and Manage Compliance Process.
(Iéeport tngongressional Requesters, GAO-15-614). URL: https://www.gao.gov/assets/gao-
15-614.p

Grand-Clément, Sarah et al. (2021, October): Executive Summary of the Study into Measures to
Prevent Terrorist Attacks with Vehicles and Mitigate the Impacts Thereof. (Report prepared by
RAND Europe for the European Commission’s Directorate-General for Migration and Home
Affairs). URL: https://home-affairs.ec.europa.eu/whats-new/publications/study-measures-
prevent-terrorist-attacks-vehicles-and-mitigate-impacts-thereof_en

Green, Mark E. (Chair) (2023, October): The Role of Technology in Aviation Security. (Hearing
presented before the House Homeland Security Subcommittee on Transportation an
Maritime Security). URL: https://homeland.house.gov/hearing/the-role-of-technology-in-
aviation-security

Green, Mark E. (Chair) (2024, May): Unmanned Aerial Systems and Emergency Response: The
Impactof Drones and Other Emerging Technology on U.S. Law Enforcement. (Hearing presented
before the House Homeland Security Subcommittee on Emergency Management and
Technology and the Subcommittee on Counterterrorism, Law Enforcement, and Intelligence).
URL: https://homeland.house.gov/hearing/unmanned-aerial-systems-an-examination-of-
the-use-of-drones-in-emergency-response

Hiraal Institute (2024, February): The Price of Progress: Effects of the Clearing Operations on
Businesses. (Report). URL: https://hiraalinstitute.org/the-price-of-progress-effects-of-the-
clearing-operations-on-businesses

Hollywood, John S. et al. (2024, March): Keeping Soft Targets and Crowded Places Safe from
Mass-Casualty Attacks: Insights from a Landscape Assessment. (RAND Research Reports, RR-
A2260-2). DOI: https://dol.org/10.7249 /RRA2260-2

Jablanski, Danielle (2023, April): Critical Infrastructure Cybersecurity Prioritization: A Cross-
Sector Methodoloigy for Ranking Operational Technology Cyber Scenarios and Critical Entities.
(Atlantic Council Issue Briefﬁ. URL: https://www.atlanticcouncil.org/in-depth-research-
reports/issue-brief/critical-infrastructure-cybersecurity-prioritization

Jenkins, Brian Michael (2012, August): Aviation Security: After Four Decades, it’s Time dfor a
Fundamental Review. (RAND Occasional Papers, OP-390-RC). URL: https://www.rand.org/
pubs/occasional_papers/0OP390.html

Perspectives on Terrorism 155


https://www.accresearch.org/accreports/the-accelerationism-events-dataset-tactics-techniques-amp-procedures
https://www.accresearch.org/accreports/the-accelerationism-events-dataset-tactics-techniques-amp-procedures
https://sgp.fas.org/crs/terror/R41035.pdf
https://sgp.fas.org/crs/terror/R41035.pdf
https://www.cato.org/policy-analysis/privatizing-transportation-security-administration
https://www.cato.org/policy-analysis/privatizing-transportation-security-administration
https://www.accresearch.org/accreports/natural-connection-an-analysis-of-eco-fascism-on-terrorgram
https://www.accresearch.org/accreports/natural-connection-an-analysis-of-eco-fascism-on-terrorgram
https://www.belfercenter.org/publication/evolving-emergency-management-enterprise-meet-new-operational-reality-federal
https://www.belfercenter.org/publication/evolving-emergency-management-enterprise-meet-new-operational-reality-federal
https://www.belfercenter.org/publication/evolving-emergency-management-enterprise-meet-new-operational-reality-federal
https://doi.org/10.7249/RRA2873-1
https://doi.org/10.7249/RRA2873-1
https://newlinesinstitute.org/environmental-challenges/countering-the-growing-threat-of-drone-attacks-on-energy-infrastructure
https://newlinesinstitute.org/environmental-challenges/countering-the-growing-threat-of-drone-attacks-on-energy-infrastructure
https://newlinesinstitute.org/environmental-challenges/countering-the-growing-threat-of-drone-attacks-on-energy-infrastructure
https://www.gao.gov/assets/gao-15-614.pdf
https://www.gao.gov/assets/gao-15-614.pdf
https://home-affairs.ec.europa.eu/whats-new/publications/study-measures-prevent-terrorist-attacks-vehicles-and-mitigate-impacts-thereof_en
https://home-affairs.ec.europa.eu/whats-new/publications/study-measures-prevent-terrorist-attacks-vehicles-and-mitigate-impacts-thereof_en
https://homeland.house.gov/hearing/the-role-of-technology-in-aviation-security
https://homeland.house.gov/hearing/the-role-of-technology-in-aviation-security
https://homeland.house.gov/hearing/unmanned-aerial-systems-an-examination-of-the-use-of-drones-in-emergency-response
https://homeland.house.gov/hearing/unmanned-aerial-systems-an-examination-of-the-use-of-drones-in-emergency-response
https://hiraalinstitute.org/the-price-of-progress-effects-of-the-clearing-operations-on-businesses
https://hiraalinstitute.org/the-price-of-progress-effects-of-the-clearing-operations-on-businesses
https://doi.org/10.7249/RRA2260-2
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/critical-infrastructure-cybersecurity-prioritization
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/critical-infrastructure-cybersecurity-prioritization
https://www.rand.org/pubs/occasional_papers/OP390.html
https://www.rand.org/pubs/occasional_papers/OP390.html

Tinnes

Johnson, Daryl; Beutel, Alejandro J. (2023, November): Domestic Violent Extremist Targeting
of the U.S. Electrical Transmission Grid. (Newlines Institute for Strategy and Policy, Policy
Report). URL: https://newlinesinstitute.org/nonstate-actors/domestic-violent-extremist-
targeting-of-the-u-s-electrical-transmission-grid

Kane, Bridget R. et al. (2024, June): Defending the Homeland Against Critical Infrastructure
Attacks: Exploring a Hypothetical Campaign of Cascading Impacts. (RAND Research Reports,
RR-A2397-3). DOI: https://doi.org/10.7249 /RRA2397-3

Kane, Bridget R. et al. (2024, June): Threats to Critical Infrastructure: A Survey. (RAND Research
Reports, RR-A2397-2). DOI: https://doi.org/10.7249 /RRA2397-2

Katko, John (Chairman) (2015, July): Examining the Federal Air Marshal Service and its Readiness
to Meet the Evolving Threat. (Hearing presented before the House Homeland Security
Subcommittee on Transportation Security). URL: https://www.congress.gov/event/114th-
congress/house-event/103733 /text

Katko, John (Chairmanl) (2015, September): Safeguarding our Nation’s Surface Transportation
Systems Against Evolving Terrorist Threats. (Hearing presented before the House Homeland
Security Subcommittee on Transportation Security). URL: https://www.congress.gov/
event/114th-congress/house-event/103918

Kayyem, Juliette (2022, February): Emergency Management in North America. (Working Paper;
Belfer Center for Science and International Affairs / Wilson International Center for Scholars).
URL: https://www.belfercenter.org/publication/emergency-management-north-america

Klein, Kevin; Talmadge, Shawn (Interviewees); Bruggeman, Nate (Interviewer) (2023, June):
Evolving the Emergency Management Enterprise to Meet a New Operational Reality: A State
Perspective. (Belfer Center for Science and International Affairs Conversations). URL: https://
www.belfercenter.org/publication/evolving-emergency-management-enterprise-meet-
new-operational-reality-state-perspective

Krill, Ilana; Clifford, Bennett (2022, September): Mayhem, Murder, and Misdirection: Violent
Extremist Attack Plots Against Critical Infrastructure in the United States, 2016-2022. EGW
Program on Extremism ( NCITE Report). URL: https://extremism.gwu.edu/sites/g/files/
zaxdzs5746 /files/CriticallnfrastructureTargeting09072022.pdf

Leese, Matthias; Wildi, Lisa (2017, May): Security Measures at Zurich Airport. (CSS Analyses
in Security Policy, No. 208). URL: https://css.ethz.ch/content/dam/ethz/special-interest/
gess/cis/center-for-securities-studies/pdfs/CSSAnalyse208-EN.pdf

Lewis, James; Hewitt, James; Marsden, Sarah (2022, October): The Psychological Effects of
Criminal Justice Measures: A Review of Evidence Related to Terrorist Offending. (CREST
Report). URL: https://crestresearch.ac.uk/resources/the-psychological-effects-of-criminal-
justice-measures

Lewis, James; Marsden, Sarah (2020, November): Terrorism-Related Simulations. (CREST
Report). URL: https://crestresearch.ac.uk/resources/terrorism-related-simulations

Lin, Christina (2016, April): New Airliner Threat: Arming Syrian Jihadists with US Anti-Aircraft
Missiles. (ISPSW Strategy Series: Focus on Defense and International Security, Issue No. 416).
URL: https://www.ispsw.com/wp-content/uploads/2016/04/416_Lin.pdf

Lindsay, Bruce R. (2023, March): Stafford Act Assistance and Acts of Terrorism. (CRS Report for
Congress, R44801). URL: https://sgp.fas.org/crs/homesec/R44801.pdf

Loadenthal, Michael (2024): Introducing the Accelerationism Events Dataset. (ARC Essa(lir). URL:
https://www.accresearch.org/accreports/introducing-the-accelerationism-events-dataset

Lopes, Marta (2020, December): Responding to a Terror Attack: A Strong Cities Toolkit. (ISD
Report). URL: https://www.isdglobal.org/isd-publications/responding-to-a-terror-attack-
a-strong-cities-toolkit

Malone, Iris; Strouboulis, Anastasia (2022, April): Emerging Risks in the Marine Transportation

System (MTS), 2001-2021. (NCITE Report). URL: https://digitalcommons.unomaha.edu/
ncitereportsresearch /27

McCaul, Michael T. (Chair) (2015, July): Aviation Security Challenges: Is TSA Ready for the Threats
of Today? (Hearing presented before the House Committee on Homeland Security). URL:
https://www.congress.gov/event/114th-congress/house-event/103805

McCaul, Michael T. (Chair) (2015, October): Reform and Improvement: Assessin% the Path
Forward for the Transportation Security Administration. (Hearing presented before the

Perspectives on Terrorism 156


https://newlinesinstitute.org/nonstate-actors/domestic-violent-extremist-targeting-of-the-u-s-electrical-transmission-grid
https://newlinesinstitute.org/nonstate-actors/domestic-violent-extremist-targeting-of-the-u-s-electrical-transmission-grid
https://doi.org/10.7249/RRA2397-3
https://doi.org/10.7249/RRA2397-2
https://www.congress.gov/event/114th-congress/house-event/103733/text
https://www.congress.gov/event/114th-congress/house-event/103733/text
https://www.congress.gov/event/114th-congress/house-event/103918
https://www.congress.gov/event/114th-congress/house-event/103918
https://www.belfercenter.org/publication/emergency-management-north-america
https://www.belfercenter.org/publication/evolving-emergency-management-enterprise-meet-new-operational-reality-state-perspective
https://www.belfercenter.org/publication/evolving-emergency-management-enterprise-meet-new-operational-reality-state-perspective
https://www.belfercenter.org/publication/evolving-emergency-management-enterprise-meet-new-operational-reality-state-perspective
https://extremism.gwu.edu/sites/g/files/zaxdzs5746/files/CriticalInfrastructureTargeting09072022.pdf
https://extremism.gwu.edu/sites/g/files/zaxdzs5746/files/CriticalInfrastructureTargeting09072022.pdf
https://css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-studies/pdfs/CSSAnalyse208-EN.pdf
https://css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-studies/pdfs/CSSAnalyse208-EN.pdf
https://crestresearch.ac.uk/resources/the-psychological-effects-of-criminal-justice-measures
https://crestresearch.ac.uk/resources/the-psychological-effects-of-criminal-justice-measures
https://crestresearch.ac.uk/resources/terrorism-related-simulations
https://www.ispsw.com/wp-content/uploads/2016/04/416_Lin.pdf
https://sgp.fas.org/crs/homesec/R44801.pdf
https://www.accresearch.org/accreports/introducing-the-accelerationism-events-dataset
https://www.isdglobal.org/isd-publications/responding-to-a-terror-attack-a-strong-cities-toolkit
https://www.isdglobal.org/isd-publications/responding-to-a-terror-attack-a-strong-cities-toolkit
https://digitalcommons.unomaha.edu/ncitereportsresearch/27
https://digitalcommons.unomaha.edu/ncitereportsresearch/27
https://www.congress.gov/event/114th-congress/house-event/103805

Vol. XIX, Issue 1 - March 2025

House Committee on Homeland Security). URL: https://www.congress.gov/event/114th-
congress/house-event/104038

McKay, Shawn; Hartnett, Gavin S.; Held, Bruce (2022, March): Airline Security Through Artificial
Intelligence: How the Transportation Security Administration Can Use Machine Learning to
Improve the Electronic Baggage Screening Program. (RAND Expert Insights, PE-A731-1). DOI:
https://doi.org/10.7249/PEA731-1

Miller, Erin (2016, March): Terrorism in Belgium and Western Europe; Attacks Against
Transportation Targets; Coordinated Terrorist Attacks. (START Background Report). URL:
https://www.start.umd.edu/pubs/START_BelgiumTransportationCoordinatedAttacks_
BackgroundReport_March2016.pdf

Miller, Erin (2016, June): Terrorist Attacks Targeting Critical Infrastructure in the United
States, 1970-2015. (Report to the U.S. Department of Homeland Security). URL: https://
www.start.umd.edu/publication/terrorist-attacks-targeting-critical-infrastructure-united-
states-1970-2015

NATO Centre of Excellence Defence Against Terrorism (NATO COE-DAT) (2019): Crisis
Managementin Terrorism. (Seminar Report). URL: https://www.coedat.nato.int/publication/
courseconfpapers/01-CIMIT_Seminar_Report.pdf

NATO Centre of Excellence Defence Against Terrorism (NATO COE-DAT) (2019, December):
Strengthening the Security and Resilience of NATO and Partner Nation Critical Infrastructure
Against Terrorist Attacks: Lessons Learned Workshop. (Report). URL: https://www.coedat.
nato.int/publication/workshop_reports/09-CISR_LL_WS_Report_DD_v02_final.pdf

NATO Centre of Excellence Defence Against Terrorism (NATO COE-DAT) (2022): SOF Roles
in Crisis/CT Management Seminar. (Seminar Report). URL: https://www.coedat.nato.int/
publication/courseconfpapers/05-SOF_Roles_inCT_Crisis_ManagementReport.pdf

NATO Centre of Excellence Defence Against Terrorism (NATO COE-DAT) (2022, October): Good
Practices in Countering Terrorism in Maritime Domain. (Seminar Report). URL: https://www.
coedat.nato.int/publication/courseconfpapers/09-MARITIME_DOMAIN_SEMINAR(2023).

pdf
Parfomak, Paul W. (2008, September): Vulnerability of Concentrated Critical Infrastructure:

Background and Policy Options. (CRS Report for Congress, RL33206). URL: https://sgp.fas.
org/crs/homesec/RL33206.pdf

Payne, Leslie Adrienne et al. (2024, December): Mentorship Efforts Within the Federal Emergency
Management Agency’s Incident Workforce. (RAND Research Reports, RR-A2964-1). DOI:
https://doi.org/10.7249/RRA2964-1

Power, Nicola et al. (2023, December): Bridging the Principle-Implementation Gap: Evaluating
Organisational Change to Achieve Interoperability Between the UK Emergency Services.
(CREST Short Report). URL: https://crestresearch.ac.uk/resources/the-psychology-of-
interoperability-study-two

Power; Nicola etal. (2023, December): The Psychology of Interoperability: A Systematic Review of
Joint Working Between the UK Emergency Services. (CREST Paper). URL: https://crestresearch.
ac.uk/resources/the-psychology-of-interoperability-a-systematic-review

Propp, Kenneth (2021, July): Avoiding the Next Transatlantic Security Crisis: The Looming
Clash Over Passenger Name Record Data. (Atlantic Council Issue Brief). URL: https://
www.atlanticcouncil.org/in-depth-research-reports/issue-brief/the-looming-clash-over-
passenger-name-record-data

Romm, Madeline (2024, September}: Advancements in the Connection Between Internet of
Things (1oT) and Geospatial Technologies. (NCITE / START Rapid Review No. 2). URL: https://
digitalcommons.unomaha.edu/ncitereportsresearch/89

Rutter, Megan (2024, September): Advancements in Open-Source Geospatial Technologies
and the Exploitation by Bad Actors. (NCITE / START Rapid Review No. 3). URL: https://
digitalcommons.unomaha.edu/ncitereportsresearch/88

Samuel, Thomas Koruth (2008): Aviation Security in Malaysia. (SEARCCT Study). URL: https://
www.searcct.gov.my/wp-content/uploads/2020/03/Aviation-Security-In-Malaysia.pdf

Shay, Shaul (2021, January): Al Shabaab and the 9\11 Style Terror Plot. (ICT Articles). URL:
https://www.ict.org.il/images/Al%20Shabaab%20and%20911.pdf

Perspectives on Terrorism 157


https://www.congress.gov/event/114th-congress/house-event/104038
https://www.congress.gov/event/114th-congress/house-event/104038
https://doi.org/10.7249/PEA731-1
https://www.start.umd.edu/pubs/START_BelgiumTransportationCoordinatedAttacks_BackgroundReport_March2016.pdf
https://www.start.umd.edu/pubs/START_BelgiumTransportationCoordinatedAttacks_BackgroundReport_March2016.pdf
https://www.start.umd.edu/publication/terrorist-attacks-targeting-critical-infrastructure-united-states-1970-2015
https://www.start.umd.edu/publication/terrorist-attacks-targeting-critical-infrastructure-united-states-1970-2015
https://www.start.umd.edu/publication/terrorist-attacks-targeting-critical-infrastructure-united-states-1970-2015
https://www.coedat.nato.int/publication/courseconfpapers/01-CIMIT_Seminar_Report.pdf
https://www.coedat.nato.int/publication/courseconfpapers/01-CIMIT_Seminar_Report.pdf
https://www.coedat.nato.int/publication/workshop_reports/09-CISR_LL_WS_Report_DD_v02_final.pdf
https://www.coedat.nato.int/publication/workshop_reports/09-CISR_LL_WS_Report_DD_v02_final.pdf
https://www.coedat.nato.int/publication/courseconfpapers/05-SOF_Roles_inCT_Crisis_ManagementReport.pdf
https://www.coedat.nato.int/publication/courseconfpapers/05-SOF_Roles_inCT_Crisis_ManagementReport.pdf
https://www.coedat.nato.int/publication/courseconfpapers/09-MARITIME_DOMAIN_SEMINAR(2023).pdf
https://www.coedat.nato.int/publication/courseconfpapers/09-MARITIME_DOMAIN_SEMINAR(2023).pdf
https://www.coedat.nato.int/publication/courseconfpapers/09-MARITIME_DOMAIN_SEMINAR(2023).pdf
https://sgp.fas.org/crs/homesec/RL33206.pdf
https://sgp.fas.org/crs/homesec/RL33206.pdf
https://doi.org/10.7249/RRA2964-1
https://crestresearch.ac.uk/resources/the-psychology-of-interoperability-study-two
https://crestresearch.ac.uk/resources/the-psychology-of-interoperability-study-two
https://crestresearch.ac.uk/resources/the-psychology-of-interoperability-a-systematic-review
https://crestresearch.ac.uk/resources/the-psychology-of-interoperability-a-systematic-review
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/the-looming-clash-over-passenger-name-record-data
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/the-looming-clash-over-passenger-name-record-data
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/the-looming-clash-over-passenger-name-record-data
https://digitalcommons.unomaha.edu/ncitereportsresearch/89
https://digitalcommons.unomaha.edu/ncitereportsresearch/89
https://digitalcommons.unomaha.edu/ncitereportsresearch/88
https://digitalcommons.unomaha.edu/ncitereportsresearch/88
https://www.searcct.gov.my/wp-content/uploads/2020/03/Aviation-Security-In-Malaysia.pdf
https://www.searcct.gov.my/wp-content/uploads/2020/03/Aviation-Security-In-Malaysia.pdf
https://www.ict.org.il/images/Al%20Shabaab%20and%20911.pdf

Tinnes

Sin, Steve; Washburn, Rhyner (2023, September): Significant Multi-Domain Incidents Against
Critical Infrastructure (SMICI) Dataset. (START Research Brief). URL: https://www.start.
umd.edu/publication/significant-multi-domain-incidents-against-critical-infrastructure-
smici-dataset

Slakaityte, Veronika; Surwillo, [zabela (2024, October): Protecting EU’s Critical Infrastructure:
The Fight Intensifies in the Cyber Realm. (DIIS Policy Brief). URL: https://www.diis.dk/en/
research/protecting-eus-critical-infrastructure-the-fight-intensifies-in-the-cyber-realm

Stewart, Grace; Doty, Mary Bennett (2024, May): The Accelerationist Events Dataset: A
Demographic Examination. (ARC Essay). URL: https://www.accresearch.org/accreports/
the-accelerationist-events-dataset-a-demographic-examination

Thompson, Bennie G. (Chair) (2019, April): Supporting a Fact-Based Approach to Preventing
Terrorist Travel to the United States. (Hearing presented before the House Homeland Security
Subcommittee on Intelligence and Counterterrorism). URL: https://www.congress.gov/
event/116th-congress/house-event/109230

Thompson, Bennie G. (Chair) (2019, October): One Year Later: Implementation of the TSA
Modernization Act. (Hearing presented before the House Homeland Security Subcommittee
on Transportation and Maritime Security). URL: https://democrats-homeland.house.gov/
activities/hearings/one-year-later-implementation-of-the-tsa-modernization-act

Thompson, Bennie G. (Chair) (2022, September): Federal Building Security: Examining the Risk
Assessment Process. (Hearing presented before the House Homeland Security Subcommittee
on Oversight, Management, and Accountability). URL: https://www.congress.gov/
event/117th-congress/house-event/115143

Treverton, Gregory F. (Ed.) (2011): Comparing Early Warning Across Domains. (CATS Workshop
Report). URL: https://urn.kb.se/resolve?urn=urn:nbn:se:fths:diva-2265

United Nations Counter-Terrorism Committee Executive Directorate (CTED) (2017, March):
Physical Protection of Critical Infrastructure Against Terrorist Attacks. (CTED Trends Report).
URL: https://WWW.un.0rg/seCuritycouncil/ctc/sites/www.un.org.securitycouncil.ctc}%iles/
files/documents/2021/Jan/cted-trends-report-march-2017-final.pdf

Wild, Hannah; Amoroso, Paul (2024, November): Improving Point of Injury Trauma Care for
IED Victims. (Small Arms Survey Briefing Paper). URL: https://www.smallarmssurvey.org/
resource/improving-point-injury-trauma-care-ied-victims

Judith Tinnes has a background in Information Science. Dr Tinnes works for the Leibniz Institute for
Psychology (ZPID) in an open-access publishing programme for scholarly journals. Additionally,
she serves as Information Resources Editor to ‘Perspectives on Terrorism’ In her editorial role,
she regularly compiles bibliographies and other resources for Terrorism Research and runs the
execution monitoring project ‘Counting Lives Lost’ (CLL).

Perspectives on Terrorism 158


https://www.start.umd.edu/publication/significant-multi-domain-incidents-against-critical-infrastructure-smici-dataset
https://www.start.umd.edu/publication/significant-multi-domain-incidents-against-critical-infrastructure-smici-dataset
https://www.start.umd.edu/publication/significant-multi-domain-incidents-against-critical-infrastructure-smici-dataset
https://www.diis.dk/en/research/protecting-eus-critical-infrastructure-the-fight-intensifies-in-the-cyber-realm
https://www.diis.dk/en/research/protecting-eus-critical-infrastructure-the-fight-intensifies-in-the-cyber-realm
https://www.accresearch.org/accreports/the-accelerationist-events-dataset-a-demographic-examination
https://www.accresearch.org/accreports/the-accelerationist-events-dataset-a-demographic-examination
https://www.congress.gov/event/116th-congress/house-event/109230
https://www.congress.gov/event/116th-congress/house-event/109230
https://democrats-homeland.house.gov/activities/hearings/one-year-later-implementation-of-the-tsa-modernization-act
https://democrats-homeland.house.gov/activities/hearings/one-year-later-implementation-of-the-tsa-modernization-act
https://www.congress.gov/event/117th-congress/house-event/115143
https://www.congress.gov/event/117th-congress/house-event/115143
https://urn.kb.se/resolve?urn=urn:nbn:se:fhs:diva-2265
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-report-march-2017-final.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/files/documents/2021/Jan/cted-trends-report-march-2017-final.pdf
https://www.smallarmssurvey.org/resource/improving-point-injury-trauma-care-ied-victims
https://www.smallarmssurvey.org/resource/improving-point-injury-trauma-care-ied-victims

PERSPECTIVES
ON TERRORISM

BOooOK REVIEW

Review Essay: The Psychology of Terrorism

Reviewed by Joshua Sinai”

Volume XIX, Issue 1
March 2025

ISSN: 2334-3745

* Corresponding author: Joshua Sinai, Perspectives on Terrorism, email: joshua.sinai@comcast.net



Sinai

John Horgan, Terrorist Minds: The Psychology of Violent Extremism from Al-Qaeda to the
Far Right (New York, NY: Columbia University Press, 2024), 248 pp., US $ 120.00 [Hardcover],
US $ 30.00 [Paperback], ISBN: 978-0-2311-9839-4.

J.Reid Meloy and Jens Hoffmann (Eds.), [Second Edition], International Handbook of Threat
Assessment (New York, NY: Oxford University Press, 2021), 760 pp., US $ 165.00 [Paperback],
ISBN: 978-0-1909-4016-4.

Eric D. Shaw, The Psychology of Insider Risk: Detection, Investigation and Case Management
(Boca Raton, FL: CRC Press, 2023), 222 pp., US $ 140.00 [Hardcover], US $ 56.99 [Paperback],
ISBN: 978-0324-8248-4.

Terrorism studies is a multidisciplinary endeavour, with scholars focusing on a wide range
of topics such as radicalisation, how individuals are recruited into terrorist networks, their
ideologies and agendas, how they are organised and led, their decision to employ certain
types of weapons (as opposed to others), how they operate in physical environments and in
cyberspace, and their selection of targets, among many other research questions. Within the
scholarly literature on the psychology of terrorism, there are at least five challenges that have
not been adequately addressed. First, there is a lack of consensus about defining terrorism,
and specifically whether it involves only attacks against non-combatant civilians and/or armed
combatants to achieve their political objectives. Granted, this is a challenge shared by scholars far
beyond the realm of psychology, but here it is particularly significant, as a consistent definition
is needed when examining the psychological characteristics of the motivations, agendas,
behaviours, and targeting mindsets of those who engage in terrorist-type attacks against
civilians and combatants. A second challenge is the lack of consensus about the psychology of
those who become ideologically-driven terrorists. For instance, some authors consider them
to be primarily rational actors intent on achieving political objectives, while others describe
them as psychologically disordered individuals who grasp on to nihilistic extremist ideologies
in order to justify their violent acts. A third challenge involves the widespread debates and
disagreements among scholars about whether it is possible to psychologically profile those who
become terrorists. A fourth challenge involves a tendency to overlook other related categories of
violent attackers, such as psychologically disordered active shooters and ‘insider threat’ actors
(i.e. they are known to some of their targeted adversaries), resulting in the discipline’s ignoring
a substantial literature of inter-related violent actor categories that should inform comparative
analyses in studies on the psychology of terrorism. And a fifth challenge involves the need for
practically useful diagnostic tools, tables, and checklists that can be applied to examine these
issues in a structured analytic way.

To examine how these issues and problems are reflected in the contemporary research literature,
three recently published books have been selected that focus on similar and different aspects of
the psychology of terrorism.

In Terrorist Minds, John Horgan, insightfully explains that “Psychologists study behaviour - what
people do and how they do it - and then we try to interpret why they do it” (p. xv). As a social
process, he adds, “people choose to engage in terrorist activity...because they believe they are
acting on behalf of a community that will embrace them for doing so. They feel they have a role to
play in changing something much bigger than themselves, their immediate group, or the broader
community from where they enjoy support” (p. xv). Regarding the second challenge described
above, however, this characterisation sounds overly rational and altruistic, as there are many
cases of individual members of terrorist groups (such as al-Qaeda, the Islamic State, Boko Haram,
and Hamas), who have clearly embraced (and in some cases enthusiastically spread) nihilistic
extremist ideologies, which makes Horgan’s characterisation appear uncritical.
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In explaining who becomes a terrorist and why, Horgan writes that there are multiple drivers
that characterise those who might join a group or become lone actors, which leads him to
reject the notion of a single psychological profile (pp. 45-50). He does cite a study that found
that “[m]ore than half of the single-issue terrorists displayed some evidence of a history of
mental illness” (p. 45). But while he acknowledges psychologist Randy Borum’s three factors
that characterise those who become violent extremists — antipathy towards a target group,
creating a justification and mandate for violent action, and removing social and psychological
barriers to inhibit violent action (p. 76) — Horgan nevertheless argues that “we have difficulty
establishing how they relate to one another...” (p. 76). In the final chapter, Horgan concludes that
despite all the studies on the psychology of terrorism “We know more about who participates in
various activities that constitute terrorism than about what motivates them” (p. 163). Clearly,
as Horgan acknowledges, this field of inquiry has made progress, but still has much room for
improvement.

As a comprehensive overview of the psychology of terrorism, two excellent chapters discuss
the processes of disengagement and reintegration of former terrorists into society, and how
psychologists ‘talk to terrorists’, including those incarcerated, to gain insights into their
motivations and actions. However, regarding the fourth challenge discussed earlier; Horgan
focuses exclusively on individuals who become terrorists, but not on related violent assailant
lone actors, such as the categories of psychologically disordered active shooters and violent
insiders, such as those who engage in workplace violence, who are also driven by extremist
ideologies (however outlandish and bizarre). And regarding the fifth challenge, the book does
not provide any diagrams, tables, or checklists that could be used to profile those who might be
on the trajectory toward becoming terrorists, as he argues that such individuals are too multi-
varied to profile. In conclusion, despite the challenges discussed earlier, throughout the volume
Horgan is masterful in explaining his thinking processes on these issues, which is helpful in
educating students and analysts on how to analyse them, making this a valuable textbook on
the psychology of terrorism.

Meanwhile, two other recent books address the aforementioned need for practically useful
diagnostic tools. The first is an edited volume by ]. Reid Meloy and Jens Hoffmann, The
International Handbook of Threat Assessment, with an impressive collection of contributors who
are practitioner members of the Association of Threat Assessment Professionals (ATAP).! As
practitioner psychologists, they apply diagnostic tools to examine the profiles and trajectories
of susceptible individuals, who are primarily lone actors, who might be situated along the
trajectory into targeted violence, including terrorism. These tools include a widely applied
framework developed by Frederick S. Calhoun and Stephen W. Weston, which they discuss in
their chapter on “Rethinking the Path to Intended Violence,” on the five pre-incident phases
in targeted violence of grievance. These include: triggers; ideation (fantasising about taking
revenge); research and planning (deciding how, where, and when to attack); preparation (such
as acquiring a weapon); and breaching (transporting themselves to the target), which lead to
the final sixth phase of their attack (pp. 392-404).

In terms of risk factors to engaging in targeted violence, the chapter by Monica Lloyd, “Making
Sense of Terrorist Violence and Building Psychological Expertise,” cites three widely used
diagnostic tools in the field of terrorism risk assessment (pp. 624-629). The first—the Terrorist
Radicalization Assessment Protocol (TRAP-18)—was developed by Meloy and is designed
to code eight proximal warning behaviours and ten distal (or distant) characteristics.? The
second—Extremist Risk Guidance (ERG22+)—was developed by the UK Department of Justice,
and consists of 22 items across three dimensions: Engagement, Intent, and Capability. When
correlated these dimensions are rated as being strongly present/significant, partly present/
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some, or not present/minimal.? The third, Violent Extremism Risk Assessment 2 Revised (VERA-
2R), was developed by The Netherlands Ministry of Justice and Security.* It consists of 34
risk-supporting and risk-mitigating indicators that are assessed to provide a professional risk
judgment of an individual’s potential for becoming a violent extremist.

Another category of terrorist-related targeted violence involves violent insiders. In The
Psychology of Insider Risk, Eric D. Shaw, a prominent clinical psychologist and former US
government intelligence officer, defines insider threat actors as individuals “who knowingly
betray their organizations” whether through espionage, sabotage, workplace violence, leaks, and
theft of intellectual property (p. xv). For the purpose of this essay, the focus is on ideologically-
driven terrorist insiders who carry out workplace violence-type attacks. With numerous cases
of ideologically extremist terrorists targeting their workplaces, such as former US Army Major
Nidal Hassan’s attack against his fellow soldiers at Fort Hood, Texas (5 November 2009) and
husband-and-wife Syed Rizwan Farook and Tashfeen Malik’s mass shooting attack at Farook’s
workplace holiday party in San Bernardino, CA, on 2 December 2015, the shooters were known
to at least some of their intended targets, making them ‘insiders..

Based on the data from the cases Shaw has examined, he finds that individuals who become
insider threats can be profiled. They were “not normal, well-adjusted individuals,” they had
“significant symptoms of personality disorders,” they had a “history of previous violations” of
policy and procedures, they felt “victimized” and “disgruntled,” and importantly, “[c]oworkers
and/or family members were aware of the risks” they presented (pp. 10-11), which could
have led to pre-emptive interventions if these suspicions had been reported to appropriate
authorities.

As a clinical psychologist, the author developed a diagnostic tool, termed the Critical Pathway
to Insider Risk (CPIR) framework, to assess and map the trajectory of susceptible individuals
toward becoming insider threats. It consists of the five progressive phases of personal
predispositions, stressors, concerning behaviours, problematic organisational responses
to their suspicious behaviours, and crime scripts (i.e. the attack) (p. 17). These phases are
accompanied by risk indicators that are scored as highly diagnostic, moderately diagnostic,
and minimally diagnostic (pp. 167-169). Each phase includes intervention points to mitigate
the progression into carrying out an attack.

When assessing the risk of individuals to become terrorist insiders, Shaw also utilises the VERA-
2 and TRAP-18 risk scales, which he overlays onto the CPIR framework (p. 162). Of course,
identifying a universally applicable “profile of a terrorist” has been a holy grail for psychologists
for many decades. And while there are valid concerns that must be acknowledged about the
potential for misuse and abuse of these risk assessment tools, there is clearly merit in the efforts
described in both the International Handbook and Shaw’s Insider Risk book.

In conclusion, the three books under review present different kinds of contributions to the
research literature on the psychology of terrorism. Two of the books present diagnostic tools to
examine the profiles of potential terrorists, while Horgan’s book provides a broader overview
of the many complexities of this field. Incorporating diverse approaches, including comparisons
with related subcategories of active shooters and violent insiders, can help us appreciate what
the broader landscape of research on the psychology of terrorism has to offer.

Joshua Sinai is Book Reviews Editor for Perspectives on Terrorism
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Notes
1 Association of Threat Assessment Professionals, online at https://www.atapworldwide.org/

2 ].Reid Meloy, (2018). “The operational development and empirical testing of the terrorist radicalization assess-
ment protocol (TRAP-18).” Journal of Personality Assessment, 100(5), 483-492.

3 Extremist Risk Guidance (ERG22+), UK Department of Justice. Online at: https://assets.publishing.service.gov.
uk/government/uploads/system/uploads/attachment_data/file/1145219/extremism-risk-guidance-22+.pdf

4 “Violent Extremism Risk Assessment 2 Revised” (VERA-2R), Netherlands Ministry of Justice and Security. On-
line at: https://www.vera-2r.nl/
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Announcements

Call for Nominations for a New Editor-in-Chief for
Perspectives on Terrorism

James Forest will be transitioning out of the Editor-in-Chief position for Perspectives on Terrorism
during the summer or fall of 2025. A new Editor-in-Chief of the journal will be selected by
the journal’s Steering Committee, comprised of leaders at the three institutions that now co-
publish the journal: The International Centre for Counter-Terrorism (ICCT), the Institute of
Security and Global Affairs (ISGA) at Leiden University, and the Handa Centre for the Study of
Terrorism and Political Violence (CSTPV) at the University of St Andrews.

Nominations for Editor-in-Chief for Perspectives on Terrorism (including self-nominations) are
welcome and can be sent via email to pt.editor@icct.nl. Once a new Editor-in-Chief has been
selected, Prof. Forest and Managing Editor Anna-Maria Andreeva will work them to ensure a
smooth transition and successful publication of the September and December issues of the
journal.

Special Section Ideas for 2025

We are exploring the possibility of publishing a “Special Section on Artificial Intelligence and
Terrorism” in one of our issues planned for 2025. Please contact pt.editor@icct.nl if you are
interested in contributing a Research Article, Research Note, Bibliography or Book Review
Essay on that topic. Also, we invite suggestions for other topics about which the journal might
consider publishing a Special Section. Please send those to the address noted above.

Call for Book Reviewers

The Editorial Team at Perspectives on Terrorism is eager to expand our Book Review section to
begin including reviews of books published in languages other than English. Each year, many
books on terrorism and counterterrorism-related topics are published in French, German,
Spanish, Chinese, and other languages that go largely unnoticed by English-speaking scholars.
If you would be interested in contributing to this initiative, please contact pt.editor@icct.nl.
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